VENDOR CONFIDENTIAL

Yellow – Make sure changes are made

Green – Description of what the tester needs to do

NOTE:  Avoid using passive voice.
INFORMATION ASSURANCE FINDINGS SUMMARY 

FOR

[Same name in APLITS]

 Software Release XX
(Tracking Number XXXXXX)
[Current month year]

INFORMATION ASSURANCE FINDINGS AND MITIGATIONS SUMMARY
1.  SYSTEM TITLE.  [System name - same as cover page] Tracking Number [XXXXX]
2.  PROPONENT.  Defense Information Systems Agency (DISA).
3.  PROGRAM MANAGER/SPONSOR.  Ms. Ann Tso, NSE2, Room #A4A11, P.O. 
Box 549, Fort Meade, MD  20755-0549, e-mail:  Ann.J.Tso@mail.mil.
Mr. Jessie L. Showers, NS2, Room 5W19, P.O. Box 4502, Arlington, VA  22204-4502, e-mail:  Jessie.Showers@disa.mil.   [Add Sponsor information from APLITS]
4.  TESTER.  [Test center name and address]
5.  SUMMARY.   Table 1 depicts critical testing requirements and summarizes the findings that were identified during Information Assurance (IA) testing.  A finding is a discrepancy requiring investigation for a potential vulnerability that could be used to exploit the system.  An analysis of each finding must be conducted to determine its impact to the overall security posture of the System Under Test (SUT).  The findings listed in the column “without Required Ancillary Equipment (RAE) (W/O-RAE)” are the total number of findings present within the system.  These findings will be present if a defense-in-depth strategy or any other mitigation is not applied by the site acquiring this product.  The findings in the column “with RAE (W-RAE)” are the number of findings within the system when it is configured with external security devices.  The external security devices for this system are Active Directory (AD), Public Key Infrastructure (PKI), Remote Authentication Dial-In User Service (RADIUS), and SysLog Server, which are designated as RAE.  A discussion of each finding on this SUT is provided in Paragraph 13 “Test Results and IA Findings.”  In addition, Paragraph 13 provides a mitigation strategy (provided by the vendor) with each of the documented findings.  If the system is properly fielded with RAE and in accordance with Department of Defense (DoD) Instruction (DoDI) 8500.2, “IA Implementation,” it will generally be considered to have an adequate security posture.  However, the final decision for accrediting the system for use on the Defense Information Systems Network (DISN) is made by the Certifying Authority.
NOTE: Use the following ,if  there was no RAE tested with the solution.
5.  SUMMARY.   Table 1 depicts critical testing requirements and summarizes the findings that were identified during Information Assurance (IA) testing.  A finding is a discrepancy requiring investigation for a potential vulnerability that could be used to exploit the system.  An analysis of each finding must be conducted to determine its impact to the overall security posture of the System Under Test (SUT).  The findings listed in the column “without Required Ancillary Equipment (RAE) (W/O-RAE)” are the total number of findings present within the system.  These findings will be present if a defense-in-depth strategy or any other mitigation is not applied by the site acquiring this product.  The findings in the column “with RAE (W-RAE)” are the number of findings within the system when it is configured with external security devices.  However, there were no external security devices used for this system.  A discussion of each finding on this SUT is provided in Paragraph 13 “Test Results and IA Findings.”  In addition, Paragraph 11 provides a mitigation strategy (provided by the vendor) with each of the documented findings.  If the system is properly fielded with RAE and in accordance with Department of Defense (DoD) Instruction (DoDI) 8500.2, “IA Implementation,” it will generally be considered to have an adequate security posture.  However, the final decision for accrediting the system for use on the Defense Information Systems Network (DISN) is made by the Certifying Authority.
Table 2.  IA Test Summary 

	Requirement
	Critical
	W/O-RAE
	W-RAE
	Page Number

	STIG
	Yes
	No Findings

No CAT I

No CAT II

No CAT III
	No Findings

No CAT I

No CAT II

No CAT III
	8

	IP Vulnerability 
	Yes
	No Findings

No CAT I

No CAT II

No CAT III
	No Findings

No CAT I

No CAT II

No CAT III
	10

	LEGEND:

CAT
Category

IP
Internet Protocol     
RAE
Required Ancillary Equipment            
	STIG
Security Technical Implementation Guide 
W/O-RAE
Without Required Ancillary Equipment

W-RAE
With Required Ancillary Equipment 


6.  SYSTEM DESCRIPTION. 

    a.  General Description.   Vendor should provide a description of the overall system function with the UCCO submission.
    b.  Management Description.  Provide a detailed description to include security capabilities and how the system is secured.
    c.  Components Under Test.   Figure 1 depicts the test configuration, components, and connectivity schemes employed during the IA assessment.  The system consists of the following components:

· Component 1
· Component 2
· And so on…
NOTE:  Components should be listed in order as it is listed in the diagram. Left  to Right, Top to Bottom and should match the table 4.
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	LEGEND:

	


Figure 1.  Test Configuration
NOTE: Figure 1 need to include security between interfaces, components need to be labeled, and RAE devices included.  Vendor should provide in Visio format.
      Component 1. [Component name] – Vendor should provide a description of each component with UCCO submission.
      Component 2. [Component name] 
7. OPERATIONAL ARCHITECTURE.  The UC architecture consists of several categories of devices, to include VTC systems.  Figure 2 depicts the operational UC architecture and the relationship of UC switch types. 
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	LEGEND:

Conf.
Conference

DCO
Defense Connect Online

DISA
Defense Information System Agency

DISN
Defense Information Systems Network

DOD
Department of Defense

EI
End Instrument
G
Gigabit

IAP
Internet Access Provider

IM
Instant Messaging

IP
Internet Protocol
IPSec
Internet Protocol Security

ISP
Internet Service Provider

LAN
Local Area Network

MCEP
Multi-Carrier Entry Point
	NETOPS
Network Operations

PKI
Public Key Infrastructure

PSTN
Public Switched Telephone Network

QoS
Quality of Service

SBC
Session Border Controller

SC
Session Controller

SRTP
Secure Real-Time Transport Protocol

SS
Softswitch

STEP
Standardized Tactical Entry Point

UC
Unified Capabilities

VLAN
Virtual Local Area Network
VVoIP
Voice and Video over IP
XMPP
Extensible Messaging and Presence Protocol


Figure 2.  UC Architecture
NOTE:  Use proper Figure 2 diagram for UC category of tested solution. 
8.  INFORMATION ASSURANCE REQUIREMENTS.  Requirements listed in Tables 2 and 3 are derived from DoD guidance.  These tables list requirements for Phase I STIG and Phase II IP Vulnerability testing.  

NOTE:  ONLY USE WORDING BELOW FOR A V&V OR DTR. Remove the below paragraph if this report is the first draft report for the solution. 

The original assessment was completed on 2 November 2007.  A V&V or DTR was completed on 18 July 2008.  This assessment report includes findings from a reassessment of the Application Security and Development Checklist, Network Checklist, and UNIX Checklist.  (STATE STIGs THAT ARE APPLICABLE TO THE V&V)  Previous findings will be carried over from the original assessment report. For more information on the DTR testing, see Appendix B.    
Table 2.  STIG IA Requirements Summary
	Requirement (See Note)
	Version
	Date
	W/O-RAE
	W-RAE

	Application Security and Development Checklist
	V3R3 
	29 Apr 11
	No CAT I

No CAT II

No CAT III
	No CAT I

No CAT II

No CAT III

	Network Checklists
	V8R7
	28 July 11
	No CAT I

No CAT II

No CAT III
	No CAT I

No CAT II

No CAT III

	NOTE:  Requirements are derived from DoDD 8500.1 and DoDI 8500.2 as well as http://iase.disa.mil.



	LEGEND:

CAT  
Category

DoDD
Department of Defense Directive

DoDI
Department of Defense Instruction 

IA
Information Assurance

R
Release
	RAE
Required Ancillary Equipment

STIG
Security Technical Implementation Guide

V
Version

W/O-RAE
Without Required Ancillary Equipment



Table 3.  IP Vulnerability IA Requirements Summary
	Requirement (See Note)
	Date
	W/O-RAE
	W-RAE

	IP Vulnerability
	August 2011
	No High Risk

No Medium Risk

No  Low Risk
	No High Risk

No Medium Risk

No  Low Risk

	NOTE:  Requirements are derived from DoDD 8500.1 and DoDI 8551.1.



	LEGEND:

DoDD
Department of Defense Directive

DoDI
Department of Defense Instruction

IA
Information Assurance

IP
Internet Protocol
	RAE
Required Ancillary Equipment

W-RAE
With Required Ancillary Equipment

W/O-RAE
Without Required Ancillary Equipment


9.  TEST NETWORK DESCRIPTION.  The system was tested at JITC’s Global Information Grid Network Test Facility (GNTF) in a manner and configuration similar to that of the UC operational environment.
10.  SYSTEM CONFIGURATIONS.  Table 4 provides the system configuration and the hardware and software components tested.
Table 4.  Tested System Configuration
NOTE:  If there was no RAE added, put NA in the table.  

	System Name
	Equipment 

	Required Ancillary Equipment
	Active Directory

	
	Public Key Infrastructure

	
	Remote Authentication Dial-In User Service

	
	SysLog Server

	System name - same as cover page
	Hardware
	Card Name 
	Software/Firmware

	
	
	Part Number/Name
	

	
	Component 1
	Card 1
	

	
	
	Card 2
	

	
	
	Card 3 (x2)
	

	
	
	Card 4
	

	
	Component 2
	Card 1
	

	
	
	Card 2
	

	
	
	Card 3
	

	
	
	Card 4
	

	
	Component 3
	Card 1
	

	
	
	Card 2
	

	
	Client Workstation

(GFE/site-provided)
	NA
	Windows 7 SP 1

	
	
	
	Tumbleweed Desktop Validator v4.10.0.344

	
	
	
	ActivClient 6.2.0.50

	Telephones

	Telephone type
	Model
	Software/Firmware

	IP
	
	
	

	
	
	

	Analog
	
	

	LEGEND:

GFE
Government Furnished Equipment


11.  TESTING LIMITATIONS.  List limitation or None.
NOTE:  Only list CoF for RAE that was used in testing, List any other CoF added during testing or Outbrief. 

12.  CONDITION OF FIELDING.  When the system is deployed into an operational environment, the following security measures (at a minimum) must be implemented to ensure an acceptable level of risk for the sites’ Designated Approving Authority (DAA): 

a. The system must be incorporated in the site’s PKI.  If PKI is not incorporated, the following findings will be included in the site’s architecture:

· FINDINGS for Component 1, Component 2, and Component 3

· FINDINGS for Component 3

b. The system must use a RADIUS server for authentication.
c. The system must be integrated into the site’s AD environment for authentication and authorization requirements.
d. The site must STIG-compliant PK-enabled workstation for management of the solution.
e. The site must use a SysLog device for auditing purposes.

f. The configuration must be in compliance with the System name military-unique features deployment guide.
g. The site must register the system in the Systems Networks Approval Process Database <https://snap.dod.mil/index.cfm> as directed by the DSAWG and Program Management Office.
13.  TEST RESULTS AND IA FINDINGS.  Findings within the STIG may be computer-generated outputs from the DISA Security Content Automation Protocol (SCAP) Compliance Checker (SCC), Security Readiness Review scripts, or manually reviewed checks.  In addition, findings within those requirements are detailed in the partial DIACAP Scorecard.  IPv6 findings are based on the STIGs and will be assessed using the appropriate tools.  Findings within the IP Vulnerability are manually compiled or modified computer-generated outputs from the respective assessment tool.  
    a.  Security Technical Implementation Guide Findings (Phase I).  The DoD uses the STIG to strengthen and assess the security posture of a system or component.  Findings resulting from running the SCAP tool and scripts are indications of weaknesses (or “holes”) in the security posture of the system or component.  Findings from the STIG are grouped into three Categories (CAT) based on the severity of the weakness.  
· CAT I findings are those that allow an attacker to gain immediate access to a system or component, allow elevating a user’s rights to administrator (or super user) level, or allow bypassing a firewall.  These are the most severe findings.  Systems or components having multiple CAT I findings may not be accepted for additional testing or for placement on the UC Approved Products List (APL).  

· CAT II findings are those that provide information about the system or component and have a high potential of allowing unauthorized access to an intruder (the more that is known about a computer or system, the easier it is to find the weaknesses in the hardware, firmware, or software).  

· CAT III findings are those that give away enough information for an intruder to compromise the system or component.  High numbers of CAT II and III findings may indicate an overall weakness in the security posture of the system or component and may preclude placement on the UC APL. 
For each finding, this report shows the Potential Discrepancy Indicator (PDI) and Vulnerability ID (VULID) that corresponds to the DISA-maintained Vulnerability Management System (VMS) number.  In accordance with the Unified Capabilities Certification Office (UCCO), the vendor’s mitigations are in blue text following each finding.  The vendor’s responses have not been changed or edited for clarity or correctness to ensure the original meaning is not altered.  The total number of findings is the sum of the number of findings per requirement times the number of components affected.  Below are results from the STIGs or checklist identified at the ICM or during the assessment:
NOTE: List STIGs/Checklists/SRGs tested against system in alphabetical order. 
If the STIGs/Checklists/SRGs does not provide the vulnerability, put the following statement “This STIG/Checklist/SRG did not provide a vulnerability for this finding, therefore no vulnerability will be provided” in the vulnerability for that finding. 
(1) Application Security and Development Checklist
CAT I:  None

CAT II:  Vendor had six CAT II findings within this STIG.  
VULID/STIGID:  VMS ID:  V0016792/PDI:  APP3280
Requirement:  The designer will ensure applications requiring user authentication are PK-enabled and are designed and implemented to support hardware tokens (e.g., CAC for NIPRNet).

Finding:  The [application name] application is not PK-enabled.
Vulnerability:  Non PK-enabled applications can allow unauthorized persons or entities to intercept information. A PK-enabled application gives assurance of the user accessing the application.
Applications Affected (2):  Application 1 (Component the application is on) and Application 2 (Component the application is on)
Mitigated by RAE:  No. 

Vendor Mitigation:

Vendor POA&M:

Vendor Comment:
CAT III:  None
(2)  Network Infrastructure Checklists
CAT I:  None

CAT II:  Vendor had seven CAT II findings within this checklist.  If the system is deployed using secure RAE, five of the seven CAT II findings can be mitigated for this checklist:
VULID/STIGID:  VMS ID:  V0006127/PDI:  APP0120
Requirement:  
Finding:  
Vulnerability:  This Checklist did not provide a vulnerability for this finding, therefore no vulnerability will be provided.
Components Affected (3):  Component 1; Component 2; and Component 3
Mitigated by RAE:  Yes, proven by (what RAE device?).
Vendor Mitigation:
Vendor POA&M:
Vendor Comment:
CAT III: None
***For a list of Fixed on Site (FOS) findings, please review the partial DIACAP Scorecard associated with this report.*** 

    b.  Internet Protocol Vulnerability (IPV) Findings (Phase IV).  The IPV testing was conducted in accordance with the recommendations contained in the National Institute of Standards and Technology Special Publication 800-42:  “Guideline on Network Security Testing.”  The system was evaluated for its ability to maintain confidentiality, integrity, and availability derived from Federal Information Processing Standards (FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems.  The three findings categories are defined as:

The potential impact is High if the loss of confidentiality, integrity, or availability could be expected to have severely negative effect on organizational operations, organizational assets, or individuals.  A severe negative effect could mean that losing confidentiality, integrity, or availability might do the following:  (a) Cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions, (b) Result in major damage to organizational assets, major financial loss, or severe or catastrophic harm to individuals involving loss of life or serious life-threatening injuries.

The potential impact is Medium if the loss of confidentiality, integrity, or availability could be expected to have a seriously negative effect on organizational operations, organizational assets, or individuals.  A serious negative effect could mean that losing  confidentiality, integrity, or availability might do the following:  (a)  Cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced, (b) Result in significant damage to organizational assets, significant financial loss, or significant harm to individuals, but not loss of life or serious life-threatening injuries.

The potential impact is Low if the loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.  A limited adverse effect could mean that losing confidentiality, integrity, or availability might do the following:  (a) Cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced, (b) Result in minor damage to organizational assets, minor financial loss, or minor harm to individuals.

Provide a brief description of plug-in point(s) as well as test methodology used.  

Table 5 details the results from internal findings.

Table 5.  Internal Findings

NOTE:  ONLY LIST TOOLS THAT WERE USED DURING THE TEST and state the version of that tool that was used. 
	Internet Protocol Addresses
	172.17.123.1; 172.17.123.2;172.16.123.16;

	Connectivity
	Ethernet Straight Through Patch Cable

	Test Tools
	Functions
	Results

	Nmap Tool 
	Port Enumeration
	No High Risk, No Medium, No Low

	Retina v. 5.17.1
	Vulnerability Assessment
	No High Risk, No Medium, No Low

	WebInspector v. 9.3
	Web Application Assessment
	No High Risk, No Medium, No Low

	NOTE:  Manual assessment procedures are located in the Defense Switched Network Information Assurance Internet Protocol Vulnerability Test Plan.

	LEGEND:

Nmap
    Network Mapper
	


High Risk:  Vendor had two high risk findings:
Finding:  A voice call was able to be intercepted.  

Vulnerability:  The target host is vulnerable to a Man in the middle (MITM) attack that will allow recording of voice calls.  It is possible to create a condition whereby Real time Transfer Protocol (RTP) packets are intercepted between phones and the MeetingPlace server.  This condition creates a loss of confidentiality for the parties involved. 
Components Affected (2):  Component 1 and Component 2
Vendor Mitigation:
Vendor POA&M:
Vendor Comment:
Medium Risk: None

Low Risk: None
Provide a brief description of plug-in point(s) as well as test methodology used.  

Table 6 details the results from external findings.

Table 6.  External Findings

NOTE:  ONLY LIST TOOLS THAT WERE USED DURING THE TEST and state the version of that tool that was used. 
	Internet Protocol Addresses
	172.17.123.1; 172.17.123.2;172.16.123.16;

	Connectivity
	Ethernet Straight Through Patch Cable

	Test Tools
	Functions
	Results

	CoreImpact
	Penetration Tool
	No High Risk, No Medium, No Low

	NOTE:  Manual assessment procedures are located in the Defense Switched Network Information Assurance Internet Protocol Vulnerability Test Plan.

	
	


Table 7 details the results from open ports.
Table 7.  Open Ports

	Component
	Open Port(s)
	Vendor Comments

	
	Type
	

	Component Name
	TCP:
	None
	

	
	UDP:
	None
	

	Component Name
	TCP:
	22
	

	
	
	2122
	

	
	
	2222
	

	
	
	2422
	

	
	
	2522
	

	
	
	2622
	

	
	
	2722
	

	
	
	2822
	

	
	UDP:
	None
	

	LEGEND:

TCP
Transmission Control Protocol
	UDP
User Datagram Protocol


Note:  Open Ports required for proper [System name] operation will be documented in the product deployment guide.  

NOTE: Only add the below table if there were IPV Fixed on site findings.
Table 8 details the results from findings IPV fixed on site.  

Table 8.  IPV Fixed on Site

	Finding
	Vulnerability
	Fix

	Unnecessary open port (443).
	Vendor indicated that the port was only needed for the initial configuration of the device.  It was not needed to be open once deployed.
	Vendor closed TCP port 443.

	LEGEND:

IPV
Internet Protocol Vulnerability

TCP
Transmission Control Protocol
	UDP
User Datagram Protocol


APPENDIX A
The Joint Interoperability Test Command (JITC) Information Assurance (IA) Partial Department of Defense (DoD) IA Certification and Accreditation Process (DIACAP) Scorecard was designed to incorporate the needs of the warfighter.  The Partial DIACAP Scorecard is intended to convey information about the IA posture of the evaluated system in an easily understood, high-level management view.  The JITC scorecard gives organizations the ability to extract test data into the scorecard of their choosing.  The scorecard covers the following seven items needed to track IA Controls:  IA Control Subject Area, IA Control Number, IA Control Name, Compliant/Non-Compliant, Impact Code, Responsible Entity, and Findings Results Definitions:

· IA Control Subject Area:  One of eight groups indicating the major subject or focus area to which an individual IA Control is assigned.

· IA Control Number:  A unique identifier composed of four letters, a dash, and a number.  The first two letters are an abbreviation for the subject area name and the second two letters are an abbreviation for the individual IA Control Name.  The number represents a level of robustness in ascending order that is relative to each IA Control.

· IA Control Name:  A brief title phrase that describes the individual IA Control.

· Compliant/Non-Compliant:

· Compliant:  A satisfactory verification of previously agreed to security requirements based on the Security Technical Implementation Guide (STIG) Checklists.
· Non-Compliant:  Failure to meet the recommended security requirements found in the STIG Checklists will result in a Non-Compliant status.  Non-Compliant IA Controls will list the checks that require the site to draft a Plan of Action and Milestones that describes the corrective actions that will bring their system to a secure state.  The findings will show in a dropdown tab (+) on the left of the screen. 
· Impact Code:  Primarily used to establish acceptable access factors, such as requirements for individual security clearances or background investigations, access approvals, and need-to-know determinations; interconnection controls and approvals; and acceptable methods by which users may access the system.
· Responsible Entity:  Used to aid in setting the limits and boundaries identified in testing in a lab environment versus deploying the system to the sponsor’s site.
· Findings Results Definitions:  Below are explanations of terms from the IA STIGs and used the scorecard.

· Open:  As applied to the scorecard, an “OPEN” classification in the status column indicates this is a finding for that particular check for that STIG.  
· Closed:  As applied to the scorecard, a “CLOSED” classification in the status column indicates it may have been originally given an “OPEN” classification in the status but has now been closed. 
· Fixed On Site (FOS):  As applied to the scorecard, a “FOS” classification in the status column indicates that the vender was able or had the ability to fix or change their system in the JITC lab, to meet the requirement as directed by the STIG. 
· Not/Applicable (N/A):  As applied to the scorecard, a “N/A” classification in the status column indicates that the requirement given by the STIG check was not relevant to the equipment under test. 
· Not a Finding (NF):  As applied to the scorecard, a “NF” classification in the status column indicates that as the STIG check is applied to the system, the check is not found to be a finding against the system. 
· Not Reviewable (NR):  As applied to the scorecard, a “NR” classification in the status column indicates the tester cannot view the check in the STIG (e.g. VxWorks, an Operating System (OS), is oftentimes embedded with a solution that the tester cannot access without a decompiler and a vendor test bench to view).
· Required Ancillary Equipment (RAE):  As applied to the scorecard, “RAE” classifications in the status column indicates equipment that has been identified as conditions of fielding when the system is deployed into an operational environment.  “RAE” is then used in place of an “OPEN” classification in the status column. 
On the upper-left-hand side of the Partial DIACAP Scorecard, two buttons act as toggle switches that will display or hide information depending on which button is selected.  If “1” is selected, it will show only the IA Controls.  If “2” is selected, it will show the IA Controls and associated STIG Potential Discrepancy Indicator Requirement Findings, as shown in Figure A-1.
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Figure A-1.  Toggle Buttons

The Partial scorecard is designed to pull findings from the checklists, associate them to the appropriate IA Controls, and provide access to additional information in the finding notes.  Scorecards for each product are supplements of this report and were provided in separate correspondence.
APPENDIX B
DESKTOP REVIEW (DTR) TABLE FOR FIELD SECURITY OFFICE

Table 1.  DTR(s)

	Date
	DTR Number
	Description/Purpose from APLITS
	Results of testing
	Concurrence

	24 January 2013
	DTR 3
	Request DTR for SP 3 and E1 PRI

testing (PSTN Only).
	Testing was successful – there were no functionality issues

The following findings were added:

2 Findings

2 CAT I
	Tester 

Government AO

	NOTE:  This table is to be used as a historical status of all DTRs that apply to this Product and is to be copied and updated as DTRs are applied to the Product.



	LEGEND:  

AO
Action Officer

APLITS
Approved Products List Integrated Tracking System
CAT
Category

DTR
Desktop Review
	E1
European Carrier 1

PRI
Primary Rate Interface

PSTN
Public Switched Telephone Network

SP
Service Pack


Description of what was tested for each DTR is as follows:

DTR 3:  Describe what you did for the testing and state whether findings were add or removed from the report as a result of DTR testing. 
Removed the following findings: 

CAT II XXXX for Component, the vendor implemented PKI within solution
Added the Findings to solution:

CAT II XXXX for Component. Component could not be PK-enabled.
***Previous findings will be carried over from the original assessment report.
Distribution D
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