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MEMORANDUM FOR DISTRIBUTION
SUBJECT: Joint Interoperability Test Command (JITC) Annual Report for Calendar Year 2003

Reference: Chairman of the Joint Chiefs of Staff Instruction 6212.01C, Interoperability and
Supportability of Information Technology and National Security Systems, 20 Nov 03

1. Per reference, JITC’s annual report summarizing 2003’s system interoperability test
certification status by functional area is forwarded for your information.

2. During Calendar Year 2003, JITC supported 504 test activities involving 245 Department of
Defense systems. During this same period, we issued a total of 172 certification letters.

3. This report describes the general methodology we use to determine the status of
interoperability within various functional areas, summarizes their status, and provides short
synopses of significant results as briefed to the Military Communications-Electronics Board
(MCEB) in 2003 and areas planned for MCEB briefings in 2004. More detailed information is
available at http://jitc.fhu.disa.mil and in our reports database at http://jit.thu.disa.mil.

4. The point of contact for this report is Ms. Kelly Straub, commercial (520) 538-4352, DSN

879-4352, or e-mail: straubk@fhu.disa.mil.
CTORIA A. \é Z
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Commander
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JITC ANNUAL STATUS OF INTEROPERABILITY REPORT
FOR CALENDAR YEAR 2003

OVERVIEW

The Department of Defense (DOD) continues to focus attention on interoperability
certification of joint and Service systems. There has been better enforcement of the DOD
interoperability certification policies due to the updates of DODI 5000.2 "Operation of the
Defense Acquisition System," CJCSI 3170.01C/CJCSM 3170.01 "Joint Capabilities Integration
and Development System," and CJCSI 6212 "Interoperability and Supportability of Information
Technology and National Security Systems." Commitments and investments to interoperability
infrastructure such as the Joint Distributed Engineering Plant (JDEP) and interoperability
funding from the Director, Operational Test and Evaluation's (DOT&E’s) Central Test and
Evaluation Investment Program (CTEIP) are encouraging DOD to better address an overall
system status of interoperability.

More complex and thorough system architectures are being developed for improved system
categorization purposes. Although there has been definite and measurable progress in the past 5
years certifying and identifying systems within DOD, a great deal still needs to be accomplished,
to include educating the Services and Agencies regarding interoperability issues. An official
overarching systems framework for reporting the status of interoperability for all DOD systems
is still not in place.

JITC is using séveral tools to help identify and track interoperability issues, is actively
involved in a variety of field support activities for combatant commander contingencies and
exercises, and briefs results by functional area to the Military Communications-Electronics
Board (MCEB) on a semi-annual basis.

Candidate System Sources

The Joint Interoperability Test Command (JITC) identifies key systems through formal and
informal mechanisms, including a variety of critical systems lists put together by the Office of
the Secretary for Defense (OSD), the United States Joint Forces Command (USJFCOM),
combatant commanders, and the Assistant Secretary of Defense (ASD) Networks and
Information Integration (NII). We also continue to pursue other status of interoperability (SOI)
reporting mechanisms with the Joint Staff (JS), Under Secretary for Defense (USD) Acquisition,
Technology and Logistics (AT&L), DOT&E, ASD (NII), and USJFCOM, and exploring
interoperability testing information venues, which may involve both JDEP and CTEIP efforts.

Current system information sources and test data repositories include the JS’s Notice 6111.01,
the OSD Test and Evaluation Oversight List, the Joint C41 [Command, Control,
Communications, Computers and Intelligence] Program Assessment Tool (JCPAT), the JITC
System Tracking Program (STP) (https://stp.fhu.disa.mil), and JITC’s Joint Interoperability Tool
(http://jit.thu.disa.mil).




Furthermore, JITC regularly supports combatant command contingencies and exercises that
help identify systems not on the various DOD tracking lists. Additionally, we are using
combatant command liaisons and functional area personnel at JITC to identify other systems
requiring interoperability certifications. Combining our participation in operational field
exercises, integration of combatant command liaisons, and the monitoring of systems lists allows
us to identify a broader range of systems in the current DOD inventory and future potential
systems that have an interoperability certification testing requirement. Unfortunately, even with
this combination approach used to identify the broadest possible range of systems, many systems
that need interoperability certification are not being identified.

System Tracking Program (STP)

JITC continues to enhance our STP. The STP, a tool used to track how well systems are
progressing toward joint interoperability certification, currently has 645 users with 323 of these
accounts assigned to JITC’s external customers, to include members from the Services,
combatant commanders, General Accountability Office, DOT&E, and the JS. Throughout
Calendar Year 2003 (CY 03), the use of STP enabled JITC to monitor the interoperability
certification status of systems obtained from the Joint C4 Systems list, the DOT&E Oversight
List, Major Defense Acquisition Programs list, as well as systems obtained from the Defense
Information Systems Agency's (DISA’s) Joint C4I Program Assessment Tool (JCPAT). The
JCPAT is a tool for tracking the status of system requirements documentation, as well as a
valuable information source for the STP. At the end of CY 03, 919 systems were being tracked
in the STP.

Obstacles anid JITC Internal and External Actions

We face many obstacles in attempting to present interoperability certification testing
information across DOD. Many systems support multiple functional capabilities; however, the
joint operational and systems architectures and information exchange requirements (IERs) to
support the functional capabilities are immature. Additionally, the pace of technology has
allowed rapid insertion of new, unseen and untested capabilities into the equation.

To help mitigate concerns and risks of integrating untested and/or non-certified systems into
the DOD, we continue to participate in Advanced Concept Technology Demonstrations
(ACTDs) and coordinate with combatant command/Service/Agency (C/S/A) developers and
combatant command Interoperability Program Offices (CIPOs) to get early insights into their
interoperability activities. On an annual basis, we continue to review over 68 combatant
commander Command and Control Initiative Program (C2IP) proposals for joint interoperability
concerns. Moreover, JITC’s participation with ACTDs, CIPOs, and the C2IP program helps
identify upcoming systems that may not be visible via our standard interoperability tracking lists
or field exercises previously mentioned.

In an effort to preclude many of the interoperability issues and challenges arising during system
development, JITC briefs each Defense Systems Management College (DSMC) Advanced
Program Management Course and each DSMC Executive Program Managers Course about the
processes and requirements for interoperability certification. We present similar briefings to




potential C41 Program Managers at the Naval Postgraduate School and to the Armed Forces Staff
College Joint C4ISR Staff Officers course students. We have also published numerous articles in
SIGNAL Magazine, Government Computer News, and the International Test and Evaluation
Association Journal outlining this process. Further, JITC has sponsored 14 annual interoperability
conferences, each hosting 300+ representatives from C/S/As and partner nations to discuss current
interoperability issues and proposed solutions. This event attracts larger audiences each year. For
Fiscal Year 2003 (FY 03) conference briefs, go to
http://jitc.fhu.disa.mil/iop_conf/2003/iop_conf.htm. The 2004 conference was held on 16-18
March 2004 at the Buena Performing Arts Center, Sierra Vista, Arizona. Conference information
can be viewed at http://fhu.disa.mil/iop_conf/2004/iop_conf.htm

JITC KEY FUNCTIONAL AREAS

While JITC addresses interoperability across a broad spectrum of systems, there are four key
functional areas where we continue to make considerable strides to categorize and track these
respective systems. These areas are: Intelligence, Surveillance, and Reconnaissance (ISR);
Command and Control (C2); Logistics; and Finance and Accounting. Each area has its
challenges of identifying systems and their critical interfaces. Table 1 shows the number of
systems examined in CY 03 for these four areas and their respective status. The following
paragraphs summarize the status of interoperability in these four key functional areas. Detailed
reports on these areas are attached in the identified appendices.

Table 1. Interoperability Certification Status of Systems Examined in CY 03
in Four Primary Functional Areas

- . Finance and
Interoperability Status Category ISR C2 Logistics Accounting Total

Joint System Interoperability Test Certification 15 21 11 1 48
Joint System Interoperability Test Certification —

. 6 16 2 - 24
Specified Interfaces
Joint System Interoperability Assessment 9 1 - - 10
Actively participating in the test process 42 1 - - 43
Interoperability Testing Status Letters 4 - - - 4
Conducting initial interoperability testing 1 - 3 4
Reviewed but not yet scheduled for a test 30 - - - 30
Pending certification testing until system has a ) ) 6 ) 6
version ready for testing
Initiated interoperability programs - 5 - - 5
Identified systems, but not yet in the certification i _ 10 ) 10
process
Failed the interoperability test 1 - - - 1
Issued a non-certification 1 1 - - 2

Total 108 46 29 4 187
Legend:
C2 = Command and Control
ISR = Intelligence, Surveillance, and Reconnaissance




Status of Intelligence, Surveillance, and Reconnaissance (ISR) Systems. DOD continues
to focus attention on interoperability certification of joint and Service ISR systems. Better
enforcement of the DOD certification policies exists due to the DODI 5000.2 Command,
Control, Communications, Computers, Intelligence, and Reconnaissance (C4ISR) update and
modifications to CJCSI 3170. (See appendix A.)

Status of Command and Control (C2) Systems. The diverse nature of DOD C2 systems,
the second functional area, presents many challenges for today’s requirements for
interoperability. In 2003, JITC worked with the Army Future Combat Systems (FCS)
transformational program, the Navy Future Aircraft Carrier program (CVN-78), and the Arrow
Weapon System (AWS), to mention just a few of the systems. The demand for interoperability
between United States and international systems establishes the need for a testbed that verifies
interoperability, operational performance, standards validation, and standards conformance. C2
systems are categorized as generic C2 systems, Tactical Digital Information Links, and United
States Message Text Format systems. (See appendix B.)

Status of Logistics Systems. DOD currently has over 700 logistics systems, and while only
11 have complete interoperability certifications, the real status of interoperability of logistics
systems is evolving to a much leaner, web-enabled core of systems utilizing cutting edge
technology and a net-centric development philosophy. The vast majority of systems currently in
existence are legacy systems that have no interoperability requirements. Many, if not most, of
the systems that do have interfaces to other systems are currently undergoing “rehabilitation” or
their functionality is being included in one of the Global Combat Support System (GCSS)
variants. There are very few systems of any Service currently certified, but more are beginning
to enter the pipeline through the acquisition process and the mandatory Interoperability Key
Performance Parameter (KPP). The majority of systems being developed will undergo
interoperability testing, and as the legacy stovepipe systems are phased out or their functionality
assumed by the newer systems, the interoperability certification numbers should improve
dramatically. (See appendix C.)

Status of Finance and Accounting Systems. These systems made limited progress in terms
of interoperability testing and certification during 2003 since the Air Force’s Financial
Information Resource System (FIRST) was the only system certified. However, an ongoing
effort by the Office of the Undersecretary of Defense, Comptroller (OUSD(C)) Business
Management Modernization Program (BMMP) promises to significantly improve the
interoperability posture of financial systems over the next several years. OUSD(C) has
developed a Business Enterprise Architecture (BEA) as the first step towards creating a financial
and business infrastructure. BMMP has also developed a transition plan and a governance
oversight process to help implement the architecture. (See appendix D.)

JOINT DISTRIBUTED ENGINEERING PLANT (JDEP)

The JDEP initiative was created to support systems engineering, integration, and testing of
distributed systems. JITC is the technical coordinator of the JDEP initiative and responsible for
maintaining the technical framework, assisting users to identify and access existing mission
computer hardware and software in the loop and simulation capabilities across DOD and




industry, and providing technical support to federate these into distributed system environments
for use in development, integration, testing, and assessments. (See appendix E.)

MILITARY COMMUNICATIONS-ELECTRONICS BOARD (MCEB) BRIEFINGS

We briefed the MCEB twice in CY 03. These briefs and their related executive summaries
can be reviewed at http://jitc.fhu.disa.mil/itp/tstatus.htm.

February 2003

+ JITC Command Brief. This brief provided an overview of JITC’s role and capabilities
to help warfighters achieve interoperability. Our continued success requires extensive
partnerships with the combatant commands, Services and agencies, industry, and
coalition organizations, and we are working to strengthen such partnerships. We offer
our vast distributed test infrastructure, broad functional expertise, established operational
experience, and our dedication to increasing combat effectiveness through
interoperability.

« Logistics Systems. There have been roughly 11 certifications of logistics systems, but
some of these certifications will expire soon and some systems have developed newer
versions so the actual number of currently valid certifications is changing. We know
little or nothing about the vast majority (700) of logistics systems, other than their
criticality and knowledge that many of them are very old legacy systems, and many of
the diagnostic/maintenance systems may have no joint interfaces. JITC’s action plan is
to coordinate with J4, Program Manager (PM) GCSS and Joint Deployment System
(JDS), the Defense Logistics Agency (DLA) and other defense logistics proponent
Services/agencies to identify all logistics systems, their interoperability requirements,
and testing priorities.

August 2003

+ Distributed Common Ground/Surface System. This information brief addressed the
interoperability certification and testing status of the DOD Distributed Common
Ground/Surface System (DCGS), which encompasses all four Service DCGS Families of
Systems (FOS). There are 26 major systems that comprise the DOD DCGS. JITCis a
key player in the DCGS community, serving as chair of the DCGS T&E Integrated
Planning Team (IPT) and coordinating all certification testing for these systems.
Progress has been made by many of the DCGS program offices to establish Joint
Interoperability Certification programs during the last 12 months, with 23 of 26 now in

place. It is anticipated that all 26 systems will have programs in place by the end of FY
04.




SUMMARY

We will continue to provide periodic updates on other functional areas as we gain more
information on the status of interoperability among the families of systems supporting these
areas. Once developed, these updates will be available on the JITC homepage under the
Interoperability Policy and Test Panel.

5 Appendices

Status of ISR Systems

Status of Command and Control Systems
Status of Logistics Systems

Status of Financial and Accounting Systems
Joint Distributed Engineering Plant
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APPENDIX A
STATUS OF INTEROPERABILITY
INTELLIGENCE, SURVEILLANCE AND RECONNAISSANCE SYSTEMS
OVERVIEW
A total of 108 Intelligence, Surveillance and Reconnaissance (ISR) systems were examined
in CY 03. Table A-1 summarizes their status by category and table A-2 summarizes these
systems by Service/Agency. Tables A-3 through A-10 identify the individual systems’

interoperability status category by their respective Service/Agency.

Table A-1. Summary of ISR Systems’ Interoperability Status

N;;slz:l:f Interoperability Status Category
15 Joint System Interoperability Test Certification
6 Joint System Interoperability Test Certification — Specified Interfaces
9 Joint System Interoperability Assessment
42 Actively participating in the test process
4 Interoperability Testing Status Letters
30 Reviewed but not yet scheduled for a test
1 Failed the interoperability test
1 Issued a non-certification
108 Total

Table A-2. Total ISR Systems Examined in CY 03 by Service/Agency

N;;;‘Zel;:f Proponent Service/Agency Tdael:ZI(s)f

17 Army A-3

35 Air Force A-4
15 Navy A-5

5 Marine Corps A-6

9 Joint Command A-7

5 National Reconnaissance Office (NRO) A-8
11 National Geospatial Intelligence Agency (NGA) A-9

11 Defense Intelligence Agency (DIA) A-10
108 Total




INTEROPERABILITY STATUS BY ORGANIZATION

Table A-3. Status of Army ISR Interoperability

Nur;}ber Interoperability Status Name of System
Systems Category
Joint System Interoperability Test . Comrpon Ground Station (CGS) version 2 with Joint Tactical
2 Certification — Specified Tgrrnm al . ) ) .
Interfaces « Joint Tactical Terminal — Briefcase (JTT-B) version 1.0
1 ;I:mt System Interoperability Coalition Aerial Surveillance and Reconnaissance (CAESAR)
ssessment
« Army Airborne Command and Control System (A2C2S)
¢ All Source Analysis System (ASAS)
« All Source Analysis System Light (ASAS-L) version 6.3.2.7. 1
« Counter Intelligence Human Intelligence Management System
(CHIMS) version 4.2
« Guardrail Information Node (GRIFN)
. C « Integrated Meteorological System (IMETS) version 4.1.1
13 Actively participating in the test . Intelgligence Processing Facility (IPF)
process o Pathfinder version 5.2
« Pathfinder for the Web (PFWEB) version 5.2
« Prophet Block II and 111
+ RAH-66 Comanche
o Tactical Exploitation System (TES)
« Tactical Unmanned Aerial Vehicle (TUAV)
1 Reviewed but not yet scheduled Future Combat System (ISR Interfaces)
for a test
17 Total

A-2




Table A-4. Status of Air Force ISR Interoperability

Number
of
Systems

Interoperability Status
Category

Name of System

Joint System Interoperability
Test Certification

Broadsword version 3.2

Communications Support Processor version 5.9

Information Warfare Planning Capability version 3.0
Multimedia Message Manager version 3.1

Planning Tool for Resource Integration, Synchronization and
Management (PRISM) version 3.1

Joint System Interoperability
Test Certification — Specified
Interfaces

Joint Tactical Terminal version 2.1
Joint Tactical Terminal version 2.2

Joint System Interoperability
Assessment

Information Operations Navigator (ION) version 3.11
Tel-Scope version 4.1

15

Actively participating in the
test process

Air Force DODIIS Infrastructure (AFDI) version 1.10.3
Deployable Ground Intercept Facility (DGIF)

Deployable Shelterized System (DSS)

Deployable Transit-cased System (DTS)

Ground Control Processor (GCP)

Intelligence, Surveillance, Reconnaissance Manager (ISRM)
Information Support Server Environment (ISSE) Guard version 3.4
Integrated Target Planning Tool Set (ITPTS) version 2.0
Information Warfare Planning Capability (IWPC) version 3.0.3
Joint Tactical Terminal (JTT) version 2.3

Measurement and Signature Intelligence (MASINT) Portal version
1.0

PREDATOR B MQ-9

PREDATOR RQ-1A

Small Diameter Bomb (SDB)

Wedgetail Broadcast Intelligence Terminal (Wedgetail BI)

10

Reviewed but not yet
scheduled for a test

Airborne Broadcast Intelligence (ABI)

B-1 Bomber (ISR Interfaces)

Complex Data Analyst Support Environment (CASE) version 1.9
Deployable Theater Information Grid (DTIG)

Joint Enterprise DODIIS Infrastructure (JEDI) version 1.3
Korean Combat Operations Intelligence Center (KCOIC)
Measurement and Signature Intelligence (MASINT) Portal-Missile
Analyst (MP-MA) version 1.0

Rapid Attack, Identification, Detection, and Reporting System
(RAIDRS)

Space Based Surveillance System (SBSS)

Space Surveillance Radar (SSR)

Issued a non-certification

Target Prioritization Tool for Links and Nodes (TPT-LN) version 1.0.

33

Total




Table A-5. Status of Navy ISR Interoperability

Number Interoperability Status
of Categor Name of System
Systems gory
Joint System Interoperability Test « Sensitive Compartmented Information Glol:_;al Commapd and
2 Certification Control System — Integrated Imagery Intelligence version 3.6

o Ships Signals Exploitation Equipment (SSEE) — Increment D

Joint System Interoperability Test

1 Certification — Specified Ships Signals Exploitation Equipment (SSEE) — Increment E
Interfaces

1 Joint System Interoperability Sensitive Compartmented Information Networks (Submarine
Assessment Variant)

«» Battle Group Passive Horizon Extension System (BGPHES)

o Combat Direction Finding (CDF)

¢ Command, Control, Communications, Computers, Intelligence
Afloat Local Area Network (C41 Afloat LAN)

6 Actively participating in the test | » Global Command and Control System —~Maritime/Integrated

process Imagery and Intelligence (GCCS-M/I3)

« Joint Service Imagery Processing System (JSIPS) Navy

« National Target/Threat Signature Data System (NTSDS) version
2.0

» Advanced Deployable System (ADS)
« Intelligence Situational Awareness Tool (ISAT)

Reviewed but not yet scheduled » Tactical Exploitation System Navy (TES-N)

5 o Unmanned Aerial Vehicle —- Tactical Control System (UAV-
for a test TCS)
« Vertical Takeoff and Landing Unmanned Aerial Vehicle
(VTUAV)
15 Total

Table A-6. Status of Marine Corps ISR Interoperability

Nul:fber Interoperability Status Name of System
Systems Category
Joint System Interoperability Test
1 Certification — Specified Common Ground Station (CGS)
Interfaces

« Intelligence Analysis System (IAS)
Actively participating in the test | » Tactical Control and Analysis Center (TCAC)

3 process « Tactical Exploitation Group (TEG)
1 If?)iv;izvsid but not yet scheduled Direct Air Support Central Airborne System (DASCAS).
5 Total

A-4




Table A-7. Status of Joint Command ISR Interoperability

Number Interoperability Status
of Categor Name of System
Systems gory
« Integrated Broadcast Service (IBS)
« Joint Threat Warning System — Airborne variant (JTWS-A)
4 Actively participating in the « Joint Threat Warning System — Ground Surveillance Kit (JTWS-

test process

GSK)
Special Operations Joint Interagency Collaboration Center
(SOJICC).

Reviewed but not yet

Blue Intelligence, Surveillance
Reconnaissance Database; Concord Intelligence Broadcast

4 Receiver
scheduled for a test + Joint Tactical Terminal (JTT)
» Multi-mission Advanced Tactical Terminal (MATT)
1 Failed the interoperability test | Embedded National Tactical Receiver (ENTR) version EDM GEN EP
9 Total
Table A-8. Status of NRO ISR Interoperability
Number -
of Interopg;ztl:n:::y Status Name of System
Systems gory
Joint System Interoperability . . .
1 Assessment Shared Early Warning Display (SEWD) version 3.1
1 Actively participating in the test | Intelligence Community Multi-Intelligence Acquisition Program
process (IC-MAP) version 1.0
. o Automated Scriptor Simulator Exercise Trainer (ASSET)
3 If{ewetwid but not yet scheduled « Digital Video Broadcast Server (DVBS)
orafes o Interactive Planning and Analysis (IP&A)
5 Total

A-5




Table A-9. Status of NGA ISR Interoperability

Number Interoperability Status
of Name of System
Category
Systems

o Dissemination Element (DE)
o Information Access Services (IAS)
6 Joint System Interoperability Test | » Integrated Exploitation Capability (IEC)
Certification « Imagery Exploitation Support System (IESS)
o NGA Imagery Exploitation System (NIES)
o NGA Library (NL)
o Enhanced Analyst Client (EAC)
4 Interoperability Testing Status ¢ Graphical Exploitation Tool (GET)
Letters o Image Product Library (IPL)
o+ Target Monitoring Assistant (TMA)
Reviewed but not yet scheduled .
1 Falconview
for a test
11 Total
Table A-10. Status of Defense Intelligence Agency (DIA) ISR Interoperability
Number
of Interoperability Status Category Name of System
Systems
) Joint System Interoperability Test | « Modernized Integrated Data Base (MIDB) Security version 1.0
Certification ¢ TEL-SCOPE version 4.0
« Joint Intelligence Virtual Architecture (JIVA) Intelligence
Joint System Interoperability Production.Enviropmer'lt (?PE). version 1.0.6 .
4 Assessment o JIVA Multi-Domain Distribution System (MDDS) version 3.0
o JIVA Visualization (V) version 3.0
» Modernized Integrated Data Base (MIDB) version 2.0.3.5
o Common Spectral Measurements and Signatures Intelligence
Exploitation Capability (COSMEC) version 2.1.3
. + JIVA Enterprise version 3.0
5 Iftervézlsid but not yet scheduled ¢ JIVA VisuaLinks (VL) version 1.9.7
o JIVA Virtual Knowledge Base (VKB) version 1.0
« MDDS version 2.1
11 Total

A-6




APPENDIX B

STATUS OF INTEROPERABILITY
COMMAND AND CONTROL SYSTEMS

OVERVIEW
This section addresses three types of command and control systems:
« General command and control systems
« Tactical data link systems
+ United States Message Text Format (USMTF) systems

Table B-1 summarizes the interoperability status of the systems examined in CY 03.

Table B-1. Summary of Command and Control Systems’ Interoperability Status

N;;:;;:f Interoperability Status Category
21 Joint System Interoperability Test Certification
16 Joint System Interoperability Test Certification — Specified Interfaces
1 Joint System Interoperability Assessment
1 Actively participating in the test process
- Interoperability Testing Status Letters
1 Conducting initial interoperability testing
- Reviewed but not yet scheduled for a test
5 Initiated interoperability programs
- Failed the interoperability test
1 Issued a non-certification
46 Total

The remainder of this appendix identifies the specific systems examined in CY 03 by
command and control and interoperability status category.

B-1



GENERAL COMMAND AND CONTROL SYSTEMS

Table B-2 summarizes the general command and control system status in CY 03.

Table B-2. Status of General Command and Control Systems’ Interoperability

Number Interoperability Status
of Categor Name of System
Systems gory
o Air Battle Management Operations Center (ABMOC) version
5.1.14B with Multifunctional Information Distribution System
(MIDS) Low Volume Terminal (LVT) 2
e PATRIOT Information and Coordination Center (ICC) version
Joint System Interoperability Test PDB 5 with MIDS L.VT 2
5 Certification — Specified « F/IA18 C/D/EfF version 17C/18E 203/204-4.6 '
Interfaces ¢ Army Airspace Command & Control (A2C2) version 5.1.14B
¢ Deliberate Crisis Action Planning and Execution Segments
(DCAPES) with Global Command and Control System - Joint
(GCCS-J) Joint Operation Planning and Execution System
(JOPES)
¢ Arrow Weapon System (AWS) Block 3 with Israeli PATRIOT
Joint System Interoperability IPAT (PDB 5), US Navy AEGIS version 5.3.8.0, US Joint
1 A Tactical Ground Station (JTAGS), and US PATRIOT version
ssessment
PDB 5+
1 Actively participating in the test Battle Control Station - Fixed
process
+ Global Command and Control System — Joint (GCCS-J) version
4.0a interfaces with:
- Analysis of Mobility Platform (AMP)
- Consolidated Air Mobility Planning System (CAMPS)
- Computerized Movement Planning Status System
(COMPASS)
- DCAPES
1 Conducted initial interoperability - Force Operation Characteristics Unified System (FOCUS)
testing - GCCS-A
- Joint Flow and Analysis System for Transportation (JFAST)
- Marine Air Ground Task Force IT System (MAGTF II)
- Joint Forces Requirements Generator (JFRG)
- Transportation Coordinators Automated Information for
Movement System II (TC-AIMS II)
- Global Transportation Network (GTN)
- Status of Resources and Training System (SORTS)
« Navy Future Aircraft Carrier program (CVN-78)
» Navy’s next generation destroyer (DD(X))
5 Initiated interoperability » Deployable Joint Command and Control (DJC2)
programs + Global Command and Control System - Maritime (GCCS-M)
» Global Command and Control System - Army (GCCS-A)
13 Total

B-2




TACTICAL DATA LINK SYSTEMS
US Systems

A total of 16 U.S. tactical data link systems were examined in CY 03. Table B-3 identities
these systems and their respective interoperability status.

Table B-3. Status of Tactical Data Link Command and Control Systems’ Interoperability

Number Interoperability Status
of Name of System
Category
Systems

o Certified Marine Air Traffic Control and Landing System
(MATCALS), version MATMMD-M1

« B-1B Interim Data Link (IDL) Upgrade Program, version
IDL1.1, P-3, version 3.1BMUP

o AEGIS Cruiser Command and Control Program, version
5.3.8.2/CDLMS

¢ Modular Control Equipment (MCE), version 111.1A

« Joint Surveillance Target Attack Radar System (JSTARS), Block
20, version 91W-USY2/E8C-C009-01A/D Rev 000

« Roll-On Beyond-Line-of-Sight Enhancement (ROBE), version
1.1 Build 35

« Airborne Waming and Control System (AWACS), Block 30/35
. . Upgrade, version 30/35.E13A

15 JCO;?,[: gg:ézrz Interoperability Test o Forward Area Air Defense Command, Control and Intelligence

(FAAD C2I), version 5.2

» Special Information Systems Multi-Source Correlation System
(SIS(MSCS)), version 7.1

 Tactical Airspace Integration System (TAIS), version 8.3P5

o Tactical Air Operations Module V4 (TAOM V4), version T4

» Special Information Systems (Senior Scout) (SIS (SS)), version
S0589-0914-15887,

o Communication Data Link System (CDLS), version 10.0P2, Link
16

o Communication Data Link System, version 10.0P2, Link 11A/B

+ Forward Area Air Defense Command and Control version 5.2
and Marine

1 Issued a non-certification AEGIS Cruiser Command and Control Program, version 5.3.8
16 Total
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NATO Data Links

While JITC does not certify North Atlantic Treaty Organization (NATO) systems/software,
we do test to determine the extent that their software conforms to military standard (MIL-STD)
requirements. Two NATO Tactical Data Link interoperability tests were planned, conducted and
reported during the period. Command and control systems from two NATO agencies: NATO
Programming Centre (NPC) and the NATO Consultation, Command and Control Agency
(NC3A), along with Germany, Italy, United Kingdom, Norway, France, and the United States
participated in testing. JITC test support included pre-planning and post-test meetings, as well as
being the data hub from which the tests were conducted. JITC provides U.S. representation to
the NATO Tactical Data Link Interoperability Testing Syndicate (TDLITS), which is tasked with
looking after all aspects of international tactical data link interoperability testing. Major issues
discussed by the Syndicate included the migration from synchronous protocols to TCP/IP, and
defining the use of Transmission Control Protocol/User Datagram Protocol/Internet Protocol
(TCP/UDP/IP) in NATO Standardization Agreement (STANAG) 5602, Standard Interface for
Multiple Platform Link Evaluation (SIMPLE), the common standard for tactical data link
interoperability testing.

+ Validated NATO Tactical Data Link Interoperability Tests (NATO-03-01) for Germany,
France, Italy, United Kingdom, and United States

+ Validated NATO Tactical Data Link Interoperability Tests (NATO-03-02) for Germany,
France, Italy, United Kingdom, and United States

USPACOM Area Data Links

JITC also attends Command and Control Interoperability Board (CCIB) and Interoperability
Management Board (IMB) meetings hosted by the US Pacific Command (USPACOM) J611.
JITC acts as the tactical data link and message text format subject matter expert and schedules
C3I systems in a Combined Interoperability Test (CIT) at the CCIB. We work with Australia,
New Zealand, Japan, Korea, Malaysia, Singapore, and Thailand to validate their systems. The
following systems were tested to determine the extent that the software conformed to MIL-STD
requirements.

» Validated Link 11 Combined Interoperability Test (CIT-03-01) for Australia Australian
and New Zealand Army Corps (ANZAC) Ship

« Validated Link 11B Standard Conformance Test (SCT) for Korean Naval Tactical Data
System (KNTDS) Phase I, version 1.50




UNITED STATES MESSAGE TEXT FORMATS

A total of 17 United States Message Text Format (USMTF) systems were examined in CY
03. Table B-4 identifies the individual systems’ interoperability status category by their
respective Service/Agency.

Table B-4. Status of USMTF Command and Control Systems’ Interoperability

Number
of
Systems

Interoperability Status
Category

Name of System

Joint System Interoperability Test
Certification

Air Force

» Theater Battle Management Core Systems (TBMCS), Force
Level version 1.1.2

 Air Force Mission Support System (AFMSS) version 2.2C

Navy

o AN/BYG-1 Combat Control System (CCS) MK2 Block 1C
version 3.1.2.1UB 3.0.2.5 P10

¢ Theater Battle Management Core Systems (TBMCS) version
1.1.2

Marine Corps

o Intelligence Operations Server (I0S) version (V) 1 version
3.6.0.0

» Intelligence Operations Server (I0S) version (V) 2 version
3.6.0.0

11

Joint System Interoperability Test
Certification — Specified
Interfaces

Army

» All Source Analysis System (ASAS) Remote Workstation
(RWS) version 6.3.2.5.1.4 with TBMCS

o ASAS Light version 6.3.2.4 P 10.2 with TBMCS

o Advanced Field Artillery Tactical Data System (AFATDS)
version 6.3.1.0 with TBMCS

o Air-Missile Defense Work Station (AMDWS) version 2.0.6.3 IB
2 with TBMCS

o Tactical Airspace Integration System (TAIS) version 8.3 P3 with
TBMCS

Air Force

o Command and Control Information Processing System (C2IPS)
version 3.5.6.2D with TBMCS

Navy

« Global Command and Control System (GCCS) — Maritime (M)
version 3.1.2.1 P1

Joint

o Global Command and Control System (GCCS) — Joint (J) version
3.4.2 with TBMCS

USMTF Message Preparation Systems

« Joint Message Preparation System (JMPS) version 4.6.0.2

» Common Operating Environment (COE) Message Processor
(CMP) version 4.6.0.2

 IRIS Message Formatting System (MFS) versions 4.2 (Sun), 4.2
SP1 (Windows), and 3.0 SP1 (Outlook)

17

Total
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APPENDIX C

STATUS OF INTEROPERABILITY
LOGISTICS SYSTEMS

OVERVIEW

Logistics systems are evolving to a much leaner, web-enabled core of systems using cutting
technology and a net-centric development philosophy. Currently there are 700 logistics systems,
many of which are woefully outdated, slow, complex, costly to maintain, and with poorly
defined information exchange requirements.

Fortunately, most of the primary legacy systems are being replaced with more advanced
systems. The two major thrusts of modernization in the logistics area are, in the area of supply
(to include maintenance), the Global Combat Support System (GCSS) Family of Systems (FoS)
and, in the area of transportation and deployment, the Joint Deployment System (JDS) FoS.

At this time, few systems are in the interoperability certification process, but more are
beginning to enter especially with the changes in the acquisition process and mandatory key
performance parameter requirements. Table C-1 summarizes logistics systems’ certification
status by category as of the end of CY 03.

Table C-1. Logistics Systems Status of Interoperability

Number Interoperability Status
of Category Name of System
Systems
e Army — CAISI
e Navy - FACTS
e Air Force — COMPES, GTN, DCAPES
. . e= Marine Corps — MAGTF 11
1 Joint System Interoperability | . joint - GCSS-Combatant Command/JTF, JCALS, JLWI, and
Test Certification Transportation Coordinators’ Automated Information
for Movement System II (TC-AIMS 1I)
= TRANSCOM - AALPS
Joint System Interoperability +« DOD - DMLSS FAS
2 Test Certification — Specified + TRANSCOM - TRAC2ES
Interfaces
+ Air Force — GCSS-AF
Pending certification testing + Marine Corps — GCSS-MC
6 until system has a version ready | + DOD — SMAS
for testing + TRANSCOM - ICODES, CAMPS, and GATES
. + JDS core systems — COMPASS and JFRG 11
10 fgiﬁgi:fnsgs;fg‘ig’r‘gc‘;:; Yet |+ IDS feeder systems — CAEMS, CALM, CMOS, LOGMOD,
MANPER, TC-ACCIS, TMDS, and WPS
29 Total
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APPENDIX D

STATUS OF INTEROPERABILITY
FINANCIAL AND ACCOUNTING SYSTEMS

OVERVIEW

An ongoing effort promises to significantly improve the interoperability posture of financial
systems over the next several years. The Office of the Undersecretary of Defense, Comptroller
(OUSD(C)) Business Management Modernization Program (BMMP) has developed a Business
Enterprise Architecture (BEA) as the first step towards creating a financial and business
infrastructure. BMMP has also developed a transition plan and a governance oversight process
to help implement the architecture.

Overhauling the Department’s business and financial management processes and systems
represents a major management challenge that goes far beyond financial accounting. In addition
to the Finance, Accounting Operations and Financial Management domain, the BEA applies to
the Logistics, Acquisition, Installations and Environment, Human Resources Management,
Strategic Planning and Budgeting, and Technical Infrastructure domains.

BMMP goals are as follows:

« Reliable and timely financial and management information
« Integrated business processes

« Standardized and interoperable systems

« Most importantly, optimal support for our combat forces

As an integrator, BMMP will work with the domains, the Services, and defense agencies to
select and prioritize increments and segments of the BEA. Implementing enterprise-wide
solutions using increments and segments is the core of the program's acquisition strategy. An
increment is a portion of the BEA composed of a set of segments. A segment is a release of
people, processes, and technology capabilities for achieving BMMP objectives.

Implementation of the enterprise-wide solutions discussed above will result in the phase-out
of many existing systems thereby significantly reducing the number of ficlded systems and the
scope of the current interoperability challenge. JITC anticipates working closely with BMMP to
ensure interoperability certification testing is accomplished as the new solutions are
implemented.
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FINANCIAL SYSTEMS’ 2003 INTEROPERABILITY ACTIONS

Limited progress was made in terms of interoperability testing and certification in the finance
and accounting functional area during CY 03.

The Air Force’s Financial Information Resource System (FIRST) was the only financial
system certified.

Three Defense Finance and Accounting System (DFAS) programs did undergo limited
Operational Testing in CY 03:

Defense Departmental Reporting System (DDRS)
- Deployable Disbursing System (DDS)
General Accounting and Finance System — Rehost (GAFS-R)




APPENDIX E

JOINT DISTRIBUTED ENGINEERING PLANT (JDEP)

OVERVIEW

The Joint Distributed Engineering Plant (JDEP) is a funded initiative created to support
systems engineering, integration, and testing of distributed systems. JITC, as the technical
coordinator, is responsible for maintaining the technical framework, assisting users to identify
and access existing mission computer hardware and software in the loop and simulation
capabilities across DOD and industry, and providing technical support to federate these into
distributed system environments for use in development, integration, testing, and assessments.
These simulation and hardware/software (HW/SW) federations provide the environment to
address the challenges of engineering complex distributed systems early in the life cycle, to
assess performance and interoperability in controlled environments long before deployment, and
to examine the impact of design and development options before making costly implementation
decisions.

JDEP ACCOMPLISHMENTS IN 2003

« Completed the PATRIOT Hardware In The Loop (HWIL) test event in support of the Joint
Single Integrated Air Picture (SIAP) System Engineering Organization (JSSEO) to assess
data registration and time synchronization biases of the sensor on the SIAP. The event was
conducted with JDEP support at Program Executive Office (PEO) Air & Missile Defense
(AMD) Systems Engineering Directorate (SED) lab in Huntsville, Alabama.

« The Critical Area Air Defense (CAAD) event was completed in support of the Air Force
Electronic Systems Center (ESC). The event evaluated homeland defense architectures and
included participation by the following organizations:

- ESC Hanscom Air Force Base (AFB), Massachusetts

- Navy E2C System Test and Evaluation Lab (ESTEL), Patuxent River, Maryland
- Marine Corps, Camp Pendleton, California

- 1st AF Tyndall AFB, Florida

- Joint National Integration Center (JNIC) Colorado Springs, Colorado

- Raytheon, Bedford, Massachusetts

- Raytheon, Tucson, Arizona

- Boeing AWACS Integration Lab (AIL), Seattle, Washington

- JITC

. Planning and system integration was finalized for the Joint Cruise Missile Defense (JCMD)
event in support of the JCMD Joint Test and Evaluation (JT&E). Integration events were
successfully completed. Participants in the event include:
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- ESC Hanscom AFB
- Navy ESTEL Patuxent River
-~ Navy AEGIS Training and Readiness Center (ATRC), Dahlgren, Virginia

- Theater Aerospace Command and Control Simulation Facility (TACCSF), Kirtland AFB,
New Mexico

- JNIC, Colorado Springs

- Boeing Virtual Warfare Center (VWC), St Louis, Missouri
- Boeing AIL, Seattle

- JITC

JDEP supported the Navy DT-801 distributed test by providing connectivity to joint players.
JITC worked closely with the Navy Distributed Engineering Plant (DEP) to coordinate and
configure the required network connectivity.

In support of JSSEO, the JDEP team supported the development of components to improve
the JDEP infrastructure to support testing of the JSSEO Integrated Architecture Behavior
Model (IABM). The IABM will provide a common software component for sensor mission
computer program processing of air tracks. JSSEO is planning to deliver the IABM to
major acquisition Program Managers.

The JITC JDEP team supported the formalization of a method to automate test cases and
procedures for the Joint Single Link Interface Requirements Specification (JSLIRS) in
support of testing for MIL-STD-6016C. This formal and automated process will be
developed during 2nd and 3rd quarters FY 04 to provide a more rigid and comprehensive
test program for DOD tactical data links.




