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OUR MISSION 

 

The mission of the JITC Information Assurance (IA) 

Lab is to provide a dynamic network environment in 

order to facilitate testing, training, and operational 

needs.    

 

To ensure Department of Defense (DoD) Joint Enter-

prise Information Technology (IT) and National Secu-

rity Systems (NSS) acquired, assigned, or managed by 

the DoD and Service components are able to protect 

and defend information and information systems by 

ensuring their availability, integrity, authentication, 

confidentiality, and non-repudiation.  This includes 

providing for restoration of information systems by 

incorporating Protection, Detection, Reaction and Res-

toration (PDRR) capabilities.   

 

OUR VISION 

 

A Joint agile Enterprise that dynamically protects infor-

mation and systems which enables partnering and in-

formation sharing and collaboration within a net-

centric environment by interconnecting users and sys-

tems with varying levels of trust and IA capabilities. 

 

CAPABILITIES 

 

 Joint Vision and Global Grid Test Support 

 DoD Information Assurance Certification and Ac-

creditation Process (DIACAP) 

 National Information Assurance Certification and 

Accreditation Process (NIACAP) 

 Interoperability 

 Vulnerability and Risk Assessments, Intrusion 

Detection Systems and Security Tools  Assessment 

 Penetration Tests (Hacker/Trusted Insider) 

 Assessments (Hardware, System, Network) 

 

 

IA LABORATORY 
 

The JITC IA Laboratory provides a robust test capability 

for your needs. The IA laboratory is comprised of vari-

ous operating system platforms (XP, WIN7, UNIX, 

LINUX, and HP). Our enclaves are networked over a 

three-tier architecture and possess the capability to repli-

cate almost any DoD environment.  Our testers are 

trained in Java, Java Scripting, Hyper-Text Markup Lan-

guage, PERL, web servers, and general leading-edge 

Internet technologies.   

 

The Lab is a mini-version of the GIG, which includes 

added offensive operations. Larger scale IA T&E may 

be implemented in coordination with other JITC labora-

tories. 

 

ARCHITECTURES 

 

JITC IA capabilities are suitable and flexible to any ar-

chitecture, DoD and private sector, be it system, process, 

or network (tactical or strategic). 

 

WHY IA? 

 

Your information must be protected! Let JITC partner 

and assist you. We know how to baseline your assurance 

environment, compare it to what’s required, and tell you 

the affordable solutions and counter-measures. The JITC 

is committed to providing aggressive IA support to 

DoD, Federal Agencies and the warfighter. 

 

ADDITIONAL INFORMATION 

 

Inquiries and test results are strictly confidential. Will 

travel to review your unique setups. 

 

 

 

 

IA PRODUCTS & SERVICES 

 

JITC IA Team provides full IA support on a fee-for-

service basis, either in our laboratory or through collabo-

rative relationships with other Major Range and Test Fa-

cility Bases (MRTFB), and other DoD Test and Evalua-

tion (T&E) organizations.   

 

Through partnerships with Enterprise Services, allows for 

agile and timely testing in a secure environment.  This 

connects people, systems and coalition partners. 

 

IA technical framework support in accordance with    

Defense in Depth (DiD) and Global Information Grid 

(GIG).  

 

JITC is the sole DoD joint interoperability certification 

authority per the Chairman Joint Chiefs of Staff Instruc-

tion 6212.01F. JITC also provides DIACAP and NIA-

CAP (NSTISSI No. 1000) support. 

 

Perform the responsibilities listed in 06-DC-M005, Army 

Information Assurance Certification and Accreditation 

Agent of the Certification Authority (ACA) Best Busi-

ness Practices. 

 

TYPES OF TESTING 

 

 Security Product and Test Tool Types: Functionality, 

Security, Performance, Conformance, Interoperabil-

ity, Bandwidth Usability, and Product Comparisons 

 Unified Capabilities Approved Products List 

 IA, Cybersecurity, Information Warfare, Security 

Technical Implementation Guide Compliance Test 

 Operational Acceptance Test/Operational Test and 

Evaluation 

 Security Test and Evaluation 

 Quality Assurance Test 

 


