THE JOINT STAFF
WASHINGTON, DC

Reply ZIP Code:
20318-6000 28 August 2006

MEMORANDUM FOR OFFICE OF THE UNDER SECRETARY OF DEFENSE,

ACQUISITION, TECHNOLOGY AND LOGISTICS

OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE,
NETWORK INTEGRATION, AND INFORMATION/
DEPARTMENT OF DEFENSE CHIEF INFORMATION
OFFICER/DIRECTOR, ARCHITECTURE AND
INTERQOPERABILITY

DIRECTOR OPERATIONAL TEST AND
EVALUATION /NETCENTRIC SYSTEMS AND NAVAL
WARFARE

OFFICE OF THE SECRETARY OF THE ARMY/CIO/G-6 ASA
(ALT)

CHIEF NAVAL OPERATIONS/N71C22

HEADQUARTERS US MARINE CORPS/C4l/ MARCORSYSCOM

SECRETARY OF THE AIR FORCE/OFFICE OF WARFIGHTING
INTEGRATION & CIO/ATTN; AF/XCIF

US COAST GUARD/CG-64

US JOINT FORCES COMMAND, J68, NET CENTRIC
INTEGRATION, COMMUNICATIONS, AND CAPABILITIES
DIVISION

DEFENSE INFORMATION SYSTEMS AGENCY/TE3 JT1/GE333

NATIONAL SECURITY AGENCY /DT/SAE

DEFENSE INTELLIGENCE AGENCY/IA-1

Subject: Urgent Operational Need (UON} Procedures for Interim Certificates 1o
Operate {ICTO) TAW DODI 8100.3

1. Defense Information Systems Agency (DISA) maintains an Approved Products List
{APL) of certified and accredited Defense Switched Network (DSN) telecom switches
(hup:/ /Siite.fhu.disa.mil/tssi/apl.humlj. Department of Defense Instruction (DODI]
8100.3, “Department of Defense (DOD) Voice Networks,” directs that, *...Heads of DOD
components shall use only telecom switches listed on the DSN telecom: APL for
connection to the Defense Switched Network (DSN). .. .An unapproved switch may not
be lcased or procured unless and until a4 waiver is approved.” If an entity determines
1t requires an item not on the APL, the following guidance applies.

2. Ii the telecom switch has not been Joint interoperability Certilied (JIC), the
operating activity must obtain an Interim Certificate to Operate (ICTO) for the
intervening period. A ICTO shall only be granted if at least one of the following
conditions has been met TAW the DODI 8100.3, paragraph 6.4.2, page 23:



a. 6.4.2.1. An Urgent Operational Need {(LUON]}, validated by the operational chain
of command and the Chairman of the Joint Chiefs of Staff, requiring switch fielding
prior to testing.

b. 6.4.2.2. Telecommunications switches that are under test and the DISA Joint
Interoperability Test Command (JITC) is unable to assess all required interfaces.

c. 6.4.2.3. A waiver to policy has been granted by the Assistant Secretary
Defense/ Network and Information Integration/Department of Defense Chief
Information Officer [ASD (NII};DOD CIO|.

3. The requircments found in DODI 8100.3 resulted from the Government
Accountability Office (GAO) audit completed in Jun 2002 and Public Law 107-314.
Thus, sirong supporting documentation from the operational Combatant Command is
required if an ICTO is to be granted.

4. UON statements should include the following:

a. A signed memorandum (0-6 or above) from the operational chain of command
(not a Program Manager [PM}}, that states “Connection of the system to the DSN,
Defense Red Switched Network (DRSN), and the Public Switched Telephone Network
(PSTN) is an urgent operational requirement for the United States {Army, Navy, Marine
Corp, Air Force, or Combatant Command).”

b. A list of capabilities/requirements needed and statement that current items on
the APL do not provide the required capabilities. The request will state why items on
the APL are not feasible, and explain why the untested or partially tested svstem will
deliver required capabilities.

c. A risk assessment for using the uncertified item on an operational network,
and how those vulnerabilities will be mitigated.

d.  An operational impact statement if the ICTO is not granted {e.g., impact on
mission, GWQT, OIF, OEF, etc.].

e. An updated interoperability testing status from DISA (JITC], including their
assessment of whether the system will likely pass or fail. This status may need to be
updated prior to sending to ASD (NI},

5. The process for obtaining an UON-based approval:

a. Program Manager (PM) / COCOM e-mail a completed UON statement,
validated by the operations chain of command, and initial ICTO package to the
requestor’s corresponding Interoperability Test Panel (ITP) Representative. Incomplete
or missing information on the UON statement and/or initial ICTO package will be
returned to the requestor.

b. ITP Representative / ITP review and vote on the initial ICTO package and
forward them to JS/J6l and ASD (NII) for processing if they concur. If the ITP
Representauve non-concurs then the package is sent back to the requestor.



c. JSreviews the UON statement and [CTO request. If approved, the JS sends
the request to ASD (NII) for processing. If not approved, the JS returns request to the
respective ITP Representative.

d. ASD (NII) reviews the ICTO package and its UON statement. ASD (NII] scnds
out a signed approval or disapproval memo to the ITP Representative, PM, JS, and
JITC.

6. My POC for these procedures is the Testing and Enforcement Branch, J61, DSN
222-0905, 703-692-09035, Jol-Testing&EnforcementBranch v is.pentagon. mil.

I

BRIAN P. HAMILTON
COL, USA
Chairman, Interoperability Test Panel




Olir pue
‘lar/sr ‘siabeuey welbold

‘soaneuasaiday
dl| oy owsw |[eaciddesip
/ lercidde spuss (|IN)ASY

|9 0} oeq Juss ale sanssl
AJUO 'ssa00ud maiasl JU9|Is -
MBIABI 10} pamolle ale sAep Q|

MaInal 10} (|IN)QSY 01 SWaSAS
3BPIPUBD SpJemIO -
SULIO) 1SBNbal smainoy

(IN)asvy

A

d1l/ dLr / (IN)asV

A

19F }e)s jutor

A

|[dued 3sa] Ajjiqesadosdjuj j doy dll|

‘|‘[|

19F

PUBLIWOY JO LIBYD)
sdO woul JusWwaeIg

NON paiepleA-g0o pue
Swuo) Jsanbarno s

A

SWO0J02

| siobeuey weibouy

HeS JUIof O] spiemloy
pue swto) 1sanbal Smalasy

€'0018 100A MVI sisanbay
0.2l pue Adijod 0} SI9AIBAA




