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General:

This process establishes procedures for Combatant Commands (COCOMs)/
Services/Agencies (C/S/As) to request a waiver from Department of Defense (DoD) Interoperability Policy for their Information Technology (IT) and National Security Systems (NSS) in accordance with DoD Instruction (DoDI) 8330.01 and the Interoperability Process Guide (IPG).  This process will increase accountability for low risk systems in the Global Information Grid (GIG) and increase knowledge of systems employed and supporting the warfighter.  Waivers may be either permanent or have an expiration date, at the discretion of the DoD Chief Information Officer (CIO).

DoD Component heads may approve requests to waive the requirement for an ISP, interoperability testing, or interoperability certification for DoD Component-unique (i.e., no joint, multinational, or interagency interoperability requirements) IT.  Upon approval, the DoD Component provides the DoD CIO with copies of the waiver request and approval memorandums.  

Applicability:

The DoD CIO, in coordination with the Under Secretary of Defense (Acquisition Technology and Logistics) (USD(AT&L)), the Director Of Operational Test & Evaluation (DOT&E), and the Chairman of the Joint Chiefs of Staff, shall consider waivers to joint interoperability policy only if one of the following criteria are met: 

(a) When the operational chain of command and the CJCS have validated an urgent operational need; or

(b) To accommodate the introduction of new or emerging technology pilot programs that have been coordinated with, and validated by, the Office of the Secretary of Defense (OSD) or DoD component head concerned; or

(c) When the requesting DoD Component can demonstrate that the cost of complying with this policy outweighs the benefit to the DoD

Any of these criteria must be met prior to submitting a waiver to policy request.  The Joint Interoperability Test Command (JITC) will provide input to the waiver process.  The final decision on the waiver request will be made by the DoD CIO.  If approved, the system will be waived from the interoperability requirements of the policy cited in the request form.  

*** NOTE ***
Requests must include the portion of the policy requested to be waived, proof of meeting one or more of the three criteria, and the reasons why compliance with the policy is onerous to the program.


Waiver to Policy Request Process:
[bookmark: cp506]
· C/S/As and Program Managers (PMs) may request relief from a specific portion of DoD Interoperability Policy, as governed by DoDI 8330.01, via the Waiver to Policy process.

· Statutory requirements may be waived only if the statute specifically provides for doing so.

· All requests should be sent to your applicable COCOM/Service/Agency Interoperability Steering Group (ISG) representative (REP) for their review and concurrence (COCOMs will contact the STRATCOM representative for assistance). Refer to the URL: http://jitc.fhu.disa.mil/cgi/isgsite/index.aspx for a listing of the ISG REPs and a copy of this request form.  If the form is not completed, the request will be returned for completion.

· ISG REPs will ensure requests are complete and valid, to include verifying the system is registered in the Department of Defense Information Technology Portfolio Repository (DITPR).  If the request is not complete and valid, the ISG REP will return it to the PM.

· Once completed and validated by the ISG REP, the ISG REP will send the request via e-mail to the JITC Waiver Recommendation mailbox (disa.huachuca.jitc.mbx.waiver-recommendation@mail.mil).

· JITC shall review all waiver requests received in the JITC waiver recommendation mailbox and provide a recommendation to the ISG representative, Joint Staff, USD (AT&L), and DoD CIO.  The goal is to provide waiver recommendations within 15 days of the receipt of all required information.  

· For those systems identified by JITC as having no joint interfaces/information exchanges (i.e., DoD Component-unique), JITC will return the request to the requesting PM/sponsor and ISG REP for adjudication.  No further action will be taken for these requests by JITC or the DoD CIO.

· In the case of a negative JITC recommendation, JITC will provide the recommendation to the requesting Component ISG representative and the Program Office and advise them of the opportunity to provide a rebuttal to the recommendation.  Rebuttals should be addressed to the DoD CIO and returned to JITC within 7 working days from the receipt of the recommendation.  Lack of a response by the deadline indicates concurrence with the JITC recommendation.

· Rebuttals should address the points raised by JITC and any other mitigating circumstances supporting a waiver.  JITC will submit the request, recommendation, other reference documentation, and rebuttal to the JS, AT&L, and DoD CIO for review and determination.

· For all submissions, the JS and AT&L will have five working days to review and provide comments to the DoD CIO.  Lack of a response by the deadline indicates concurrence with the JITC recommendation.  

· DoD CIO shall approve or disapprove the waiver within 10 working days of receipt of the JITC recommendation or adjudication/resolution by the ISG.  If approved, the system shall be waived from the interoperability requirements of the policy cited in the request form.  A waiver to policy memorandum shall be issued following the initial e-mail approval verifying the system and version that has been granted a waiver, and noting any specific expiration date if one has been determined.  The waiver expires if the specific version(s) of the system undergoes changes that affect interoperability.  Status, recommendations, and memoranda for waiver requests are stored in the JITC STP at https://stp.fhu.disa.mil. 

· Policy waivers granted by the DoD CIO may be rescinded when circumstances warrant (e.g., when significant interoperability issues are identified).  Recommendations for waiver rescissions shall be provided to the ISG for consideration and recommendation with a final determination from the DoD CIO.

The request will include: the program’s name, the portion of the policy requested to be waived, proof of meeting one or more of the three criteria, the reasons why compliance with the policy is onerous to the program, the capability(ies) it provides, the existing program funding, the identification of key connectivity requirements, joint interfaces/joint information exchanges, and OV-1/2 and SV-1/2 architecture data.    


Waiver to Policy Request Form


[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Note:  Send the completed form and required attachments to the appropriate C/S/A ISG REP (see URL: http://jitc.fhu.disa.mil/cgi/isgsite/index.aspx).  The C/S/A REP will validate the request and forward it to the JITC Waiver Recommendation mailbox (disa.huachuca.jitc.mbx.waiver-recommendation@mail.mil) for consideration.  All fields must be completed.

If a field does not apply, enter “Not Applicable” or “N/A”.


Date of Request:  

Section I.  System Name:

1) Full Name:  

2) Acronym:  

3) Nomenclature:  

4) Model #:  

5) Version #:  

6) STP ID #:  

7) DoD DITPR ID #:  

(All IT/NSS are to be registered in DoD DITPR for Waiver evaluation.  Please explain if a DoD DITPR record does not exist):  



Section II.  Contact Information:  

1) Service/Agency ISG Representative:  

2) Requesting Agent/Technical POC
a)  Title or Rank/Name:  
b)  Requesting Organization Name:  
	Organization Acronym:  
c)  Phone Numbers – Commercial:  (   )    -    
DSN:     -    
d)  Email Address:  

3) Program Manager POC: 	
a)  Title or Rank/Name:  
b)  Organization Name:  
	Organization Acronym:  
c)  Phone Numbers – Commercial:  (   )    -    
DSN:     -    
d)  Email Address:  

4) JITC Action Officer (if known):
	a) Title or Rank/Name:  
	b) Phone Numbers – Commercial:  (   )    -    
DSN:     -    
	c) Email Address:  




Section III.  Waiver Request Category:

1) What portion of DoD Interoperability Policy do you want waived for your IT/NSS?  (Check one or more of the following – double-click the checkbox)

|_|  Interoperability Test and Certification (Department of Defense Instruction (DoDI) 8330.01 “Interoperability of Information Technology (IT), Including National Security Systems (NSS)” paragraph ____)

|_|  Development/approval of an ISP (DoDI 8330.01 “Interoperability of Information Technology (IT), Including National Security Systems (NSS)” paragraph ____)

|_|  Other(Specify) __________

2) When should this waiver expire:

|_|  Specify date __________ (allowing time to complete joint interoperability certification)

|_|  Until a new version of this IT/NSS is developed (but prior to fielding)

|_|  Never

|_|  Other(Specify) __________

3) Which of the following criteria does your IT/NSS meet? (Check one or more of the following)

|_|  The operational chain of command and the Chairman of the Joint Chiefs of Staff have validated an urgent operational need

|_|  To accommodate the introduction of new or emerging technology pilot programs that have been coordinated with, and validated by, the head of the OSD agency or DoD component concerned

|_|  The cost of complying with this policy outweighs the benefit to the DoD


4) Is this system to be employed within DSN or a PSTN? 
|_|  Yes
|_|  No

4a)	Does the program use the Unified Capabilities Requirements (UCR) as the Interoperability test requirements?  (“Yes” or “No”)
|_|  Yes
|_|  No

************************************************************************************
If 4 and 4a are both “Yes” – STOP.  Waiver request shall be forwarded to the DoD CIO for consideration IAW DoDI 8100.4, Enclosure 3, Paragraph 6 “REQUESTS FOR WAIVERS OF DoD UC POLICY AND ICTOs” on page 22.
************************************************************************************



Section IV.  System Description:  

1) Provide a written description of the system and diagram(s) identifying key operational nodes/system components.  Include all relevant information/ documentation (i.e. GIG interfaces, internal/external interfaces, system users, etc.) that support a Waiver to Policy recommendation.  Ensure all acronyms used in the written description are defined.
*** URL for architecture product definitions: 
http://dodcio.defense.gov/Portals/0/Documents/DODAF/DoDAF_v2-02_web.pdf

TIP:  You may include web page links where additional information can be found.  Electronic versions are encouraged.



2) Provide a legible Concept of Operations OV-1 per the example below as appropriate for the system capability.  In addition, or in the absence of an OV-1, provide a high-level textual description of the operational concept.  Include a legend defining all acronyms





3) Provide a legible Systems and Services inter-nodal SV-1 per the example below.  Include a legend defining all acronyms




4) Provide legible additional DoDAF architectural products that support this Waiver request.  
Include a legend defining all acronyms
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Section V.  Waiver to Policy Factors:

Program Acquisition Category:
1) What is program’s acquisition category (ACAT I, II, III, non-ACAT)?
[bookmark: Check1][bookmark: Check2][bookmark: Check3][bookmark: Check4]|_|ACAT I	|_|ACAT II	|_|ACAT III	|_|Non-ACAT
|_|Other  __________

System Milestone Status: 
2) [bookmark: Check5][bookmark: Check6][bookmark: Check7][bookmark: Check8]|_|MS A	|_|MS B	|_|MS C	|_|Post MS C
|_|Other  __________

3) Justify your rationale for requesting a waiver from the mandated requirement of all IT/NSS being certified and tested for Joint Interoperability.
· 

4) Identify all other Services (including foreign) that also use this system/program or another version of this same system/program.  If known, include the system/program name and version(s) used.
· 

5) When was this program/system/capability initially fielded?
· 

5a)	When was this version of the program/system/capability operationally fielded?
· 

6) When is the program/system/capability planned to be replaced or removed from DoD or Service inventory?
· 

6a)	If known, identify the Follow-On system and status?
1. 

6b)  Is the follow on system funded?
· 

6c)  Has the follow on system gone through the JCIDS process?
· 

7) Is the program undergoing, or planning to undergo, an update, incremental change, sprint, or spiral development changes (if so, describe the update or changes)?
· 

8) What type of funding does this program have (provide details on future O&M, procurement, and R&D funding)?
· 

8a)	Does funding end within the current FYDP (provide details)?
· 

9) If your system utilizes a GPS receiver, is the receiver SAASM compliant?  If not, please explain.
· 

Section VI.  Interoperability Information:

1) List previous waivers of any versions, increments, blocks, spirals, etc.  If applicable, include the previous waiver’s expiration date.
· 

2) Specify how many systems are currently fielded.
· 

3) Specify how many additional systems are planned/anticipated.
· 

4) Identify and list all joint connectivity requirements.  Describe the nature of all other Command/Service/Agency information exchanges including Intra-Service.
· 

4a)	Identify all networks the system/program operates on (NIPRNet, SIPRNet, etc.)
· 

7) Have any interoperability issues, critical problems, or operational concerns been identified during operational use.  If yes, briefly describe the issues and what actions were taken to resolve.
· 

8) Does the program have any requirements/capabilities documentation (CDD, CPD, ISP, TISP, etc)?  If so what type? (Provide date of Joint Staff NR KPP certification approval and original program/system name).  
· 

13)	Has the program obtained JITC Interoperability Test Certification?
	Yes  |_|	No  |_|
13a)	Identify the interoperability testing performed to include the date of JITC certification and a summary of the test results.
· 

14)	Provide a summary of all other testing and analysis (What Testing was performed, Who performed the Tests, When was the Testing performed).
· 
15)	Indicate the current Cybersecurity (formerly IA) documentation, such as an Interim Authority to Operate (IATO)/Authority to Operate (ATO)/Platform Information Technology (PIT)/other documentation as required under the Defense Information Assurance Risk Management Framework (DIARMF)?  
|_|IATO	|_|ATO	|_|PIT		|_|OTHER	|_|None/NA

If None/NA, please explain:  

15a)	Provide Issue date:  
	Provide Expiration date:  
15b)	If the cybersecurity document has expired, explain the cybersecurity way ahead:  

16)	Does the program have a current ICTO?  (Provide copy or date issued and date of expiration)?
· 

17) Does the program have a System Threat Assessment Report (STAR)?
If so, what kind, and date?
· 

18)	What is the user/operational impact or capability gap if the waiver is not granted?
To the Warfighter:  

To the Joint Operational environment (i.e. potential risk to other joint systems and capabilities exchanging information):  

Section VII.  Path to Certification

The path to joint interoperability certification typically involves a program developing a requirements/capabilities document or updating an existing document to reflect any changes to the system or its environment.  The document is then staffed for review and NR KPP certification (Joint Staff).  The certified document is used for joint interoperability test planning and execution, after which, a joint certification (full, conditional, denial) is issued.  Please explain how and why your program cannot meet one or more of these elements.
· 

Section VIII.  Justification/Consideration:  Provide any additional information/comments not already included that may be pertinent to approving the waiver.  

· 

Section IX.  Provide definitions of all acronyms used in the preparation of this Waiver to Policy request.


Section X.  Requesting Agent/PM Attestation:  (Have the PM sign and date below or enclose a memorandum signed by the PM requesting a Waiver AND attesting to the completeness and accuracy of the information provided in the request.) 

I, ______________________ (printed name), affirm the information in this request is complete and accurate to the best of my knowledge: 

Signature : ______________________________  Date: ______________


Section XI.  ISG Representative Questions for Waiver:

1) Why do you recommend the program/system/capability for a test waiver?
· 

2) From the C/S/A perspective, what is the Interoperability Risk Level (Low, Medium, or High) of the system operating on the GIG without JITC Testing?
· 

Approved by ______________________ on __________ (date) 
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