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Agenda

A Combat Support Agency

 Who: JSR Team

« Why: Interoperability/Standards Requirements
 How: Risk Assessments

« What: JSR Services Available

« Tools: J-RAD Web Interface < NEW!



JITC Standards Research fg
A Combat Support Agency (JS R) Team ""-:,;;“m

« JITC Standards Risk Assessment Methodology
— NR-KPP Guidebook, Appendix E (NR-KPP_Helpdesk@disa.mil)

« J-RAD population and maintenance
— Standards research

- JITC Standards Research (JSR) Services Available

— Full Service
— Self Service



Interoperability
A Combat Support Agency Req u i I"ement

« GIG Technical Profiles (GTP)

Dy, 5 et
EeAgy

Table B-5. DISR Compliance

System: Name StdV-1 (TV-1) last updated on: DD MMM YYYY
Service | Standard Title Of DISR Risk/ Evaluation Status

Area Identifier Standard Status Rationale Method
NOTES:
1.
2.
LEGEND:
DISR DoD Information Technology Standards Registry TV-1 Technical View Standards Profile
StdV-1  Standard View Profile




A Combat Support Agency

DISR Online

« DoD IT Standards Registry (DISR)

— New website: hitps://qtg.csd.disa.mil/disr/dashboard.html

* & [@standards Sezrch | ‘ v [reage - ook - @ &0 B B
UNCLASSIFIED J"M s}
DoD IT STANDARDS REGISTRY H
1.3.1 g
.
GTPs DISR Home Search My Settings Support Logou
<“Current Baseline Welcome, Kevin Mccomish (DISAMITC)
Standards Search
Simple Search Advanced Search My Saved Search
Please type in the search criteria to narrow your search. If all fields are left blank. all records will be returned.
Search Phrase: Baseline
DoD Status IC Status
v
Search
Search Results
Page 1 of 20 (2,779 items) 102/ 3allse 7 8 Mext Lest
Standard |dentifier Standard Title Standard Sunset DoD IC Status
Class Date Status
(U) USSID CR1500 (U/FOUQ) Time Sensitive SIGINT Reporting. 7 June 1996, w/Change 12. DISR Mandated  IC-Mandated
18 August 2009
U) USSID CR1501 (UHFOUOQ) Handling of Critical (CRITIC) Information, 13 August 2009, DISR Mandated  IC-Mandated
revised 16 December 2009
(U) USSID DA3E11 (UHFOUQ) Standard Technical Reporting Using Modules (STRUM), 6 April  DISR Mandated  IC-Mandated
2006, w/Change 1, 15 May 2007
A/D Conversion Analog-te-Digital Conversion of Voice by 1200 Bit/Second Mixed Excitation  DISR Retired v
J Trusted sites & 100% T




A Combat Support Agency

Technical Standards View {(TV-1)
Standards Profile for AUTOMATIC IDENTIFICATION SYSTEM

DISR System Profile:
System Description:
System Classification:
Created by:
Published Date:

CDD or ISP Stage 1:

TV-1 Example

by |
(™ )
SR T

TV-1 for Navy Automatic |dentification System

This TV-1 standards profile is for AlS Increment 1 on U.S. Mavy shore, surface, and subsurface platforms.
Unclassified

Scolt Thompson

2009-09-23

yes

Technical Standards View (TV-1) - The Technical Standards Profile collects the various systems standards rules that imple-
ment and sometimes constrain the choices that can be made in the design and implementation of an architecture.

IT Profile: Nawvy AlS
IT Description: This TV-1 profile includes the probable and possible standards applicable to AlS on Nawvy ships and platforms.
IT Profile Classification: Unclassified
Last Updated: 2009-08-23
Service Area Standard Identifier Title of Standard Published Sun- Current Sun-
Status set Status set
Military Messaging ANSIIEEE 754 Binary Floating-Point Arithmetic, March 21, 1985 Mandated Mandated
Document Interchange CISS GJXDM Global Justice XML Data Model, Version 3.0.3 Mandated Mandated
Document Interchange CISS ISM: XML Common Information Sharing Standard for Information Secur- Mandated Mandated
ity Marking: XML Implementation, Implementation Guide, Re-
lease 2.0.3, 15 February 2006
Authentication CMS/<ML Digital Sig- DoD Digital Signature Implementation Profiles Mandated Mandated
nature Profiles v1.1
Application-Oriented (GPS) |ICD-GPS-227 Navstar GPS Selective Availability and Anti-Spoofing Mandated Mandated
(SA/A-S) Host Application Equipment (HAE) Design Require-
ments with the Selective Availability Anti-Spoofing Modula
(SAASM), 26 November 2003
C415R; Payload Platform IEEE 1384 High FPerformance Serial Bus, December 1985 Mandated Mandated
C4ISR: Payload Platform IEEE 1394a High Performance Serial Bus, Attachment 1, 2000 Mandated Mandated
Metwork Technologies IEEE 802.1X:2004 Local and Metropolitan Area Networks - Porl Based Network  Mandated Mandated
Access Control
MNetwork Technologies IEEE 802.3-2005 Local and Metropolitan Area Networks - Spacific Require- Mandated Mandated
mante Part 3' Camar Sansa Multinla Arrass with Cnlligian




A Combat Support Age

 Follows DoD Risk
Methodology

 Accurate Risk
Calculation

 Promotes development
of supporting rationale
(for defensible test plans)

http://jitc.fthu.disa.mil/cgi/jsr/downloads/nrkpp_guidebook appdxe.pdf

JITC Standards Risk
ssessment Methodology

APPENDIX E- JITC RISK ASSESSMENT METHODOLOGY

INTRODUCTION

The fundamental risk assessment guidance for the Department of Defense (DoD)
5 thie "Risk Management Guide for DoD Acquisition.” Although the principles explainad
puide are not mandatory, they are recommended and applicable to DoD
Infoernation Technology Siandards Registry (DISA) and non-DISRK standards. Testers
must prioritize standards conformance testing by calculating the risk for the Technical
View (TV}-1 standards implementations in the sysiem under test. The
document provides a framework for testers to perform a cormect and org
o risk factors.

ed analysis

By organizing the risk analysis, potential issues may be eliminated from
consideration dus to low mission impact andior low probakbi wecurrence (kelihood
failure). Test scope may bereducedlhmug the efmination of information
changes that exhibit low risk (the product of kow impact and/or kow probability of
mence of each potential izsue). The secondary effect of this ocrganized analysis will
be to maximize accuracy and confidence in the risk assessment. Both will result in a
more defensible scope of standards conformancs testing.

BACKGROUND

The Joint Inferoperabdity Test Command (JITC) determined that, acroes the
Command, thers was a lack of consistency in the dstemmining risk level for standands.
In response io this issue, the JITC Standards Research (JSR) Teamwas formed. The
J5A Team collects test methodologies, recommended test tools, known issues, and
guidance test faciifies and experts across the Command. The JSA Team
maintains the data through regular interviews with Subject Matter Experts (SMEz) and
regular updates from the DISA. The JSR Team developed the JITC Risk Assessment
Database (J-RAD] o provide Information Technology (IT) standards testing information
1o program managers and JITC personnal for the purpese of supporting interoperability
testing and cerification efforts.

The J5A Team, along with the JRAD, provides a one-stop resource for IT
standards information. The +RAD contains selecied data fields from the DISA,
ncluding maturity rating, abstract description, applcabiity information, and other details.
The J5SR Team also researches other standards that appear in system documentation,
but are not Ested in DISR, and accumulates that information in J-RAD. The J-RAD
ncludes information about avedable test tools, methodologies, and test
faciities’organizations, as well as inks 1o Web sies of organiz ations concemed with the
development, approval, and implementation of IT standards. All database records on
test tools are tagged with the organization that developed the tool, a description of what

E-i




Assessing Risk

A Combat Support Agency

« Risk = Operational Impact x Likelihood

« Operational Impact
— Implementation of standard

 Likelihood

— Maturity of standard
— Maturity of system



Risk Assessment:
A Combat Support Agency LikEIihOOd Of Failure

« Based on:
— Known Issues
— History of the standard
— Maturity/Development Status
— How the standard is implemented
— Maturity of Implementation

 Resources
— DISROnline
— World Wide Web
— Subject Matter Experts
— Communities of Practice/Interest
— Standard Development Organizations (SDOs)



Determining
A Combat Support Agency Li kEI i h OOd Of Fai I u re

HIGH = Standard is highly likely to be implemented
incorrectly.

Likelihood

1 2 3 4 5

Operational Impact

LOW = Standard is probably implemented correctly.
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Risk Assessment:
A Combat Support Agency Ope rat i O nal I m paCt

 Based on:
— How the standard is implemented
— What information exchange(s) the standard supports
— Criticality of the information exchange or node

 Resources:
— System Architecture Products
— Integrated Architecture Traceability Matrix (IATM)

— Traceability between joint critical information exchanges and
implementation of a standard

— Tester input!!!

11



Determining
A Combat Support Agency Ope rat i O nal I m paCt

HIGH = Proper implementation of the standard is required
for interoperability of a joint critical operational
interface or information exchange.

Likelihood
L

1 2 3 < 5

Operational Impact

D

LOW = Standard implementation does not impact
interoperability or the mission.

12



Risk Estimation

A Combat Support Agency Syste m 1
Operational Likelihood | Risk
Impact
HIGH
LOW
HTML Used in JCOA". Well-established. HIGH
4.01 Priority users would be Mature standard
unable to view data. ]
MEDIUM
LOW
DDMS Occasional LOW

Not used in JCOA. implementation errors.

*JCOA - Joint Critical Operational Activity

13



A Combat Support Agency

Risk Estimation
System 2

rational - ]
Operationa Likelihood | Risk
Impact
LOW
H4T(|;,_IIL Not ':g:\:\EJCO A Well-established. LOW
- orus ' Mature standard.
U dH'IG-.Il-ICOA HIGH
DDMS sedin ' Occasional HIGH

Priority users would be
unable to locate data.

implementation errors.

Newly adopted and
untested data schema.

14



DISA\ Prioritize Testing

A Combat Support Agency

* Risk Assessment

Operational Likelihood | Risk
Impact

LOwW

HTML NONE Well-established. LOW
4.01 Not used in JCOA.
— 1\\

u :'IGJ|-(I:OA HIGH

DDMS sedin : Occasional HIGH

Priority users would be
unable to locate data.

implementation errors.

Newly adopted and
untested data schema.

« Test Planning

DEFENSE J'NF?RMA TION SYSTEMS AGENCY

JOINT INTEROPERABILITY TEST COMMAND
FORT HUACHUCA, ARIZONA

COMMAND AND CONTROL FORCE
MANAGEMENT ENTERPRISE TEST
PLAN

MARCH 2008

15



A Combat Support Agency

JSR Team:

Full S
Assessment

ervice Risk

Risk Assessment
Worksheet

Risk Assessment
Report

A B C G H [} J
|
VA Service | Standard Test Tools and Supporting Rationale for
Header | Area D Known Issues Advice Summary of Standard Likelihood (from JSR Team)
1
Electronic Data| ANSI ASC  |NIST proposed withdrawing |Use XMLSpy to verify |EDIis the computer—to-computer FIPS PUB 161-2 is mature, latest draft 4
Interchange  [X12 FIPS PUB 161-2 from schema validity. interchange of strictly formatted submitted in 1857 DoD has 6 working
(EDI) subscriiption support as messages that represent documents | groups supporting the NIST ASC. ASC
outdated, in 2008. (Fed other than monetary instruments. EDI  (has representatives from over 300
Register, 2 SEP 2008, Pg implies a sequence of messages companies.
51276) between two parties, either of whom
2 may serve as originator of recipient.
C4ISR Payload |ANSI This is a fee-based standard |No test methodology | Fibre Channel is an efficient, high- The standard original publication date is
Platform X3.230:1999 (330 on ANSI| site) provided. speed, serial data communication 1994, The standard is also ISO 14165
technology for use in many 141, Itis cited in numerous commercial
environments including near-reaktime  |products.
high-speed data transfer, and
locallcampus networking environments.
The Fibre Channel Physical and
Signaling standards pertain to the first
three layers of the Fibre Channel stack
(FCO, FC1, and FC2). FCO addresses
the physical media, FC1 discusses the
data-encoding scheme, and FC2
addresses the framing protocal and
flow control.
3
Product Data |ANSVAIM- No test methodology | This standard is a description of the Numerous vendors provide products for
Interchange  |BC1 provided two-dimensional bar code symbology, [the encoding, printing, and reading of

Code 39, used to identify packages and
products including symbol structure,
start and stop characters, quist zones,
and check character. It includes
necessary additional pass-fail
parameters for the symbology required

Code 38 barcodes. The standard was
adopted by DoD in June 1997 to replace
WIL-STD-11898.

Full-Service Standards Report
Navy Enterprise Resource Planning
17 February 2012
JITC STANDARD S RESEARCH TEAM

The Joint Interoperability Test Command (JITC) Risk Assessment Database (J-
RAD) provides IT standards testing information to program managers and JITC
personnel for the purpose of supporting interoperability testing and certification efforts

The JITC Standards Research (JSR) Team collects test methodologies,
recommended test tools, known issues, and guidance from test facilities and experts
across the Command. The JSR Team maintains the data through regular interviews
with Subject Matter Experts (SMEs) and regular updates from the Department of
Defense (Do) Information Technology Standards Registry (DISR)

The JSR Team performs unclassified research on required standards and uses
the JITC Risk Assessment Methodology to prepare risk assessment reports for full-
service customers. The JITC Risk AssessmentMethodology is based on the “Risk
Management Guide for Qo[) Acquisition” and is summarized in the following document

JITCRISK ASSESSMENTREPORT

The JSR Team usedthe J-RAD and other standards research to produce this
Initial Risk Assessment The report represents the modified methodology the team will
be applying. The accompanying worksheet, with supporting rationale, calculates risk
based on the estimation of Likelihood and Impactrisk factors. The ratings range from a
low of “1” to a high of “5” for both factors.

The SR Team has entered an inifial | ikelihood value in the worksheet The fast

16



JSR Team:
A Combat Support Agency FUII SerVice RiSk
Benefits

 Estimate level of risk

JOINT INTERGPERABILITY TEST COMMAND

 Prioritize testing

 Justification for
priority of testing

COMMAND AND CONTROL FORCE
MANAGEMENT ENTERPRISE TEST
PLAN

* Rationale to support
testing decisions

 Plan for test
resources

17



DISA\ What is J-RAD?

A Combat Support Agency

Unclassified MS Access
Database

Standards Conformance
Test Planning Tool for
JITC

Repository for IT
standards testing
information

iy, 5>
SR T

J-RAD STANDARDS OVERVIEW

Basic Search: (Enter Search String)_Instructions (Click to Open)

nitf
Search Options: [v]Match Any Part of Field Search Fields: [v]ID J’Tltle V| Abstract
Advanced Search Options | Disable
DISR Std?: Status: [V|Mandated [7|Retired [v|Emerging
DISR Primary Owners: Sel. Pri. Owner - Last DISR Update: Sel. DISR Cycle ~
Contents:
Standards must contain any items checked below.
DISR Abstract J-RAD Summary of Std Test Advice DISR Tech Maturity Statement

JRAD

Self Service Area

System Informsation — User Settings  DISR Wiki ~ DISR Online

J-RAD Standards Search

Execute Search: | Search

18



JSR Team:
A Combat Support Agency J- RAD SEIf-Se rVice

« Current J-RAD (located on T: drive)

— Instructions for access:
hitp:/jitc.fhu.disa.mil/cqgi/jsr/downloads/ijsr request.pdf

« New web-enabled J-RAD Self Service
— Coming Soon!

19



Helpful Links

A Combat Support Agency

JSR Page on JITC website
— http://jitc.fhu.disa.mil/cqi/jsr/

JSR Methodology

— http://jitc.fhu.disa.mil/cqgi/jsr/downloads/nrkpp guidebook appdxe.pdf

Submit a JSR Request
— http://jitc.fhu.disa.mil/cqi/jsr/#

NR-KPP Guidebook

— https://www.intelink.gov/inteldocs/action.php?kt path info=ktc
ore.actions.document.view&fDocumentld=347416

20






