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 JITC’s Value Added: 4 Warfighter Vignettes
 Mission and Vision

e Organizational Structure
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National Infrastructure: Integrated Public
lert and Warning System (IPAWS) ¥

Defense Information Systems Agency
A Combat Support Agency

 |IPAWS: Next-generation alert and warning networks
— Nation-wide Federal, State,and Local alerts to the public
— Multiple communication paths for widespread dissemination
— Digital Alert & Warning, VSAT, geo-targeting, cellular R AP S
— Chem/bio alerts, AMBERalerts, Silver alerts —and more! Wi i ) JEEReENCY aLERT svsTen

National Heather Service
Issued a

Tornado Harning

JITC's Value Added

— Planned/executed firstever National-level test of the
Emergency Alert System (EAS)

Operational Impact to the Nation
— Ensures POTUS ability to communicate with the public
under all conditions
— Multiple paths ensures public gets the message
— JITCtesting ensures solutions workwhen needed the most

JITIC: Ensures Public Safety throughInteroperable Alerts




Improved Capability: HBSS QRT

Defense Information Systems Agency
A Combat Support Agency

« Host Based Security System (HBSS) Quick
Reaction Test (QRT)

— Extending current HBSS capabilities to address
additional DoD areas of need (at no additional cost)
— Multiplephasesofdeploymentacross DoD

— Notall HBSS capabilities being leveragedto the full
extentpossible

e JITC's Value Added

— Leadingthecoordinated effort of multiple agencies

« USJFCOM, USPACOM, USSTRATCOM, USCYBERCOM, DISA
 Engaging JSIC to support operational evaluation
— Testing formal/informal HBSS configuration policies from
organizations acrossthe GIG

— Developing DoD-specific protectionlevel baselinesto
addresslevels of security

« Operational Impact to the Warfighter
— Increased network defense at minimal extracost

— Provided Joint CONOPS and TTPs -- warfighter’s
roadmap for successful implementation

JITC: Expanding Cyber Defense at Minimal Extra Cost




Accelerated Acquisition:
Joint Strike Fighter (JSF)

Defense Information Systems Agency
A Combat Support Agency

F-35 Lightning i
e JSF g, °

— World’s premier strike aircraft through 2040

e JITC's Value Added

— Engaging earlywith initial softwarereleases —
reducing risk to IOCs for each Service

— Developingtools and processesto test capabilities
— Using operational facility-based testapproach

 Operational Impact to the Warfighter

— Rapidreceiptofdatalink technology enhancedthe
Joint Strike capability

— Earlyinvolvementled to optimal network
architecture to fully support JSF capabilities

JITIC: Ensuring On-time IOC through Early Engagement




Improved Efficiency/Effectiveness:
Automated Test Case - Generator

Defense Information Systems Agency
A Combat Support Agency

ATC-Gen

— Persistent Test Service
 Operatesinacloud computing environment [
e Operates on persistentnetworks

— Approximately 100 Link 16 test cases
e Correlation,R2, ID DIFF, etc.

Test Cases

JITC's Value Added
— Supports US/NATO/Coalition testing
— Rapid development using Scrum
— Just In Time Certification (JITC)
— Scientific Based Test Design module

— Maturing capability from risk reduction to
a full certification capability

Operational Impact to the Warfighter

— Lower testing cost; Test at the speed of
need; Supports rapid fielding of new
capabilities

JITIC: Faster, Smarter, More Affordable Testing for the Warfighter


Presenter
Presentation Notes
 Description of Program:
Combines proven stand-alone versions and upgraded features into the online testing tool.
Programmed to MIL-STD 6016D/STANAG 5602
Located on the JMETC/SDREN Network and CFBL but can be adapted to run on any T&E network (i.e. DTEN etc)
Protocols TENA, DIS and SIMPLE DIS
Approximately 100 tested, and validated test cases to test the hard to analyze areas (i.e. Correlation/Decorrelation)
Expandable as capabilities are identified, test cases are added to improve the capabilities and reduce the testing and analysis effort.�
Value-Added:
Earlier in the Acq cycle allows fixes to be applied before the code base is baselined.
Reduce risk in the cert process
Test Cases can be repeated as few/many times as desired to validate software fixes.
Results are used for Interoperability and for System Certification decisions
Automated analysis is provided at the end of a test case which is beneficial for hard to analyze features of L-16 (i.e. Correlation/Decorrelation)

Operational Impact:
Through repetitive testing, the software development process provides a better product.


Defense Information Systems Agency
A Combat Support Agency

IMPROVED CAPABILITY

o~

Host Based Security System Quick Reaction Test

REDUCED RISK

e Enterprise Assessments

Data Link Interoperability

¢ Holistic Testing of Security

* Advanced Technologies Testbed

-

NATIONAL INFRASTRUCTURE

* Integrated Public_Alert and Warning System

/,/'l ACCELERATED ACQUISITION b\

IMPROVED EFFICIENCY/
EFFECTIVENESS

* Distributed Testing

* Federation of Unified Capabilities Testing

C’'s Value Added

« Joint Strike Fghter (JSF)

* USTRANSCOM

* JITC External Training

.

e




DISA\ Mission & Vision

Defense Information Systems Agency
A Combat Support Agency

q JITC professionally tests, operationally
evaluates, and certifies IT capabilities for joint
Interoperability, enabling information dominance and
Increasing warfighter effectiveness for the Nation.

‘ Experts in testing and certification,
accelerating the Nation’s IT dominance.

s W

Providing Joint Test, Evaluation, and Certification in Support of the Warfighter o



Defense Information Systems Agency
A Combat Support Agency

r".-

Joint
interoperaniiity
Certifier

DoD’s Information
Technology (IT)and
National Security

Systems (NSS)

JITC's Roles

W= hic 4
e Ty Wartfignter Joint
Operational P S g
" Test and Coalition
Agenc) interoperaviliity
YL Support
AN
DISAand other DoD COCOMsduringtheir
elements exercises, contingencies,
(IT Capabilities) and operations

Major Range and Test Facility Base (MRTFB)



Presenter
Presentation Notes
Test and Evaluation is essential to reduce the risks faced by warfighters in the field, and we are constantly reviewing our processes to ensure we are performing tests as efficiently as possible in today’s austere environment. Our ability to provide outstanding support to DISA and the warfighter is characterized by several unique features.  Although each Service has its own test organizations,  JITC is the only organization authorized to certify IT and NSS for joint use.

We are the Operational Test Agency for DISA-managed programs.  We also serve as the OTA for other DoD agencies such as Defense Logistics Agency, Defense Finance and Accounting Service, and Defense Commissary Agency.

JITC is also very responsive to the warfighter!  We work with the warfighting Combatant Commanders during exercises, contingencies, and operations, providing them on-the-spot evaluations of problem areas and viable mission-oriented solutions.

As the only non-Service element of the Major Range and Test Facility Base (MRTFB), JITC’s global reach extends to the entire spectrum of DoD, Federal government, private industry, and Allies in support of command and control, intelligence, and defense reform initiative.   As an MRTFB, JITC can deal directly with vendors to obtain critical pre-acquisition test results. This early involvement in development results in better systems at lower cost. 

Note to Briefer:   As national assets, MRTFB facilities are designed to enhance the Department's warfighting capability.   This is done by looking at both current/legacy T&E requirements as well as future T&E requirements.   As a national asset we have a national-level stage to advocate the criticality of the DISA & JITC mission of providing verified interoperable material solutions to further advance the Department's joint warfighting capabilities. 

MRTFB governance:
DoD Directive 3200.11, "Major Range and Test Facility Base,"  27 December 2007--governs what constitutes the MRTFB and how MRTFBs are reimbursed for support provided to their customers.


JITC Uniqueness: End-to-End
Joint Interoperability

Defense Information Systems Agency
A Combat Support Agency

Ensuring End-to-End Technical and Operational Effectiveness of
Information Exchanges 10


Presenter
Presentation Notes
This figure, depicting a relatively simple legacy, point-to-point interface, illustrates some of the levels at which interoperability must be evaluated.  In this example, the 'operator to operator' is clearly the critical link, but a full evaluation of the capability, possible shortcomings, and potential operational impact, will often necessitate analysis at one or more of the additional levels depicted.

OPTIONAL BRIEFER NOTE:  Evaluation of more complex links, or those using more recently evolved technologies, will be similarly layered from the standpoint of data collection and analysis.  They will, however, in general be somewhat more difficult to depict in a simple format.  There are usually more connection and transport options, and may be multiple encoding and message format options, as well as more variation in protocols used.



Mission Support Structure

Defense Information Systems Agency
A Combat Support Agency

DISA Matrixed Support

MPS ‘ DITCO

CFE
Commander

| Command Staff

Enterprise ~Focused
Services Logistics/Business

Operational Test
&

Business

Evaluation Management

C2and
Battlespace
Awareness

Warfighter Strategic&PIanning

Support

ForceApplication
Force Protection

Engineering

Battlespace National
Communications Intelligence

Homeland Security/ ¢
Information Assurance

e

Facilities

JITC Mission Supported by Engineers, Computer Scientists,
Operations Research Systems Analysts as well as Technical and Operational Experts 11




Personnel and Facilities

Defense Information Systems Agency
A Combat Support Agency

FORT HUACHUCA, ARIZONA INDIAN  HEAD, MARYLAND FORT MEADE, MARYLAND

USA USMC USN USAF

Total Force Strength: 1,152


Presenter
Presentation Notes
**Gov’t civilian & contractor personnel are funded with a mix of mission and reimbursable funding.





Testing Transformation
IT Acquisition Reform

Defense Information Systems Agency
A Combat Support Agency

Continuous Integration and Test
» Developmental Test
» Operational Test
# Joint Interoperability Test
* Security Test

\\

Voice of the User

4 - 8 Weeks |

. i . g
User Stories ) Test Cases !

Sprint Backlog Sprint Sprint Working Product
Product (Highest Priority (Capability Review (Militarily Useful Capability)
Backlog User Requirements) Development) (Deployment Decision)
(Requirements
Generation)

User requirements

*Sprintis used hereas anamefor smallestincrementofdeployable software

Acguisition Reform Supported by Agile Test,

Evaluation,and Certification


Presenter
Presentation Notes
 
Section 804 of the FY2010 National Defense Authorization Act directed the DoD to develop and implement a new acquisition process for information technology systems based on commercial agile practices.  Agile software development is a high optempo process that focuses short development iterations on priority needs of the user to deliver working software at “speed of need.”  As the Department’s IT programs become more agile, all testing and certification processes, including Joint Interoperability Test and Certification, must become equally agile.  �
Agile methods compel stakeholders to set requirements for an increment/sprint, prevent changes to the requirements during the increment/sprint, and enable teams to develop and work to the established requirements.  Stakeholders conduct an after action review of the increment, place identified outstanding requirements or fixes into a product backlog, prioritize the backlog, and plan and execute the next increment.  The combination of rigidity during the sprint and flexibility for the next sprint allows the team to complete their tasks without interference yet provide an opportunity to make adjustments as the program progresses and matures.  This methodology is extremely flexible, allowing endless possibilities for customization, regardless of the product or program.  Agile is a structured method of developing, testing, and delivering projects in a fluid, integrated, and incremental way.  




Moving DoD IT Acquisition Forward

Provisioning integrated services across acquisition processes and life-cycle

Defense Information Systems Agency
A Combat Support Agency
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Presenter
Presentation Notes
This slide represents three key enablers to move IT Acquisition forward and provide quality capability to the Warfighter at the speed of need.
 
In order to support the use of agile methods for test, evaluation and certification, the environment in which we design, develop and test must also be agile.  
- Current policies either constrain the ability to dynamically update and prioritize requirements based on Warfighter needs or do not provide an adequate framework for consistent implementation across DoD (which could actually aggravate the issue).  - The traditional Acquisition process, drafted to support long-range development efforts such as ships and airplanes, does not adequately support the needs of rapid , Agile, IT development and fielding.  �
- Finally, in order to support these agile methods for acquisition and requirements development, the infrastructure must be in place to allow for on-demand testing with live, virtual and constructive assets and promote automation.  Rapid development, and acquisition must have a corresponding rapid test process if we are to realize the vision of IT transformation as described in the Section 804 efforts.




Federation Expertise

Defense Information Systems Agency
A Combat Support Agency

e Qver 100 events with 50+ CONUS /

OCONUS facilities (1990 - 2011)

— Afghan Mission Network Testing

— Distributed Common Ground System
— Empire Challenge FY09-11

— NCESPVTDT/OT support

— BlueForce Tracking

— JointTactical DataLink testing

— NATOTactical DataLink

— SIAP JointCombined HWIL events

— Combined Interoperability Test

» Areas of expertise
— Web services and enterprisetesting

— Jointmission environmentengineering G|Oba| FederatiOnS Of

— Eventplanningand scenario development
— Instrumentation and network support U.S. and Coalition Partners
— M&Sandtesttools development VV&A
— Siteand eventintegration

— Eventcontroland datamanagement

— Eventanalysisandreporting

JITIC: Testing and Certification Executed in Joint Distributed

Mission Environments


Presenter
Presentation Notes
JITC federates with U.S. and coalition partners globally for IOP certification and standards conformance testing.


Future Test & Evaluation
| Environment

Defense Information Systems Agency
A Combat Support Agency
Architectures, Live and Simulated Component Capability Coalition

Warfighters Scenarios, Metrics Capabilities IT Services Developers Partners

)

Service

System .
Industr Coalition
RN Commands y

Operational Capability
Community Areas

iy . Facilities ., iy,

Multiple Stand Alone Test Environments: s 9| SN ENETWOTK(DIEN)

M L Redugsd Cost

)

b Qudrztjore]
ansSiandardized S
SEdllyAnstrimenteds

ste ification®

istent

Space Communications DISN Core (OTN)
Test Services Test Services

Net-Centric Enterprise DISN Converged IP &
Services (NCES) DSN/DRSN
Test Services , Test Services

Joint Tactical Data Link
(JTDL)
Test Services

Integrated GIG Network
and Test Operations

JITC: DISAMRTEB Capability Provisioning and World Wide Connectivity, .


Presenter
Presentation Notes
The slide depicts the evolution from current disjointed and duplicative T&E networks to an integrated and operationally realistic future T&E network.  By establishing a VPN on the GIG, testers can access live, virtual and constructive assets in an environment with an operationally realistic IA posture.  In addition, as the Departments moves more and more to a net-centric architecture, access to operational enterprise services will be critical to conducting T&E.  Establishing this future T&E environment will not only increase operational realism, but will also save the Department money by reducing duplication.  Finally, this “always-on” environment will better support rapid acquisition by providing an on-demand test environment in a short timeframe.
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BACK-UP: Success Stories
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Accelerated Acquisition:
Ballistic Missile Defense Test Support

Defense Information Systems Agency
A Combat Support Agency

o Ballistic Missile Defense System (BMDS)
— Multi-service development effort
— Provides defensefor US and Coalition partners
against Strategic and Theater Ballistic Missiles
« JITC's Value Added
— BMDSOTATeam Member
* Certifies JointInteroperability for the OTA
* Interoperability tester for Arrow Wpn. Sys.

— Synchronizelessonslearnedacross the full
spectrum oftesting and operations
— Decoupledtesting approach
e Reducesrisk/accelerates overall BMDS assessment

 Operational Impact to the Warfighter

— Leverage BMDS OTAteam sponsoredtesting
against Service elementlevel requirements, thus
ensuring rapidresolutionofinteroperability
problems

— Providethe BMDS Warfighter abetter
understanding ofthe systems they are using

JITC: Reducing Delivery Time of BMDS Capability


Presenter
Presentation Notes
Program Description:  The Ballistic Missile Defense System (BMDS) is a capability-based spiral development program currently undergoing both operational and developmental testing. It consists of both strategic and theater/regional capabilities and elements designed to provide a layered defense against short range to intercontinental ballistic missiles.  A scheduled fielding of a parts of the system in the 2013/2014 timeframe. Elements that make up the system are the Upgraded Early Warning Radar (UEWR) System, AN/TPY-2 Forward Based Radar, In-Flight Interceptor Communications System (IFICS), GMD Fire Control Nodes (GFC), Aegis Ballistic Missile Defense (BMD), Command & Control Battle Management Communications (C2BMC), Terminal High Altitude Area Defense (THAAD), Patriot Missile Defense System, Joint Tactical Ground Station (JTAGS) and Spaced Based Infra-red System (SBIRS).  JITC participated in, and collected data from, the Ground Test Interoperability-04b (GTI-04b) in August 2010 and assisted in drafting the Executive Quick Look Brief for the event.  Data were assessed from Ground Test-Distributed-04b (GTD-04b) and Flight Test-Missile-15 (FTM-15).  Test reports from these two events were produced.  JITC was actively involved in the development lifecycle of the Integrated Master Test Plan (IMTP) version 12.1 Future test event observations include, GTI-04d, GTD-04d, FTM-16 Event 2 and Flight Test THAAD-12 (FTT-12).

JITC Support:  JITC analysts are team members of the Ballistic Missile Defense OTA, and continue to assess the BMDS System for interoperability.  JITC participated in integrated and distributed ground test events, and assessed real world operational test data gathered from flight tests.  Each event provided JITC the opportunity to collect and analyze data and to assess interoperability performance. JITC analyzed  data from testing during Ground Test Distributed (GTD)-04b conducted in October 2010, Flight Test Standard Missile (FTM)-15 conducted in March 2011, Ground Test Integrated (GTI)-04d conducted in August 2011, Flight Test THAAD (FTT)-12 conducted in September 2011, GTD-04d Part 1 conducted in September 2011, FTM-16 Event 2 (E2) conducted in October 2011, GTD-04d Part 2 conducted in November 2011 and GTD-04d Part 3 conducted in December 2011.  The JITC BMDS team used the results of these tests to assess the interoperability of the BMDS. Test results were reported to the BMDS OTA leadership.  Provided inputs to the BMDS OTA Operational Assessment Brief.  This report is submitted to the Director, Operational Test and Evaluation (DOT&E), who reports annually to the United States Congress  JITC also provided inputs to the BMDS OTA Operational Test and Evaluation (OT&E) Plan Dendritic and to the Missile Defense Agency Integrated Master Test Plan.  


Operational Impact to the Warfighter:  Analysts are drawn from all disciplines and use the same test events to assess the BMDS  Leveraging MDA sponsored testing against the element requirements ensures quick resolution to interoperability problems and reduces the time that at BMDS capability can be delivered to Combat Commands.


Improved Capability:
Data Link Interoperability

Defense Information Systems Agency
A Combat Support Agency

Examples: JIT, CIT & TDL Tests

— Five Joint Interoperability Tests (JITS) per year
— Two Combined Interoperability Test (CIT) events between U.S,, _ ;

Coalition, and Partner nations — . Nl S
—  Multiple Hardware-in-the-Loop events to evaluate ' L “ 4

Platform Tactical Data Link (TDL) interoperability and
standards conformance

JITC's Value Added

— Leadsevents mandated by DoD and CJCS Instruction

— Plans, coordinates, integrates, tests, analyzes, and reports

— Conducts Link 11, Link 16, Joint Range Extension (JRE),
Variable Message Format (VMF) tests

— Performs Joint interoperability evaluations, standards
conformance, and operational capability and
limitations assessments

e Operational Impact to the Warfighter
— Identified TDL issues

JIT.C: Increasing Accuracy, Reliability at All Levels of COCOM's COP' ,,




Accelerated Acquisition:
Unified Capabilities

Defense Information Systems Agency
A Combat Support Agency

 Unified Capabilities (UC) Approved Products List
(APL) test and certification support

— Provides certified IP-centric productsin supportof IP
convergence (voice,video,and data)

— CompletelAand interoperability testsupport

e JITC's Value Added

— Quick list of InteroperablelT products for DoD, DISA,
PMs,and Services for Post, Camp and Station IT
modernization

— Over15yearsoftechnicaltestand lab experience

.? | M | LA -

— Testingoncefor many: ,
* Products from the APL can be used to reduce concept to Contac! | et " '

o . . Center ; Telephony
fielding timelines S \

Z.
« Operational Impact to the Warfighter ,
nstant ! 4
— Provides proven and tested IP products to the DoD and v
warfighter communities
— lIdentifies broad selectionofvendor certified products

— Reducesrisk -testing to generic setof DoDrequirements

Voice Mail
& Unified
_Messaging /

Collaboratio
(Application &
lll'll!ﬂ'smr 0.,

JITIC: Speeding Fielding ofiNeeded Capability



Presenter
Presentation Notes
WHO:  JITC/JTE supports the test and certification of IP-Centric products destined for the DOD’s UC APL.  JITC per the DODI 8100.04 is the IO certification authority for UC APL testing and certification.  

WHAT:  JTE provides complete IA and IO testing capabilities to certify products for placement on the UC APL. The UC APL is the DOD’s single APL for acquisition managers, program and project managers, and the Services and agencies to procure UC products from.   These certified products provide the building blocks for systems developers which should shorten the overall test and certification process for systems of systems or programs of record. 

HOW:  JITC supports the testing and certification of voice, video, and data products called out in the Unified Capabilities Requirements (UCR) document.  JITC is also responsible for implementing and managing the distributed testing concept for UC APL certification testing.   This allows for various service labs and other DISA labs to conduct UC APL testing utilizing standard UC test plans developed by JITC.  JITC then issues Special Interoperability Certifications  based on the test data generated by the associated MILDEP lab (Data Reciprocity).  This spreads the testing effort across multiple facilities to shorten the testing cycle, reduce costs across the DOD, and certify APL products faster.

To date, JITC has certified and re-certified over 700 products on the UC APL providing a pool of IA and IO certified products to the warfighters, program managers, and the DOD acquisition


Improved Efficiency/Effectiveness:
Federation of UC Testing

Defense Information Systems Agency
A Combat Support Agency

- Unified Capabilities (UC) o O R g e
— DoD CIO/DISA effort to converge us iy -
\oice, Video, and Data services over | bl wiow
IP Transport
— Migrates TDM voice and video architecture
to IP-based UC services

_ Validate Concept ~ Pr Converged IP Services
Refil ents ) ing UC Capabilities
MUF Features

e JITC Value Added

— Supports Agile testing concept for UC | o o _AP;
deployment S OV oo Certification
— Federated APL testing executed by ., gum Py g
JITC, Army, Navy/MC, and AF labs UC Network
— Streamlines IO/IA certification process e

 Operational Impact to the Warfighter

— Improves Warfighter mobility, security
and real-time collaboration

— Shorter timeline to deliver APL products and UC capabilities to the field

JITIC: Supporting Critical Converged P Services To The Warfighter

23


Presenter
Presentation Notes
WHO:  JITC/JTE support the implementation of converged IP services and UC APL certification testing for the UC Capabilities Manager, DISA NS.

WHAT:  JTE Provides Proof of Concept testing of new technology and tech insertion initiatives to transition voice, video, and data services from a Time Division Multiplexing (TDM) circuit-switched network to a pure IP based architecture.  The primary reason for the transition is to migrate from expensive TDM switches to an IP architecture that takes advantage of commercial technology, smaller equipment footprints, and a significant ROI.  The migration strategy is based on life-cycle replacement of existing TDM Technology with IP-based technology at normal life-cycle replacement schedule.

HOW:  JITC supports Proof of Concept of new technologies as well as conducts product testing for UC Approved Products List (APL) certification.  JITC conducts Proof of Concept and Spiral testing of UC technology in support of DISA NS2 Capabilities Manager.  This supports the agile testing concept by testing early and throughout the development and deployment of  IP-based UC and the migration  from traditional TDM-based systems.  

JITC is also a key stakeholder in the IO and IA certification of UC products destined for the UC Approved Products List (UC APL).  The UC APL is the DOD’s single APL for acquisition managers, program and project managers, and the Services and agencies to procure UC products from.  JITC is also responsible for implementing and managing the distributed testing concept for UC APL certification testing.   This allows for various service labs and other DISA labs to conduct UC APL testing utilizing standard UC test plans developed by JITC.  JITC then issues Special Interoperability Certifications  based on the test data generated by the associated MILDEP lab (Data Reciprocity).  This spreads the testing effort across multiple facilities to shorten the testing cycle, reduce costs across the DOD, and certify APL products faster.

To date, the distributing testing concept has engaged the Air Force (TSSAP), the Army (ISEC TIC), and other DISA facilities to execute APL certification testing to support a JITC IO certification.  This distributed testing is executed in a standalone mode until the federated UC network can integrate all the participating facilities to share the DISN Core testing architecture at JITC with the edge/LAN environments of the various MILDEPs.  


National Infrastructure:
Key Management

Defense Information Systems Agency
A Combat Support Agency

 Next Generation of Key Management
Infrastructure

— Single, automated, network-accessible, electronic-based
Key Management

— Secureordering, generation, production, distribution,

management and auditing of cryptographic products ._>

e JITC's Value Added

— Identified gaps and inconsistencies in integrated architecture ‘l‘fm

* Program Manager resolved issues with developer prior to
document staffing and formal testing

— Identified requirements that were not measureable or testable

« Operational Impact to Warfighter

— Will evolve to offer Combatant Commands, Services, and
Agencies, Fed Gov't agencies, Coalition partners and
Allies alike

— Enhanced, secure, and interoperable capabilities to support
mission critical systems and transformational initiatives
(GIG, CM, and Net Centric Operations and Warfare (NCOW))

— Enablesthe provisioning of cryptographic key products,

symmetric and asymmetric (public) keys, and
security services

JITIC: Shortening the Development/Fielding Cycle



Presenter
Presentation Notes
The Public Key Infrastructure (PKI) Roadmap establishes the enterprise-wide end-state for the Department of Defense (DoD) PKI and outlines the evolution strategy and timeline for the availability of the Department’s PKI capabilities.  Also, it identifies critical risk areas that must be addressed, summarizes measures that will be undertaken to mitigate those risks, and highlights roles and responsibilities of organizations involved with its realization.  
 
Achieving Information Superiority in the highly interconnected, interdependent, shared-risk DoD environment requires that the Department’s Information Assurance (IA) capabilities be applied within a management framework that considers the pervasiveness of information as a vital aspect of warfighting and business operations.  The technical strategy that underlies DoD IA is Defense in Depth, in which layers of defense are used to achieve our security objectives. The DoD PKI is a supporting layer of this strategy, providing a vital element for a secure IA posture for the Defense Information Infrastructure (DII).
 
The DoD PKI strategy recognizes that a traditional, Government-developed implementation will not be able to keep pace with a strategy based on commercial technology and services. It recognizes that the DoD PKI must employ an incremental, evolutionary approach using open standards, based on commercially available products and services that can keep pace with the technology rollover and constantly evolving applications and standards inherent in the Information Technology (IT) environment.  With that, it must still maintain appropriate levels of security, embracing secure interoperability both within the DoD and externally with Federal and international counterparts and with business partners.
 
It is imperative that the Department takes an aggressive approach in establishing a PKI that provides public key products and services needed to support the Department’s diverse set of missions and operations. The DoD PKI will also enhance the Department’s capability for tactical, joint, and combined operations, as well as improved interoperability with allies, coalition forces, civil agencies, and business partners.  To ensure operational effectiveness, the DoD PKI will provide these products and services transparent to subscribers.  Thus, as the infrastructure is upgraded through phased releases, these upgrades will be transparent to subscribers.  However, in some cases, achieving transparency will require enhancements to user devices and mission planning systems so they take full advantage of the features offered by the DoD PKI. 
 
The DoD PKI will support directly the Department’s desire to encourage the widespread use of public key (PK)-enabled applications throughout the Department’s activities. The DoD PKI will evolve as an essential element of the overall Key Management Infrastructure (KMI) and will be realized as an integral part of DoD’s KMI evolution. The National Security Agency (NSA) has initiated a DoD KMI program, with the support of the Defense Information Systems Agency (DISA), the Services and Agencies, Joint Staff, and the DoD contractor community. The DoD KMI will enable the provisioning of cryptographic key products, symmetric and asymmetric (public) keys, and security services. The DoD KMI will be implemented through a phased evolution delivering Capability Increments (CIs) every 18-24 months.  The PKI is the primary component of the first CI, CI-1. 

New infrastructure to provide single, automated, network-accessible, electronic-based Key Management
Provide predominantly electronic cryptographic product delivery infrastructure
Provide a means for secure ordering, generation, production, distribution, management and auditing of cryptographic products

JITC Value Added:
Testing begins in FY11
Program Manager resolved issues with developer prior to document staffing and formal testing
We must identify requirements that are not measureable or testable

 Plan, coordinate, execute, and report  testing
DT& E, IOP and Certifications
OT&E assessment and IOT&E
 Continue to Assist Program Manager with testable requirements definition


Improved Capability:
Holistic Testing of Security

Defense Information Systems Agency
A Combat Support Agency

* Holistic Testing of Enterprise Capability

— IT security postureis determined by aholistic
assessmentofthe system and hosting sites
IA dependencies

— Previouslytesting was focused onindividual
systemyvs.its operating environment

e JITC's Value Added

— Holisticapproachto IA, unique assessment of
host-site and system’s ability to protect, detect,
react,restore

— Identified significant limitations

o Operational Impact to the Warfighter
— With PMs, quickly resolved and validated fixes

— Provided secureinformation assurance posture
and enhanced Computer Network Defense

JITC: Ensuring Enterprise-level Security through

Holistic JestApproach



Accelerated Acquisition:
Integrated Testing (GCCS-J)

Defense Information Systems Agency
A Combat Support Agency

* Integrated testing of Global Command and (Operaﬁona|
Control System — Joint (GCCS-J)

— Provides Joint Warfighter ability to plan, execute
and manage military operations
Information

— Traditional testing delayed deployment of ; AsoUrance
enhancementsto Warfighter

e JITC's Value Added

— JITCusedrisk-basedintegratedtesting to
supportpostfielding enhancements thus
reducing cost,schedule,and timeto fielding

— Combined DT, OT,IOP,IA into one
comprehensive test

 Operational Impact to the Warfighter

— Expedited upgrades,enhancements and fixes to
Integrated

the warfighter -more capability faster
Test

— Reduced warfighter operational risk

JITC: Executing/Integrated Testingto Expedite Releases
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Presentation Notes
Brief Description:
The Global Command and Control System-Joint (GCCS-J) provides the joint warfighter the ability to plan, execute, and manage military operations at the Combatant Command (COCOM) and Joint Task Force (JTF) levels.  The GCCS-J supports the force readiness, force projection, situational awareness, intelligence, force protection, and cross-functional/infrastructure mission areas.�
JITC Value-added Support:
JITC plans, conducts and reports on operational test events every 30-60 days in order for the warfighter to receive critical existing capability enhancements and upgrades.  JITC integrates operational testing with developmental testing in order to minimize cost and reduce the amount of time the enhancements and upgrades are delivered to the field.  �
Operational Impact to the Warfighter:
With the test and evaluation strategy to integrate operational testing with developmental testing and conduct test events every 30-60 days, the warfighter can receive critical enhancements, upgrades and/or software fixes to problems identified with the operational system in a much shorter time frame.  For example, in 2008-2009 the warfighter waited nearly a year for the Global version 4.2.0 infrastructure upgrades.  In 2009-2010, the warfighter was able to benefit from receiving five updates (v4.2.0.2, v4.2.0.3, v4.2.0.5, v4.2.0.6 and v4.2.0.7) within a 10 month period. 


Accelerated Acquisition:
JITC External Training

Defense Information Systems Agency
A Combat Support Agency

« Comprehensive interoperability training
program for testers and program
managers

— Executive Program Management Course
— Air Force Institute of Technology

e JITC's Value Added

— In-classtraining through Defense
Acquisition University

— Computer-based trainingthrough Defense
ConnectOnline

— OnlineResources: NR-KPP Guidebook,
NR-KPP Helpdesk

* Operational Impact

— Improved capability through better
understanding ofinteroperability

— Reduced costto programmanagers by
addressinginteroperability earlyin lifecycle

JITIC: Reducing Risk ofInteroperability Issues
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Presentation Notes
JITC has undertaken an effort to speed acquisition and reduce interoperability risk through the establishment of a comprehensive training program.

By educating program managers and testers across the Department, we improve the testability of requirements and can better leverage test events and data from other test organizations in support of interoperability certification.  

JITC training has been integrated in to the curriculum for the DAU Executive Program Management Course.  This course is a requirement for all Program Managers in the Department.  A PM, after having completed this course, has an understanding of how their program will be evaluated for interoperability, how they should structure requirements to ensure testability, and the end-to-end Joint interoperability certification process.  Feedback from the PM community shows that this training has prompted many of them to make cost and schedule improvements in their programs, while ensuring that they meet the requirements for interoperability certification.  

JITC also provides a number of online resources for on-demand information regarding interoperability certification.  There is now an official JITC NR-KPP testing guidebook, as well as several online training modules on various aspects of the NR-KPP and interoperability.  These resources increase standardization of processes, allowing for process improvement over time.

The bottom line is, with an increased understanding of interoperability test, evaluation and certification, program managers and testers can increase their chances of success and act early in the lifecycle, saving money and time for the long run.



Reduced Risk:
Enterprise Assessments

Defense Information Systems Agency
A Combat Support Agency

» Enterprise assessments of key DoD
Cyber-centric systems and services

— Enterprise Services
— Distributed Common Ground System

 JITC's Role and Value Added
— Integrate COTS T&E capabilities
— Automate mission based scenarios
— Instrument all layers of enterprise

— Evaluate and resolve interoperability
and functional issues

* Operational Impact to the Warfighter

— Ensures Cyber-centric infrastructure
supports Warfighter missions

— Stay ahead of the curve on rapidly
changing technologies

JITIC: Agile Testing of Emerging Cyber-centric Technologies in

Challenging Short. Cycledesting with Skilled Staff.and the RightJools, 28
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Presentation Notes
For the last few years, JITC has made a concerted effort to expand the command’s SOA and Net-Centric test capabilities.  We have invested resources in purchasing commercial tools as well as building some unique tools that are essential to SOA and Net-Centric testing.  Our trained personnel are highly in demand and involved in several DoD enterprise assessments such as DCGS and NCES.

JITC has developed a core capability for testing net centric and service oriented architecture (SOA) systems.  We have platforms on several different enclaves.  The enclaves /networks are NIPRNet, SIPRNet, DCGS Distributed Development and Test Enterprise (DDTE), Combined Federated Battle Laboratory (CFBL), Joint Mission Environment Test Capability (JMETC) and the Defense Research and Engineering Network (DREN).

We have the ability to perform several types of testing  as well  as Enterprise Service Management.  Some of the services we can provide are: Standards Conformance, functional, performance, and mission thread testing. 

In addition, we are also working closely with industry and academia to enhance our Net-centric and SOA test methodology and roadmap.  Our ultimate goal is to provide testing as a service using the DISA cloud computing environment.




Improved Efficiency/Effectiveness:
TRMC Partnerships

Defense Information Systems Agency
A Combat Support Agency

» Partnership with Test Resource
Management Center

— Science & Technology projects

— Central Test & Evaluation Investment
Program (CTEIP)

— Resource Enhancement Program (REP)

o JITC's T&E expertise brings value to TRMC

— Helps manage next generation T&E
capability investments

» Operational Impact to the Warfighter

— Higher quality, lower cost testing for
rapid acquisition
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JITIC: Enabling Cutting-Edge Test Technologies & Capabilities
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JITC partners with TRMC (Test Resource Management Center) on CTEIP (Central Test & Evaluation Investment Program), REP (Resource Enhancement Projects) NST (Net-Centric Systems Test) S&T (Science and Technology) programs:�
JITC : C4ISR Reliance Panel member – Key to proposing new mobile computing efforts

JITC is a key InterTEC partner since 2000, providing tactical data link instrumentation in wide use by service agencies.  InterTEC spiral 3 is currently supporting SOA testing instrumentation.�
JITC is currently managing (2) Resource Enhancement Projects supporting development of T&E technologies to support OT gaps.  These tools will be integrated into JITC Net-centric testing tool kit.�
We also manage (3) Net-centric Systems Test  Science and Technology projects and JITC is the primary transition partner for the delivered technologies.  JITC is also leading the way with improving project management methodologies by providing independent objective program reviews with TRMC funding to provide JITC contractor support to “drill down” deeper into S&T programs we manage.


DISanroved Efficiency/Effectiveness:
Distributed Testing

Defense Information Systems Agency
A Combat Support Agency

» Distributed testing of geographically
separated systems

— All major DoD testing networks
(DISN T&E, CFBL, DREN, JMETC)

— Rapid access, reconfigurable,
realistic full-spectrum testing

« Connectivity across T&E World
— World-class Network Ops Center

— Comprehensive test engineering TC Distributed

Testing Network

e Cost and Schedule Savings

— Testing involves local and remote labs
across the globe

— Fewer tests required
— Agile, secure and operationally relevant
testing environment JITC Warfighter Portfolio Testing Labs

JITC: Creating any Environment in Support of Critical Warfighter Testing, .,



Improved Efficiency/Effectiveness:
DISN T&E Network (DTEN)

Defense Information Systems Agency
A Combat Support Agency

« DISN Test & Evaluation Network
(DTEN) connectivity across T&E
world converging all major testing
networks

— Testing involves local and remote
labs across the globe

— Fewer tests required

e JITC's Value Added

— Distributed Testing Network brings
together all of JITC’s testing
expertise, resources and services to
a single customer focused point

 Agileand Secure Testing
Environment

« Savingsto Costand Schedule

JITC Distributed
Testing Network

JITC IH
JITC Testing Services and Warfighter Testing Labs

JITC: Creating any Environment in Support of Critical Warfighter Testing .,




Improved Capability: ATT

Defense Information Systems Agency
A Combat Support Agency

Advanced Technologies Testbed (ATT)

— Off-line GIG capability supports T&E of DoD
and commercial assets

— Dynamic T&E on GIG production
representative systems

— Agile and rapidly reconfigurable testing of new
technologies without impacting operational assets

« JITC Direct Support of Optical Core Elements

— Resolves new technology interoperability challenges
introduced by DISN Long Term Evolution (LTE)

— Enables direct insertion of technology into the
operational architecture

 Provides Approved Products List for

— Assured services
— Streamlined acquisition

Confidentand Rapid Development ofthe GIG TransportLayer




Improved Efficiency/Effectiveness:
MRTFB

Defense Information Systems Agency
A Combat Support Agency

Major Range & Test Facility Base
(MRTFB) Concept =
— Large military test facilities TN - g f‘ :
— Support deployment of warfighting capabilities tgﬁ b Yol

— Regarded as national assets \ JITC: . Nati |
JITC's Value-added to PEOs/PMs - ' aU_ona .
Asset Crucial to &

— OSD-level assessment found JITC “Financial . s pou 4
Management Regulation compliant” - proper - F|e|d|ng Verified <!

financial management of customer funds - Joi - - -
oint Warfighting =

— Extensiveinfrastructure and distributed testing ' C bl ? g
apanilii IeSI;_;‘

federation equates to T&E “one-stop-shop”
e "1—‘_

— DoD customers only pay direct costs; JITC
funds extensive infrastructure maintenance
and modernization costs

 Operational Impact to the Warfighter |

— Resolving Hotline calls quickly
— \Verifying capabilities prior to fielding

JITC: Superior.Steward of Resources
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Presentation Notes
The Major Range and Test Facility Base concept has been around for over 40 years.   JITC is a member of the MRTFB.

Each member of the MRTFB is considered a national asset and therefore garners more OSD-level attention than similar Service-unique test facilities. As national assets, MRTFB activities are designed to enhance the Department’s warfighting capability.   This is done by looking at both current/legacy T&E requirements as well as future T&E requirements. 

The Test Resource Management Center (TRMC) provides the OSD-level oversight of all MRTFB activities.  TRMC is headed by Mr. Edward R. Greer.  He answers to the Honorable Frank Kendall, Acting Under Secretary of Defense for Acquisition, Technology & Logistics.�
JITC's authority to operate as an MRTFB comes from DoDD 3200.11 & DoDI 3200.18 & DoD 7000.14-R Financial Management Regulation (FMR). Those documents focus on roles and responsibilities and how we charge our customers for the support they receive.  

During a TRMC/DoD Inspector General audit of those charging policies JITC was found to be compliant with the FMR which means we are properly charging our customers for the JITC services they receive on a cost reimbursable basis.  DoD customers only pay the direct costs they incur (e.g., labor & travel costs). The primary users are the Services.  While non-DoD customers are charged a share of our indirect costs, they only account for ~4% of our RMB work, so JITC funds the vast majority of our extensive infrastructure maintenance & modernization costs.

Our extensive infrastructure allows us to quickly resolve over 300 Hotline calls per year.  This extensive infrastructure also enables us to verify the capabilities & limitations of capabilities prior to them being fielded.


Division / Portfolio Overviews

34



Operational Test &
Evaluation Division

Defense Information Systems Agency
A Combat Support Agency

MISSION:

 Conduct operational testing of Information Technology (IT) and National Security
Systems (NSS) acquired by DISA, other DoD organizations, and non-DOD entities to
ensure operational effectiveness, suitability, and security.

FUNCTIONS:

« Serve as the Operational Test Agency (OTA) for DISA and other DoD Agencies with
the charter to perform all IT and NSS Operational Test and Evaluation.

« Serveas the independent operational evaluator, reporting to OSD and Director,
DISA. Plans, directs, coordinates, and controls operational testing for Joint NSS
and IT systems.

« Assist in the preparation of critical operational issues. Develops, defines, and
publishes measures of effectiveness, measures of suitability, measures of
performance.

 Directs and approves OT&E methods for data collection, reduction, and analysis.

* Integrate testing by closely working with T&E partners on Developmental Test,
Information Assurance, and Interoperability.

« Brief OSD DOT&E on the planning, conduct, and results of OT&E for oversight

programs.
B :-
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Presentation Notes
JITC was originally chartered to be DISA operational test agent, however this role has expand to other Joint providers such as NSA, OSD, etc.�
Our mission is to provide the milestone decision authority, Program, DOT&E, and users information on the systems ability to be operationally effective, operationally suitable, secure, and interoperable, so a fielding decision can be made.�



Operational Testing Overview

Defense Information Systems Agency
A Combat Support Agency

DISA PR o « Planning, executing, and independently reporting

20% OT results to decision makers and operational
usersonsystem’soperational effectiveness,
suitability, security,and interoperability

* Engaging acquisition programs earlier and

e providing feedback on their operationalreadiness
B to supportdesignated missions and mission
4% tasks,identifying system’s capabilities and
. (e limitations
- oLA o0
12% ) e Evolving T&E methodologiesto supportagile

developmentinresponseto expediting delivery of

% of programs with each customer — |
20 needed capabilitiesto the warfighters

Cregens |

DCMO Deputy Chief Management Officer
DISA Defense Information Systems Agency

oa 1.5
DLA Defense Logistics Agency P ]:’-”_ I
DSCA Defense Security Cooperation Agency

NSA National Security Agency

OSD Office of the Secretary of Defense

TRANSCOM Transportation Command
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Presentation Notes
JITC was originally chartered to be DISA operational test agent, however this role has expand to other Joint providers such as NSA, OSD, etc.�
Our mission is to provide the milestone decision authority, Program, DOT&E, and users information on the systems ability to be operationally effective, operationally suitable, and survivable, so a fielding decision can be made.
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Business Management
Division

A Combat Support Agency

MISSION:

 Provide management and oversight of all JITC personnel, business, public affairs,
protocol, training, contracts, and security operations in support of JITC's mission,
goals and objectives while obtaining/providing best value goods and services for
JITC's workforce.

FUNCTIONS:

« Human resources and personnel support

 Business operations, training, and public affairs/protocol
« Contracts and security program management




Warfighter Support
Defense Information Systems Agency D i V i S i O n

A Combat Support Agency

MISSION:

 Provide direct technical and regulatory interoperability support to the Combatant
Commanders (COCOMSs) during the planning and execution of joint/combined
operations and exercises in order to identify and resolve emerging and systemic
interoperability issues.

FUNCTIONS:

 Provide COCOMs with an on-call capability to gain remote support in resolving their
interoperability problems, and if required access to on-site support through the
deployment of a task-organized JITC teams.

 Provide COCOMs with support to conduct mission focused interoperability testing
and assessments in a Joint/Coalition operational environment.

e Maintain visibility on how COCOMs implement IT/NSS systems within their
operational network architectures to ensure JITC continues to maintain the most
current and operationally relevant test network possible.

e Serves as a conduit to ensure the Warfighters’ requirements and issues are injected
into the system development process.

 JITC's lead for Agency Mission Essential Task List/Joint Readiness Review issues.
« Manages JITC’s Publications plus manages AIMS for both JITC and TEO
<] "




Defense Information Systems Agency

Strategic Planning and
Engineering Division

A Combat Support Agency

MISSION:

Provide strategic planning and engineering services to JITC

FUNCTIONS:

Ensures JITC Test and Certification complies with DoD policies/guidance
Develops and oversees implementation of JITC quality standards
Provides architecture subject matter expert services to testing portfolios
Defines and coordinates integration of test engineering best practices
Develops and maintains JITC mission support applications

Coordinates and executes instrumentation development

Supports operations, training and maintenance of test instrumentation



Presenter
Presentation Notes
Mission
JT4 supports the DISA Campaign Plan development and provides engineering support to the testing portfolios.

Functions:
Ensures JITC Test and Certification complies with DoD policies/guidance - via policy efforts
Develops and oversees implementation of JITC quality standards - via policy efforts
Provides architecture subject matter expert services to testing portfolios  - Mostly DODAF, but others such as Business process Modeling
Defines and coordinates integration of test engineering best practices -  NR-KPP Help Desk
Develops and maintains JITC mission support applications – JPAS, STP, Dashboard
Coordinates and executes instrumentation development – Such as WebService analysis, Afghan Mission Network , InterTEC and ATCGen
Supports operations, training and maintenance of test instrumentation  – Such as WebService analysis, Afghan Mission Network , InterTEC and ATCGen



Testbed Operations Division

Defense Information Systems Agency
A Combat Support Agency

MISSION:

 Provide federated test operations support to JITC's Divisions and Portfolios agile
test requirements.

FUNCTIONS:

« Coordinates and executes test infrastructure modernization

* Plans, schedules, and coordinates use of testing resources
 Configures, operates, and maintains test infrastructure

* Provides subject matter expert support to Warfighter support
 Maintains MRTFB infrastructure




Defense Information Systems Agency

Facilities Division

A Combat Support Agency

MISSION:

Operate and maintain facility infrastructure and provide logistics support to the
Command

FUNCTIONS:

Manage all JITC facilities and provide day-to-day care and operations including
building maintenance and new construction

Provide custodial care, oversee OSHA requirements, Manage safety, fire, and
HAZMAT programs

Provide complete supply chain management (Shipping, Receiving, property book,
purchasing, and supply)

Provide Network Operations (DISANet, SIPRnet) IT support desk and E-mail account
management

Oversee Information Assurance and Computer Network Defense (Firewall and
Intrusion Detection System administration, IA workforce compliance tracking)

Respond to Computer Network Defense Incidents




Enterprise Services Portfolio

Defense Information Systems Agency
A Combat Support Agency

MISSION:

« Manage the full range of life-cycle testing for joint net-centric programs sponsored
by DISA and provide interoperability assessments and certifications for net-centric

Service programs in support of the warfighter.

FUNCTIONS:
« Plan and execute the testing and certification of DoD Enterprise Services

« Work with applicable PMOs and user communities to assist with development of
test requirements

« Conduct Development Testing for NCES

* Interoperability testing, assessment, and certification for DISA and Service
Enterprise Services

« Manage, monitor and develop portfolio resource requirements, schedules, and
limitations




Defense Information Systems Agency I O r tf O I I O

Focused Logistics/Business

A Combat Support Agency

MISSION:

Serve as the Business Mission Area Test Organization for the DoD and other
Federal Agencies with testing services to include, but not limited to the following
types of testing: Developmental, IV&V and Interoperability, Records Management
and Standards Certification. Assist programs in the transition to a Capability based
net-centric environment.

FUNCTIONS:

Ensure DoD testing and certification policy and performance compliance of NSS/IT
systems within the Business Mission Areato include commercial vendor
interoperability and standards conformance assessments.

Serve as lead representative to all joint logistics and business system programs
providing agile integrated testing services and offer test guidance to program
sponsors.

Set standards for developmental test plans, automated testing; test reporting and
test planning documents.

Manage, monitor, and develop portfolio resource requirements, schedules, and
limitations. Monitor and report cost, schedule, and performance for portfolio
programs.

Work with applicable PMOs and user communities to assist with development of

test requirements.
<] [E




Focused Logistics/Business
Defense Information Systems Agency PO rtfo I i O

A Combat Support Agency

Supporting the Business Mission Area with Agile
Integrated Testing Services:
 Developmental Test, Information Assurance,
Operational Testing, Interoperability Certification
— Risk analysis and NR-KPP compliance
— Architecture product review/validation
— Business process testing and requirements
gap analysis
— Records Management certification
— Standard test processes and repeatable procedures
— Automated test scripts and regression testing

 Testingis not tied to a specific acquisition
milestone. Agile T&E is tied to specific phases of
the system development life cycle

Agilelntegrated Testing is the Norm
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Presentation Notes
Agility in testing is achieved when ALL the areas of T&E are cooperating closely from the onset of the program. Integrated testing participates in both the capabilities and design phases. A T&E strategy is drafted as part of establishing a program office. Working closely together on a daily basis, the ITT provides valuable insight to the PMO regarding the design of the test strategy and methodologies. The basis for the test methodology is based on selected Alternative of Analysis (AoA). There are four AoAs that are considered. Each AoA  has a corresponding test model. 1) Custom coding plus COTs Modules; 2) Cots, Component Aggregation, “ glue code”; 3) COTS with Major  Configuration and Business Rules Modification; 4) 90% + COTS (‘shrink wrap” usable with setup parameters) and minor configuration modification. Functional proponents are essential to the programs successful T&E – this relationship will pay dividends throughout the system development life cycle (SDLC). Test events occur when the system or module is ready for test and include engineering, users, training, interfaces and test data and have clearly defined entrance and exit criteria. Developers, PMO, and Integrated Test Teams collaborate on all test data collection, test plans, analysis, and test reports by having a central repository for all test data. The early insertion of automated test tools significantly contribute to shorting the time to market and improving the products quality. 




Focused Logistics/Business
Defense Information Systems Agency PO rtfo I i O

A Combat Support Agency

Mission Area Programs Services and Agencies (27 MAIS)
® 38 Medical Systems B 18 Transportation Systems B Army m AirForce ® Marine Corps
m 10 HR Systems W 14 Finance Systems = Navy = USTRANSCOM uDLA

mOSD m DISA MHS

W 43 Logistics Systems m Joint Staff

TOTAL PROGRAMS: 123
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This slides depicts percentages of work performed by Service and Agency across the DoD 


Defense Information Systems Agency I O rtfo I I O

C2 Battlespace Awareness

A Combat Support Agency

MISSION:

Conduct full range of testing to support Command and Control (C2) and Battlespace
Awareness (BA) community programs and activities by providing developmental and
interoperability T&E and certification services with the goal of enhancing C2 and BA
systems capabilities and performance for joint and coalition warfighters.

FUNCTIONS:

Provide joint interoperability certification T&E services to C2 and BA systems through
continuum of developmental, operational, interoperability and follow-on T&E activities

Support certification related J6 activities (e.g., JCIDS document reviews,
Interoperability Test Panel processes, exemption/waiver requests, etc...)

Provide Navy messaging test services

Support development of systems of systems interoperability T&E through engagement
with the C2 Capability Portfolio Manager (JFCOM)

Support OSD Unmanned Aerial System (UAS) Task Force (AT&L)
Conduct Afghan Mission Network testing (CENTCOM)




e meman sreemeneeny -OFCE Protection Portfolio

Force Application /

A Combat Support Agency

MISSION:

Conduct consistent, sound, and repeatable standards-conformance and
interoperability TE&C of force application / protection systems and Joint tactical data
links in order to validate implementation of approved standards in a Joint / Combined
environment and facilitate interoperability across DoD and other agencies.

In addition, identify capabilities / limitations and operational impacts with regard to
interoperability / net-readiness.

FUNCTIONS:

FA/ FP system acquisition life-cycle support, to include: review and approval of
acquisition documentation, test plans, and test reports

Execute agile testing and certification of force application and force protection
systems for interoperability using hardware-in-the-loop and operationally-realistic
U.S. only, Combined, or NATO environments

Provide TE&C certification services for Tactical Data Link (TDL) systems

Support the DISA Command & Control Interoperability Boards (CCIBs)

Provide Operational Assessments of TDL systems in support of COCOM exercises
Provided technical support in answering JITC Warfighter Support Hotline trouble calls

<] [
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Battlespace Communications

A Combat Support Agency

MISSION:

Supporting the warfighter through Testing, Certification, and Technical Assistance
regarding transport layer communications systems and technologies.

FUNCTIONS:

Interoperability testing and certification

Unified Capabilities testing and certification

Information Assurance testing

Standards Conformance testing and certification

Requirements definition support

Performance and functional testing service for Program Managers
Formal Help Desk and Training in support of Program Managers
Ad-hoc troubleshooting support to operational users




Defense Information Systems Agency

National Intelligence Portfolio

A Combat Support Agency

MISSION:

Since its inception in January of 2003, the team remains committed to aggressively and
objectively testing current and emerging technologies for the National Intelligence and
Warfighter community; ultimately mitigating the risk through stringent yet realistic early
test and certification for offensive and defensive joint and coalition decision makers
around the world.

FUNCTIONS:

Provide the best test support to the DoD/Intel Community throughout the system lifecycle

Verify, assess and certify national collection & dissemination of IT capabilities and forge
Improved performance across the entire spectrum of cyber technology

Guide hyper-agile efforts on DCGS, IBS, USSOCOM C2 first-hand in development/fielding

Drive the leading-edge in standards conformance testing of various products related to
National Imagery Transmission Formats and Motion Imagery capabilities

Synergize with in-house and deployed support assets ensuring diverse developmental,
operational and interoperability test, evaluation, and certification efforts

Apply processes/procedures using state of the art labs & a high-tech enterprise network
Ensure testability of program requirements & timely related document reviews

Act as an independent Operational Test Agent for other key 3-letter agencies

Serve DISA, the DoD CIO and Joint Staff in IT and NSS IOP Excellence m 49
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The JTF conducts testing of national intelligence community information technology systems hardware, software and components.  

JITC provides "one-stop systems testing" with its one-of-a-kind array of test beds and uniquely qualified staff. The command can interface all of its on-site capabilities and its network with any other testing or operational facility worldwide. The JITC facilities are located at Fort Huachuca, Ariz., and Indian Head, Md. JITC is a member of the Major Range and Test Facility Base (MRTFB).
JITC services the Defense Information Systems Agency (DISA), combatant commands, the Department of Defense (DoD) and other federal agencies, allies, coalition partners and commercial vendors.�
For complete service descriptions and points of contact, go to http://jitc.fhu.disa.mil.




Homeland Security/Information
Assurance Portfolio

A Combat Support Agency

MISSION:

 Provide the full range of testing services, technical support, coordination,
and oversight to the Department of Defense (DoD), the Department of
Homeland Security (DHS), as well as Federal, State and Local governments
to ensure seamless acquisition, integration, and Information Assurance of
systems supporting the DOD and the National Command Authority.

 Support the test Portfolios and Divisions with Information Assurance

expertise to ensure Command standardization and integration with all test
activities.

FUNCTIONS:

* Plans, directs, coordinates, and controls IA assessments during all phases
of testing for Joint NSS and IT systems.

» Serves as the lead Operational Test Agency (OTA) for United States
Strategic Command (USSTRATCOM), and United States Transportation
Command (USTRANSCOM) and United States Cyber Command
(USCYBERCOM) for all aspects of IOP/IA assessments during major
exercises under their purview.

« Serves as IA/IOP support to other OTAs during major COCOM exercises.

Bl -




Assurance Portfolio

Homeland Security/Information

A Combat Support Agency

FUNCTIONS (cont’d):

Performs IA assessments in support of developmental and operational tests, Net-
Ready Key Performance Parameter (NR-KPP) test certifications, COCOM exercises,
and on customer requested products.

Performs DoD Information Assurance Certification and Accreditation Process
(DIACAP) related efforts for the Defense Information Systems Agency (DISA), DoD
and non-DoD organizations.

Performs IA assessments for vendor developed products to ensure compliancy
with DoD policies and guidelines to include the Unified Capabilities Requirements
(UCR) for placement on the Approved Products Listing (APL).

Support the integration of DoD and DHS systems and architectures through
coordination of requirements and providing life cycle test and evaluation services.

Support non-DoD C4l systems acquisition and integration through leveraging DoD
systems, architectures, and test and evaluation capabilities to support the HLS/HLD
mission.

Plan, conduct, analyze, evaluate and execute testing for interoperability of DoD and
DHS systems, architectures and capabilities in direct support of the National
Command Authority (NCA) and federal, state, and local authorities.

Provide operational, technical, and standards knowledge sharing services to the
HLS/HLD component organizations. m -
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Authority

Defense Information Systems Agency
A Combat Support Agency

DoD CIO - Interoperability Certification

m 4630.05
“IT SS interoperability

shall be verified early,
and with sufficient frequency and certification of the
throughout a system’s life ..” NR-KPP.
Title 10

United States Code (USC)

Section 2223
IT: Additional Responsibilities of DoD CIO
“Ensure the interoperability of
Information Technology and
National Security Systems
throughout the DoD.”

SI 6212.01
Stablish policy

DoB5000 series
“Fol tems, including NSS,
.. JITC shall provide system
interoperability test certification
memoranda ... throughout the
system life-cycle and

regardless of ACAT"

DI 4630.8
“Al and NSS ... must be

tested for interoperability
before fielding ... and
certified by DISA (JITC).”

c¥€S| 3170.01
Establishes JCIDS
w/ NR-KPP for
CDD and CPD

& procedures for development

DOT&E - Operational Test Reports

DOM"HOSJQ, “DISA” D
Directs DISA to establish an OTA

2141.2, “DOT&E”

Lists the five recognized OTAs,
including (JITC).

Title 10
United States Code (USC)

Section 139: “The Director [OT&E] shall prescribe...
policies and procedures for the conduct of
OT&E in the DoD...and report test results
to Congress...”

Section 2399: OT&E must be adequate, and
determine operational effectiveness and
suitability

Pl 5010.41,
JO ST & EVALUATION DIS RUCTION 640-195-1
(JT&E) PROGRAM TEST & EVALUATION (T&E

“A JT&E is OT&E that brings “JITC sh II%A I
Military Departments together O bl OTME19) -

Epi == The Commander, JITC, will report
to assess Service interoperability i PO
in joint operations.” directly to the Director, DISA,

on OT&E matters.”

Policy Driven Execution of Operational Testing and Interoperability Certification .,
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The JITC has three major mission areas.  First, we serve as DoD’s sole Joint Interoperability Certifier.  We also serve as an Operational Test Agency for DISA and other agencies across the federal government.  And finally, we have a role in supporting the Warfighter in the field with any interoperability-related issues through our JITC Hotline (1800LETJITC).  

JITC is a direct reporting unit of the Defense Information Systems Agency (DISA).  DISA is the Department of Defense (DoD) agency responsible for information technology, and centrally managed major portions of the Global Information Grid (GIG).   DISA is responsible for planning, developing, and supporting IT and NSS that serve the National Command Authority (NCA) under all conditions of peace and war.

JITC's mission is to support the Warfighter and our many customers. Because JITC has been designated as the joint interoperability certifier of IT and NSS, we have a direct reporting responsibility to the Office of the DoD Chief Information Officer.  Since JITC is designated as DISA's Operational Test Agency (OTA), we also report to the Office of the Secretary of Defense (OSD) Director of Operational Test and Evaluation (DOT&E). 




Mapping NR-KPP to
Operational Impact

(notional example)

Defense Information Systems Agency
A Combat Support Agency

Operational System Data &
Capability Activity Function Interface Services Standards
SV-4 SV-6 EVTS TV-1
(T) FBCB2  IINVIe- Wl =0 WSDL
Blue Force BTt Force Ground
Location UDDI
Auto Data — Current
_ Understand T\ (T) BFT
Joint C2 Blue Force SATCOM Service: Blue XML
Resource Force Ground
States (T) BFT Data — Projected WS-l
Blue Force SATCOM Basic
Location ISR Data: JBFSA Profile
Sensors (O) DCGS-A ESNIEEY=1o lele]
SOAP
—_ 2N A\ ’
—~ N Y
Compliant Solution Architectures  Net-Centric GIG
(Operationally Effective Information Exchanges) Data & Services Technical
Information Assurance & Supportability Guidance 54
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The NR-KPP is often mistaken as solely a technical requirement for systems.  In evaluating the NR-KPP it is important to always tie back to operational impact.  What this means, is that you can take an issue related to compliance with the NR-KPP and provide a statement of how that issue will affect the ability to accomplish the mission at hand.  This type of impact statement is important to both Warfighters and decision makers in the evaluation of systems for fielding.  

So let's look at a notional example of how we might tie the NR-KPP to operational impact.  Let's assume we have some Joint Mission Thread, in this case "Joint C2".  Joint Mission Threads describe a capability needed in order to complete a mission.  The JMT should outline a series of operational activities required to achieve the described capability.  In this example, we are looking at an operational activity from an OV-5 called "Understand Blue Force Resource States".  So, this means that in order to achieve the Joint C2 capability, we must be able to Understand Blue Force Resource States.  There may be additional operational activities required, but this example will focus on the decomposition of this single activity for simplicity.  So, following this example, the operational activity is then decomposed into two systems functions - blue force location auto track feed, and blue force location ISR sensors.  These system functions are documented in the SV-4 architecture product.  In reviewing the SV-6, we can see that in order to achieve the "Blue force location auto track feed" system function, there must be two interfaces in place - one with FBCB2 EPLRS and one with BFT SATCOM.  These are both THRESHOLD level interfaces (meaning that they are Joint and Critical) as denoted by the "T".  Likewise for Blue force location ISR sensors, there are two interfaces - one with BFT SATCOM (threshold) and another with DCGS-A (Objective).  So, if our system was not able to effectively exchange information with FBCB2, we would be able to clearly tie that to the ability to execute the "Blue force location auto track feed" function.  

The next column denotes the net-centric data and services that our system is providing to the enterprise.  These services and data are documented in the systems Exposure Verification Tracking Sheets (EVTS), also commonly known as the "blue sheets".  These data assets and net-centric services are evaluated for compliance with the net-centric data and services strategies.  They are evaluated for such things as "visibility," "accessibility," and "interoperability."  And finally, the last column denotes a notional set of standards from our system's TV-1.  So, let's assume that for some reason we were not in compliance with the WS-I Basic Profile standard.  As a decision maker, I would want to know "what does that mean to me?".  If non-compliance with that standard prevents me from exchanging data with FBCB2 through my "blue force ground data-current" service, I could provide an operational impact statement that lets the decision maker know that this standards conformance issue could result in an inability to execute the Blue Force Location Auto Track Feed system function.  If that system function is critical to being able to achieve the Joint C2 capability, the decision maker could in fact decide NOT to field because of that critical operational impact.  However, if we were to just say that a system is not conformant with the WS-I Basic Profile standard, there is no context as to what the impact of that really means to the Warfighter.  And if you can bring your attention to the bottom of this slide, you can see how all of these products tie back to the different elements of the NR-KPP.  TV-1 standards are part of the GIG Technical Guidance element, the EVTS data and service assets are evaluated as part of the Net-centric data and services strategies element, the exchange of information in support of operational activities is evaluated within the compliant solution architectures element, and Information Assurance and Supportability are required to achieve any capability that uses DoD networks.


NR-KPP Elements

Defense Information Systems Agency
A Combat Support Agency

Operationally Effective E2E

Information Exchange

Evaluate based on Measure of Effectiveness
derived from Operational and System Architectures

Net-Centric
Data and Services

Evaluate visibility, accessibility, understandability and
compliance to DoD Information Enterprise Architecture

Assured GlG Standards
Information compliance
Verify C&A status, and that IOP testing is Evaluate compliance with Standards and
conducted using the approved IA configuration applicable GIG Enterprise Service Profiles

Supportability
(Spectrum, JTRS, SAASM, TDL Implementations)

Verify programs comply with respective policy and guidance

JointInteroperability Certification s based on NR-KPP

requirementsin,CRDand ISBE/TISP
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This illustrates the relationships among the NR-KPP elements.  Operationally effective end-to-end (E2E) exchange of information is the key criterion for interoperability.  The program-specific solution architectures identify and specify those exchanges, and the operational activities they enable.

As the DoD evolves towards a fully net-centric enterprise, increasing numbers of information exchanges will be accomplished using net-centric services and data implemented in accordance with the DoD data and service strategies.  Verifying these exchanges take place in an effective manner includes verifying that they are implemented and executed in accordance with the data and service strategy requirements, and the principles and business rules of the DoD Information Enterprise Architecture.

It's important to ensure all exchanges meet the appropriate information assurance criteria for availability, confidentiality, integrity, authentication, and non-repudiation.  Similarly, achievement of maximum current and future interoperability will depend in part on correct implementation of data, service, protocol, waveform, and related standards appropriate to the capability under development.  Documentation of these standards, especially those supporting critical activities and exchanges, and verification of the degree of conformance achieved, is a critical component of interoperability evaluation.

Finally, verification of the achievement of key supportability requirements, such as those relating to spectrum certification, JTRS usage, SAASM compliance, and TDL implementations, provides critical additional information in evaluating satisfaction of the NR-KPP.



Leveraged Support

Defense Information Systems Agency
A Combat Support Agency

The below example shows how JITC leverages support and expertise
across Divisions & Portfolios to accomplish the T&E mission:

‘ Commander

Divisions

Operational Test
&
Evaluation

Business
Management

Warfighter

Strategic Planning
Support &

Engineering

Testbed Operations Facilities

OT&E — Evaluation Strategy & OE/OS determination
Engineering —Instrumentation

Testbed Ops — T&E Infrastructure

Enterprise Services — DT/IOP/OT Test Execution & Support
C2 — Interoperability Certification

Force Application — Tactical Data Link interface testing
National Intel —Imagery T&E Support

IA — DITSCAP/IA Security T&E

Portfolios

Enterprise ~Focused
Services Logistics/Business

C2and
Battlespace
Awareness

ForceApplication
Force Protection

Battlespace National
Communications Intelligence

Homeland Security/
Information Assurance




Joint Systems Engineering

Defense Information Systems Agency
A Combat Support Agency

\ Service Focused Requirements Produce Service Focused Systems

Army Unique
System Requirements

Navy Unique
System Requirements

FA-18E/F

F15E, A-10, B-1 . .
B-52, AC-130 Air Force Unique

BAO Kit, F-22 System Requirements

AV-8B, AH-1 - .
FA-18C/D MarineUnique

Strike Link System Requirements

Jointkocused Requirements ProduceJointkEocused Systems

System of System Solutions Army Unique
System Requiremen

« Joint Architecture Navy Unique

System Requirements
« Standards Profiles

Air Force Unique N g \
e Configuration Control System Requiremen T
| 1 i M%
L Radiig)

Ma”ne Un'que Asﬁww [SATCOM)
System Requirements # JFCOM Recommended
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This chart describes a pervasive challenge in the acquisition and fielding of joint IT capabilities.  The top half of the slide depicts Service led program by program acquisitions that do not manifest into capabilities that are optimized for joint operations.  Lessons learned from the JFCOM led Digital CAS effort recommended establishment of Joint governance in the form of joint operational architectures, standards profiles, and configuration control to fix the lack of a joint DCAS capability.  The methodology to acquire joint capabilities requires the establishment of joint governance at the beginning of the acquisition process, as depicted in the bottom half of the slide, vice figuring out how to fix joint capability challenges after fielding.
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Replacement Value = $25B

Defense Information Systems Agency
A Combat Support Agency
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