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1. Purpose

This Interoperability Process Guide (IPG) outlines the procedures and documentation required
for Joint Interoperability Test and Certification, waiver processing, and associated processes and
procedures. This guide addresses joint interoperability test and certification based on the Net-
Ready Key Performance Parameter (NR KPP).

a. Section 2 outlines the governing directives and documents that underpin interoperability
testing, and identifies key organizations that participate in interoperability policy making and its
implementation.

b. Sections 3, 4, and 5 identify the processes and procedures and guiding principles that
cover preparation, evaluation, and reporting for Joint interoperability certification.

c. Sections 6, 7, and 8 outline the DoD CIO processes and procedures for Interim Certificate
to Operate (ICTO), Waivers to Policy, and Operating at Risk List (OARL).

2. Overview of Certification Policy and Process

a. Certification Policy. There are several DoD and Chairman of the Joint Chiefs of Staff
Instruction (CJCSI) policy documents governing interoperability for DoD. Figure 2-1 identifies
the key interoperability directives, instructions, and guides, and their relationships.

(1) DoD Directive (DoDD) 4630.05 (reference (a)), DoD instruction (DoDI) 4630.8
(reference (b)), and the DoD Chief Information Officer (CIO) memorandum, “Interim Guidance
for Interoperability of Information Technology (IT) and National Security Systems (NSS),”
(reference (c)), state that all IT systems, including NSS, must be evaluated and certified for
interoperability prior to fielding of a new system or upgrade to existing system, and periodically
during the system’s life cycle.

(2) Reference (c) designates the Joint Interoperability Test Command (JITC) to serve as
the Joint Interoperability Certification Authority for DoD, and specifies that JITC shall certify all
joint IT and NSS for interoperability, based on a Joint Staff certified NR KPP, when applicable.
(CJCSI) 6212.01 and its associated manual (references (d) and (e)) prescribe the development
and content of the NR KPP, and the DoD Architecture Framework (DoDAF) development
process and resulting data to be used in developing the NR KPP.

(3) DoDI 8330.xx, which is under development, will update policy and procedures for
interoperability of IT and NSS and incorporate and cancel DoDD 4630.05 and DoDI 4630.8
(references (a) and (b)).

(4) This IPG provides the processes for joint interoperability testing, system
certification, and waiver submissions per reference (c). This joint interoperability test and
system certification is based on the NR KPP per reference (d) and (e). This IPG will be updated
periodically, as needed.
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Figure 2-1. Interoperability Directives, Instructions, and Guidance.

(5) Interoperability certification policy and requirements for Unified Capabilities (UC) is
defined in the UC Requirements (UCR) Document (reference (f)), DoDI1 8100.04 (reference (g))
and in the Approved Products List (APL) Process Guide (reference (h)). Examples of such UC
capabilities are voice switches, servers, and mobility devices such as smart phones. Certification
of these types of components is not further discussed in the IPG.

(6) Interoperability requirements for systems may be developed using approved
processes outside the normal acquisition framework (i.e., without using the NR KPP or UCR
constructs) to represent requirements. In such cases, the DoD CIO and Joint Staff, with technical
assistance as required from JITC, must specify what artifacts may be accepted as interoperability
requirements for evaluation. Other than the type and source of requirements, all other aspects of
the IPG guidance apply.

b. Joint Interoperability Certification Process. Defense Information Systems Agency
(DISA) JITC, as the DoD’s sole joint interoperability certifier, assists the designated test
organization and Program Management Office (PMO)/sponsor in defining interoperability data
collection requirements for joint interoperability certification. Figure 2-2 shows a general
process flow. Testing may be conducted by JITC, by other designated test organizations, or
through a collaborative effort between JITC and other test organizations.

(1) The JITC will perform joint interoperability testing in coordination with other test
organizations; include the interoperability data collection requirements in an already planned
event; or plan and conduct a separate interoperability test event. When working in collaboration
with other test organizations, the JITC can obtain data from an Information Assurance (1A),
Developmental Test and Evaluation (DT&E), User Acceptance Testing (UAT), Operational Test
and Evaluation (OT&E), or any combination thereof. All JITC interoperability efforts will be
funded by the program management office of the program under test. JITC will strive to design
the most effective solution and work to conserve resources while achieving the greatest testing
efficiencies.
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Figure 2-2. Joint Interoperability Process Overview.

(2) Specific to National Security Systems, the JITC will assist National Geospatial-
Intelligence Agency (NGA) and National Security Agency (NSA) with interoperability
objectives and help define interoperability test and evaluation criteria, measures, and
requirements established by intelligence functional managers. The JITC will assist with the test
planning, data collection, and reporting to ensure systems undergo and successfully complete
joint interoperability test and evaluation in accordance with these criteria. All JITC
interoperability efforts will be funded by the program management office of the program under
test. JITC will strive to design the most effective solution and work to conserve resources while
achieving the greatest testing efficiencies.

(3) If asystem is denied certification (due to a deficiency) or has not made significant
progress toward achieving joint interoperability certification, the system may be placed on the
Operating at Risk List (OARL) which is monitored by the DoD CIQO’s Interoperability Steering
Group (ISG). (See section 8 for OARL policy and procedures.)

c. Interoperability Process Overview. Figure 2-3 provides an overview depiction of the Joint
Interoperability Certification preparation, test and evaluation, and certification processes which
are detailed in sections 3, 4, and 5. This diagram depicts a notional process flow for a program
of record; it has been streamlined for efficiency by JITC interoperability experts. Therefore, all
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of the steps would be applicable to most systems requiring a certification. For easy reference,
corresponding IPG paragraph numbers are associated with each activity block in the diagram.
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Figure 2-3. Joint Interoperability Certification Process.
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3. Pre-Joint Interoperability Certification Procedures

The following discussion identifies major steps required by stakeholders to prepare for
interoperability Test and Evaluation (T&E). The T&E checklist shown in Figure 3-1 below
typifies the range of test preparation activities that routinely occur during this initial phase.

Pre-Joint Interoperability
Joint Staff T&E Checklist

v" Determine Need
v" Develop NR KPP Requirements

Program v" Requirement for Joint Certification

3 v Make Initial JITC Contact
Office v Assemble Required Documentation
v Equipment Configuration/IA Controls
v Develop Test Plans/Schedule
v" Determine T&E Resources

*All or part of each task may occur

during thistest phase

Figure 3-1. Interoperability Preparatory Test Activities.

a. Determining the Need for Joint Interoperability Certification. Joint interoperability
certification is required of all systems with joint interfaces or joint information exchanges with
other systems. A joint interface is determined when any system whose mission is joined through
a logical connection with a system(s) or data sources from an external partner for the purpose of
exchanging common data, sharing situational awareness, or partnering to perform a single
mission (i.e., when one program such as Identity Management is consumed as part of data reuse
efficiencies). An external partner is defined as another U.S. Government Department or Agency
(including federal, state, local and tribal), Coalition partners, non-governmental organizations, as
appropriate, or any combination thereof that utilize the same interfaces and/or exchange
information produced/consumed/shared or distributed by the system under test. Interfaces and/or
information exchanges include all the data products and waveforms used or produced by the
system (including sensor platforms).

b. Determining the Need for NR KPP Certification. The Joint Staff is responsible for
confirming which system has joint interfaces or joint information exchanges and require a Joint
Staff NR KPP certification. Any system that requires Joint Staff NR KPP certification shall also
require JITC Joint Interoperability Certification. If joint applicability is in doubt, the
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PMO/sponsor should contact JITC to make a determination. If questions still remain, the
PMO/sponsor may raise the issue with the DoD CIO, through their respective ISG
representatives, for final resolution. A list of Service/Agency ISG representatives can be found
on JITC’s ISG Resource website: http://jitc.fhu.disa.mil/cqgi/isgsite/index.aspx.

c. Development and Joint Staff Certification of the NR KPP. An early step in preparation
for joint interoperability T&E is a Joint Staff requirements review, to include certification of the
NR KPP (or equivalent documentation) developed by the PMO/sponsor -- see references (d) and
(e) for policy and procedures on developing the NR KPP and supporting documentation.
Generally, certification of interoperability involves evaluating three (3) attributes with the NR
KPP (see Figures 3-2 and 3-3), and associated technical requirements defined in, or derived
from, the solution architecture data. The NR KPP defines the measures of effectiveness (MOES)
and measures of performance (MOPs) associated with the three attributes of the NR KPP
described below.

Net-Ready Key Performance Parameter

NR KPP now focused on three
attributes that include program
specific, validated, verifiable
performance measures and metrics.

Figure 3-2. NR KPP Focus.

(1) Support Military Operations. This attribute involves the MOEs and MOPs used in
evaluating the operational effectiveness of interoperability aspects of the system being tested
within the operational context in achieving the tasks constituting its operational mission. Test
data for this attribute will normally be obtained from the test reports provided by the designated
test organization responsible for the OT&E of the system.

(2) Enter and Be Managed in the Network. This attribute provides MOEs and MOPs
addressing the ability of the system to successfully enter into and be managed within the

6
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networks it must operate in to perform its operational mission, as well as associated technical
parameters included in or derived from architecture data for the system and the associated
networks. Evaluating these details involves addressing both operational and technical
requirements associated with the system’s interaction with the specified networks. This
evaluation may make use of data collected from DT&E, for some technical requirements, and
OT&E for the operational requirements. Evaluating NR KPP MOEs and MOPs may involve
data collection requirements beyond those included in the PMO’s/sponsor’s initial planning.
Early coordination between the PMO/sponsor and JITC will usually facilitate the development
and inclusion of these requirements in time for PMO/sponsor test planning. Careful review of
any program that asserts that it does not enter nor is not managed in a network is critical here,
particularly with sensor programs, payloads, or platforms (manned or unmanned).

(3) Effective Information Exchange. This attribute provides MOEs and MOPs
associated with specific interfaces and information exchanges supporting the operational
mission. It also considers interface and exchange technical parameters included in, or derived
from, architecture data. As with the previous attribute, evaluation of this attribute must address
both operational and technical requirements associated with each interface or exchange. Data to
evaluate satisfaction of these requirements may be obtained from DT&E, for some technical
requirements, or OT&E. Early coordination between the PMO/sponsor and JITC is essential to
ensure collection of the required data as part of the testing planned by the PMO/sponsor.

Previous Elements Current Disposition
e + Information Assurance === A now exclusively a DAA responsibility

@CJCSII

NR KPP Former + GIG Technic.al Guidance === Exists inthe ISP
Policy * Data & Services Strategy=——= Replaced by DIV-3 submission
NR KPP » Compliant Selution == ConsideredDoDAF architecture data
M | Architecture
e + Supportability Compliance==3» MovedtoISP, except“spectrum
| requirements” remainsin new NR KPP

Redefined
Policy New NR KPP Features

* NR KPP provides program specific validated,
h i verifiable performance measures and metrics
Three NR KPP Attributes

1. Ability to support military operations New * NR KPP Architecture developmentmethodology
2. Enter and be managed in the network E > hased on DODAF architecture or optional NR KPP

3. Effectiveinformation exchange oeus Architecture Data Assessment Template

» Alignmentwith DoD Information Enterprise
Revised NR KPP scope for all Architecture
ITand NSS that contain joint interfaces «Process details addedto the NR KPP Manual

or joint information exchanges

Figure 3-3. Redefining NR KPP Policy.
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d. Preparing Requirements for Joint Interoperability Certification. PMO/sponsor has the
responsibility for developing the requisite interoperability requirements documents and
associated architecture data. The following policy and guidance, as well as appropriate
component requirements, governs preparation of this documentation.

(1) Joint Capabilities Integration and Development System (JCIDS) documentation is
prepared and submitted as directed by CJCSI 3170.01 (reference (i)), and the associated manual
(reference (j)).

(2) Information Support Plans (ISPs) are governed by references (b) and (c).

(3) Preparation of the NR KPP, and related architecture analysis supporting its
development, is detailed in references (d) and (e). These references also delineate the
requirement for Interface Control Agreements (ICAs), and point to a descriptive ICA template on
the “CJCSI 6212 Resource Page’ portal (reference (k)) at:
https://www.intelink.gov/wiki/Portal:CJCSI_6212_ Resource_Page.

(4) More detailed description of the DoODAF, and its application in developing capability
solution architectures, is found at the DoD CIO DoDAF web site (reference (1)) at:
http://dodcio.defense.gov/dodaf20.aspx.

e. Initial Contact with JITC/Scheduling for Test. To shorten test timelines, the
PMO/sponsor should establish contact with JITC as early as possible (during initial development
phases) to begin coordination for interoperability evaluation. The JITC public website
(http://jitc.fhu.disa.mil/) provides forms and contact information under the “Support” section.
Funding arrangements for planning, testing, analysis, and reporting associated with
interoperability certification is the responsibility of the PMO/sponsor. In the case of Common
Data Link (CDL), testing is funded by the CDL Executive Agent.

f. Required Documentation for Test. The PMO/sponsor must provide the following
information at least 120 days prior to any test and evaluation activity that will support joint
interoperability certification:

(1) Approved requirements documents with certified NR KPP. Documents required
include:

(@) A Joint Staff-certified NR KPP, as part of an approved requirements document.
The NR KPP shall describe a set of performance measures, to include MOEs and MOPs.

(b) Appropriate supporting solution architecture data, as indicated in references (d)
and (e).

(2) Interface Documentation.

(@) ICAs, as mentioned in reference (d), for each external interface of the system to
be certified.

8
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(b) Interface Control Documents for each interface (made available to JITC, relevant
Functional Manager(s), and other participating test organizations).

(3) For systems employing technology governed by policy mandating specific standards
conformance requirements (e.g., specified by DoD Information Technology Standards Registry
(DISR)), documentation of appropriate standards conformance certification shall be provided or
cited. For example, Radio Frequency (RF) communications often require over-the-air-
interoperability, which involves the ability of two or more radios to process the waveforms
generated by the other device. Such policies, for example, include those governing:

(a) DoD Ultra-High Frequency (UHF) Satellite Communications (SATCOM),

(b) Geospatial Intelligence (GEOINT) standardization for Still Imagery, Motion
Imagery, and Geospatial Intelligence, and

(c) Selected High Frequency (HF) and Very High Frequency (VHF) communications
capabilities.

(4) Documentation of an authorized IA configuration sufficient to ensure a realistic 1A
testing environment. The PMO/sponsor must provide documentation, signed by the sponsor
Designated Approving Authority (DAA), when claiming exemption from any IA requirements.
When a PMO/sponsor is developing an enterprise application or service that is wholly dependent
upon the enterprise infrastructure for security and access control, the requirements for security
certification may be waived by the DAA.

(5) Version identification information for the system or system components (both
services and data) to be certified, and for any interfacing capabilities and enterprise components.

(6) Approved PMO/sponsor and designated test organization test plans and planning
documents (see below).

(7) Program Security Classification Guide.

g. Equipment Configuration/Application of Required IA Controls. Interoperability
evaluation will be based on testing of production representative systems in as realistic an
operational environment as practicable, to include the expected joint operating environment.
Testing includes the use of test scenarios with a typical message mix, loading that reflects normal
and wartime modes, and benign and hostile environments. System test configurations will
represent realistic 1A aspects of the operational environment to include application of all of the
applicable 1A controls. If the proper IA configuration is not used during testing, then the test
results may be invalidated, requiring additional testing. It is important in the planning stages to
recognize the need for a suitable interoperability environment (for the system under test and
interfacing systems), including IA considerations.

h. Developing Test Plans/Schedule. Joint interoperability evaluation by JITC provides a
detailed assessment and determination of a system’s joint interoperability. The PMO/sponsor
shall coordinate with JITC to integrate interoperability test requirements and resources into the

9
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system's T&E documents (e.g., Test and Evaluation Strategy (TES), Test and Evaluation Master
Plan (TEMP), and test plans). The JITC may produce two types of system specific plans: the
Interoperability Certification Evaluation Plan (ICEP) and Interoperability Test Plan (ITP). The
plan(s) used will depend on several factors: the complexity of the system (e.g., single item,
number of external interfaces); development approach (e.g., commercial off the shelf (COTYS),
evolutionary with numerous increments); and the anticipated number of JITC and non-JITC
conducted test events. Changes in requirements, architecture, concept of operations, or the
developmental/operational testing program may require changes in the overall plans. When a
program is being developed in increments (phases, blocks, spirals, major releases, etc.), the plans
must specify which requirements the system must meet at each increment.

(1) TES/TEMP.

(@) Whenever possible, interoperability test data (including standards conformance)
shall be obtained from the test program developed by the PMO/sponsor and designated test
organization, with input from JITC regarding data collection required to satisfy interoperability
evaluation requirements. JITC shall provide these interoperability data collection requirements
to the PMO/sponsor and designated test organization as early in the life-cycle as possible (after
receipt of funding) to be included in TESS/TEMPs and test plans. JITC interoperability
certification is based on results from events that are as operationally realistic as feasible. This
normally entails collection of data obtained from operational testing, operationally realistic
exercise events, or from actual operational use.

(b) PMO/sponsor and designated test organization shall coordinate test plans with
JITC at least 120 days prior to any test event supporting interoperability evaluation.

(c) When test data from the PMQO’s/sponsor’s test efforts are insufficient to perform
an interoperability evaluation, or not expected to be available or sufficient for evaluation, JITC
(when funded, and in coordination with, the responsible PMO/sponsor and designated test
organization) shall develop and execute a plan for interoperability testing for collection and
evaluation of the necessary data.

(d) NR KPP MOEs/MOPs (or equivalent requirements) shall be used to develop the
TEMP measures. Established Joint Mission Threads (JMTs) shall be used to verify the
operational effectiveness of information exchanges.

(e) Standards conformance testing programs serve as a foundation for overall joint
interoperability evaluation and should be conducted prior to joint interoperability testing. The
PMO/sponsor shall coordinate with JITC during the planning of standards conformance testing
to ensure interoperability evaluation needs are adequately addressed. This will allow JITC to
leverage planned testing for the system’s joint interoperability certification process and minimize
additional testing.

(FH) Coordination and scheduling considerations should be negotiated by the
PMO/sponsor and designated test organization with proponents of interfacing systems (e.g., the
certification process requires interfacing systems be available during interoperability testing).

10
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(2) Interoperability Certification Evaluation Plan (ICEP). An ICEP is an optional JITC
test and certification strategy that identifies a series of test events at which data collection in
support of interoperability evaluation is planned. It is normally developed in coordination with
the PMO/sponsor using the TES or TEMP to identify suitable events for interoperability data
collection. Also, it is used to coordinate development of data collection requirements and
procedures with the PMO/sponsor and associated designated test organizations. An ICEP
establishes an overall plan on how a system or SoS will be evaluated. An ICEP will usually
point to individual test plans for the details on testing component systems.

(3) Interoperability Test Plan (ITP). An ITP describes a system to be tested, test
objectives, and detailed test procedures, for an interoperability test. JITC develops an ITP when
no previous or planned testing will produce the data needed to evaluate interoperability, where
programmatic or other constraints preclude inclusion of suitable data collection in planned
testing. ITPs are written for individual test or data collection events. These plans detail the
testing and data collection and analysis procedures that apply to that event. A variant of an ITP,
generalized test plans, may be applicable to some testing programs where the only variable is the
specific system under test (i.e., test configuration, procedures, etc., remain the same).

(4) Operational Test Readiness Review (OTRR) Interoperability Statement. JITC
evaluates whether a system is ready for OT&E, from an interoperability perspective, and
provides an appropriate recommendation with regard to proceeding to OT&E based on that
evaluation. Reference (b) describes the contents of the JITC OTRR input.

i. Determining Required Resources for Test & Certification. To be cost effective, the
PMO/sponsor must integrate the evaluation of a system’s interoperability into the overall test,
evaluation, and development processes as early in the developmental life-cycle as possible. The
PMO/sponsor and JITC shall jointly establish a strategy for evaluating interoperability
requirements in the most efficient and cost effective manner, in an operationally realistic
environment. This evaluation strategy identifies the data necessary to support an interoperability
evaluation, as well as indicate the test events/environments planned to produce that data.

11
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4. JITC Joint Interoperability Test and Certification

During testing a variety of structured events surround successful interoperability test and
certification. Figure 4-1 below summarizes the range of activities that typically occur during this
key phase of test activity.

Program IOP Certification
Office Test Phase Activities

A -

v Establish Realistic Test Environment

v~ Employ Authorized IA Configurations

v Document Test Configurations

v Configuration Manage all Test
Components/Material

v Record Version ID for System/Interfacing
Systems - Load Correct Software!

v Conduct Test Events

v Collect Test Data & Share in Common
Database

“Test by One — Use by All”

Figure 4-1. Representative T&E Test Phase Activities.

a. Test Conduct.

(1) Testing provides the data for interoperability evaluation and follows the plans
developed during pre-test activities. While test data is an essential element for analysis, it can be
an expensive and unusable collection of bits if there is insufficient attention paid to the basic
tenets of testing. While the test environment must be properly configured, including 1A controls,
often overlooked are some simple, yet even more critical items. It should go without saying that
the correct version of the software and operating systems must be loaded and configuration
managed. Version identification is equally important, not merely for the system under test, but
for interfacing systems. Documenting this information during testing is critical to a successful
test, as often it is unavailable afterwards. Results — good or bad — are meaningless if there are
uncertainties about how components were configured (both hardware and software) and what
version of a system interoperated with what interfacing system versions.

(2) Integrated T&E (*Test by one, use by all.”) is encouraged to leverage test events to
make the most effective and efficient use of scarce resources. However, it should be realized
that integrated testing does not result in a single test event that answers all questions. Nor does

12
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integrated testing mean that a single organization performs all of the evaluation and reporting.
What integrated testing does do is allow independent evaluators to share the data from a test,
with each performing the appropriate analysis to address their specific test issues. For example,
data to support interoperability evaluation is usually obtained from planned OT testing, with
JITC using the shared test data to provide Joint Interoperability Certification. Maximum benefit
can be obtained from integrated T&E if developer and test teams collaborate on test planning and
execution, and establish common databases to share data.

b. Initial Joint Interoperability Test and Certification Process.

(1) Joint interoperability certification is based on test and evaluation of production
representative systems (hardware/software) in as realistic an operational joint environment as
practicable, including use of authorized IA configurations.

(2) Joint interoperability certifications provide input to the Milestone Decision Authority
(MDA) (post Milestone B), or cognizant fielding authority, for a fielding decision. The joint
interoperability certification does not satisfy any other certifications that may be required (e.g.,
spectrum certifications, IA certifications or accreditations, network manager approval to connect,
and/or other validations/approvals).

(3) Preliminary interoperability status is available in the form of a Joint Interoperability
Assessment. This can be particularly useful in cases where requirements documents have not
been finalized, high risk areas warrant early feedback, etc.

(4) JITC shall evaluate interoperability test results using a variety of resources including:

(@) Joint Staff-certified NR KPP and associated architecture data, as well as any
additional interoperability-related requirements that are not specified in the NR KPP or
architecture products themselves, but can be derived from interface specifications or found in
other parts of the requirements documents. Issues with NR KPP requirements shall be raised
with the Joint Staff for resolution.

(b) Mission related data using JMTs, if provided,

(c) Data from DT&E, OT&E, acceptance testing, exercise venues, or other
demonstrations, consistent with any approved TES or TEMP, or other interoperability data
collection requirements, on technical and operational effectiveness of information exchanges
over interfaces from those test events or exercises. The potential operational impacts of all
unresolved interoperability deficiencies noted during evaluation must be determined by the
appropriate users or user representatives and be reported by JITC in any resulting certification.

(d) Interoperability test and evaluation criteria, measures, and requirements
established by intelligence functional managers (e.g., NGA and NSA).

(5) Pre-test activities by JITC include verifying that system and network configurations
used in testing are representative of a realistic operational environment, to include 1A
characteristics of the environment.
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(6) JITC may evaluate IA (or portions of 1A requirements) when requested, and shall
document any known IA status as part of reporting the interoperability status. However, some
portions of 1A requirements may not be (or able to be) assessed until after JITC interoperability
certification, and as such cannot be reported in the certification. Significant 1A issues shall be
reported in the Joint Interoperability Certification for systems with an NR KPP, and any
deficiency which has a potential critical operational impact, may result in JITC being unable to
certify the system.

(7) JITC shall also determine whether any necessary standards conformance
certifications have been obtained. This is usually accomplished in DT&E venues because of the
nature of standards conformance testing. JITC shall consider test results from previous standards
conformance testing conducted during system development.

(8) Evaluation of interoperability is not an evaluation of the functional capabilities being
tested, but of the effectiveness of its exchange of information within the operational
environment. Interoperability of a system depends on many factors that the PMO may influence,
but does not directly control. Interfacing systems, operational network access and loading,
atmospheric conditions, satellite transponder or channel availability, ambient electromagnetic
conditions, etc., are among the factors that may impact interoperability, and the resulting
certification, independent of the performance of the system under test. For this reason, unlike
most other forms of testing, deficiencies in interoperability may occur that are not attributable to
the system being tested, but may influence the interoperability evaluation and whether that
results in a certification. If a system has no requirement to operate under some set of conditions,
failing to do so may be noted but shall not be considered as an interoperability failure. For
example, atmospheric dust in excess of specified requirements prevents closing of a link.

c. Recertification Process. Interoperability can degrade over time. Changes to standards,
interfacing systems, and cumulative minor upgrades all impact the ability of systems to
interoperate and must be carefully monitored throughout the life-cycle. Joint interoperability
certifications for a specific increment must be renewed periodically or when system, operating
environment, or requirements changes occur that affect joint interoperability. The PMO/sponsor
is responsible for notifying JITC regarding incremental upgrades and other changes affecting
interoperability.

(1) Recertification Criteria. Recertification is required when:

(@) The joint interoperability certification is revoked (e.g., critical operational
deficiencies are reported after fielding in a given environment).

(b) The joint interoperability certification expires:

1. No more than four (4) years after the date of the certification, for all joint
interoperability certifications based on a Joint Staff-certified NR KPP.

2. No more than three (3) years after the date of certification for interoperability
certifications based on the UCR.
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(c) A new increment is released; materiel changes (e.g., hardware or software
modifications, including firmware) occur to the system that affect interoperability; or materiel
changes occur to interfacing systems that affect interoperability. Also, substantive revisions in
mandated DISR standards may constitute a change in the interoperability environment that
results in a need for recertification.

(d) Non-materiel changes (i.e., Doctrine, Organization, Training, Leadership and
education, Personnel, Facilities and Policy (DOTLPF-P)) occur that affect interoperability.

(2) Recertification Procedures. The PMO/sponsor shall perform the following activities
depending upon the specific situation.

(a) If certification is revoked:

1. Make changes to the system, the requirements, or both, to correct
discrepancies or operational interoperability issues that were responsible for the revocation.

2. Obtain new certification by following the processes outlined in this process
guide for attaining an initial certification.

(b) If certification is due to expire:

1. Contact JITC at least six months prior to scheduled expiration to allow
sufficient time for the recertification process to be accomplished.

2. Provide written verification that the interoperability environment (including
the system and interfacing systems) has been reviewed and has not changed such that it affects
system interoperability. Also, specify that system interoperability was verified through
exercises, operational use, and deployments. If changes have occurred that affect
interoperability, provide documentation on any changes in the interoperability environment.

3. Request the Joint Staff to review system interoperability requirements and
verify that those requirements are still valid.

4. If the system interoperability environment and requirements have not changed,
a new certification may be issued without additional interoperability testing when the current
certification expires.

5. Alternatively, if changes to the system or its environment have impacted
interoperability, or if the interoperability requirements have changed, a new joint interoperability
evaluation is required. Substantive revisions in mandated DISR standards constitute a change in
the interoperability environment which results in a need for recertification. Coordinate with
JITC to integrate joint interoperability certification requirements into the program’s existing test
activities (e.g., DT&E, OT&E, acceptance testing, exercise venues, or other demonstrations). If
that is not feasible, initiate planning for separate JITC test and certification.
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(c) If changes to the interoperability environment, including the interfacing
systems, system requirements, or the system have been made or are anticipated to occur (e.g.,
new increment to be fielded, or other materiel changes) that could possibly impact
interoperability:

1. Coordinate with JITC to determine whether the changes have impacted, or
may be expected to impact, interoperability of the system as documented through previous
certification or assessment efforts.

2. If the changes have been made to the system, or its requirements, and no
impact to interoperability has occurred or is anticipated, JITC should consider issuing an
extension to the existing certification (see below), unless a new certification is required. This
situation may occur because of significant changes to the requirements, such as a new interface
or new mandated standards.

3. If the changes are to interfacing systems or the interoperability environment,
and no impact has occurred or is expected, no action is required beyond the initial JITC
evaluation of the changes.

4. If interoperability is or will be impacted, planning shall be initiated to collect
data from past or planned test, exercise or operational venues, or to plan test events to obtain
such data. Such data is essential to evaluate interoperability of the changed system, or the same
system within the changed environment, to support a new certification.

(d) If DOTLPF-P changes related to the previously certified system have occurred
or are anticipated:

1. Coordinate with JITC to determine whether the changes have impacted, or are
anticipated to impact, interoperability of the system as documented through previous certification
or assessment efforts.

2. If impacts to interoperability have not occurred or are not anticipated, no
further action is required beyond the initial JITC evaluation of the changes.

3. If impacts to interoperability have occurred or are anticipated, initiate planning
to collect data from past or planned test, exercise or operational venues with which to evaluate
interoperability of the system within the changed environment for a new certification.

(3) Certification Extension Process. If a certified system is modified, but JITC
determines the modifications do not affect the previously determined interoperability status, the
previous certification may be extended to cover the modified version. The extended certification
has the same expiration date as the existing certification. The extension only applies to the
specific system versions covered, not to the expiration date. An extension request must include:

(@) A written statement that the modification does not affect interoperability.

(b) Sufficient information for JITC to independently determine the impact of change.
16
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5. Post-Joint Interoperability Test and Certification Process

This section describes the principal post-test actions required by stakeholders to accomplish
interoperability certification. The processes summarized in Figure 5-1 below typify the range of
post- test activities that routinely occur during this final phase of the process.

Post-Joint Interoperability
Test Process*

v Incorporate Exercise Test Results

Program v Leverage DT&E and OT&E Outcomes
Office v Document Test Results
v Conduct Data Analysis
v Certify System

v Distribute Results To All Stakeholders

*All or part of each task may occur

Designated

Test Organization

during this test phase

Figure 5-1. T&E Post-Test Activities.

a. Test Reports and Timelines. JITC shall provide interoperability test documentation with
a goal of delivery of 45 days from the end of testing and receipt of all required test information.
The PMO/sponsor and designated test organization provides all relevant reports, system/test
configuration information, including that for interfacing systems, test data, trouble reports,
analysis of any discrepancies, etc. in a timely fashion, keeping in mind the JITC processing time
required after receipt of test information. Figure 5-2 below depicts the sequence of events and
relative timelines integral to accomplishing this concluding phase of testing.

Joint Interoperability Test & Certification Timeline

Test Test Test Test
Coordination reparatiol Planning Execution
Initial JITC Contact  Requirements Planning Test Timeline Varies Documentation
Begins >120 Days Documentation, Completed, With System Size &
Priorto Test Time Varies Time Varies And Complexity Dissemination

Goal <45 Days

Figure 5-2. Certification Testing Timeline.
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b. Certification Products. A new family of reporting products has been introduced to
document test and certification activities. The principal interoperability certification products
are described below and illustrated in Figure 5-3. The figure highlights reporting products and
possible outcomes resulting from successful or failed testing. In addition, see Figure 5-4 below
for a summary of existing reporting methods including current, newly combined, or eliminated
JITC products.

(1) Joint Interoperability Certification. A joint interoperability certification is issued
when a system has met all of its interoperability requirements and to verify that the system’s
interoperability is sufficient to support a fielding decision.

(@) Joint Interoperability Certification with Conditions. When appropriate, JITC may
issue certifications with conditions (limitations) when only subsets of the requirements are met.
Conditional certifications provide the system/interface interoperability status for cases where
useful capabilities are provided, despite not meeting all threshold requirements, and there are no
expected critical operational impacts or adverse effects on the joint interoperability environment.
Conditional certification will limit the operational use of the system to only those functions and
interfaces that were adequately demonstrated. The PMO must continue to work toward
achieving a full joint interoperability certification without conditions.

Requirements Interoperability
Products
TESTING
* Refest
— Other Test « Waiver
Outcomes * Denied

Certification

= =

Joint — L [/ Certificationis issuedto verify N
Interoperability ?hat a §y_stem's interoperability
Certification ts su_fflclent_tc: supporta
fielding decision p.
Joint —L " Feedbackon interoperability
Interoperability strengths and weaknessesfor a
Assessment prototype system or early
productionversion y.

Figure 5-3. Principal Interoperability T&E Products.

(b) Certification for Systems Developed in Increments. For incrementally developed
systems a joint interoperability certification may be issued for each increment. All joint
interoperability requirements for a given increment shall be used for evaluation and reporting the
status, not just those implemented. If requirements for the system were not delineated by

18




INTEROPERABILITY PROCESS GUIDE VER 1.0

increment (phase, spiral, block, etc.) in the Joint Staff certified NR KPP, all requirements will
apply to the current increment and be evaluated as such. Changing the increment or criticality of
a requirement is a modification to the requirements that may require Joint Staff re-certification.

(2) Denial of Joint Interoperability Certification. When interoperability deficiencies are
identified that critically impact joint interoperability or joint mission accomplishment, JITC may
issue a denial of certification memorandum. This “non-certification” provides CIOs, Joint Staff,
MDAs, and program managers’ notification of problems that warrant immediate attention.

(3) Joint Interoperability Assessment. A joint interoperability assessment can be issued
to assess a system’s interoperability strengths and weaknesses. Assessments are typically
provided when a certification is not appropriate. (l.e., lack of certified NR KPP or early
assessment at program’s request.) Interoperability assessments can be conducted during DT&E
or OT&E events, acceptance testing, or interoperability exercises, such as DoD Interoperability
Communications Exercise (DICE) or Joint Users’ Interoperability Communications Exercise
(JUICE), or other test venue. The PMO/sponsor shall coordinate and fund JITC to establish the
exact needs and any documentation requirements and to test and assess the system.

Past & Present cortwith L~ Condtionswilbe |
JITC PrOd UCtS: Conditions T detailedin
“Full” W . Certification text Reports Now
Certification | _ Consolidated
With Joint
All Future Joint @ Jolnt g:ci;;r;g.;ed Icrt]:a?;‘)iﬂ:t?obrltfy
Certifications Will Be | Interoperabilty borts: '
“Full” or Conditional: Certification Joi ®
oint Limited
Interoperability e
e nt Certification
Systems_ With Critical @ Denfed
Operational Impacts Joint Standards
May Be Denied | Interoperability Conformance Special
Certification: Certification Certification Certification

Figure 5-4. Status of Interoperability Reporting Products.

(4) Revocation and Reissuance of Joint Interoperability Certifications. Joint
interoperability certifications may be rescinded, revoked, or reissued by JITC. This would occur
if an issue has been detected due to a change between a fielded configuration and a test
configuration. This would include a change in data exchange partners as well as a change in
system configuration, or any interoperability deficiency discovered post test. These cases shall
be raised to the proper authority, and all organizations that received the original certification
notice shall be notified of changes in interoperability certification status pending resolution of
issues.
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6. Interim Certificate To Operate (ICTO) Process

An ICTO permits a system to be fielded for operational use without a Joint Interoperability
Certification. An ICTO is the authority to operate new systems for a limited time (less than one
year) to allow operational use while pursuing Joint Interoperability Certification per references
(b) and (c).

a. ICTO Process.

(1) Per reference (c), the DoD CIO shall only grant an ICTO when:

(@) The operational chain of command and the Chairman of the Joint Chiefs of Staff
have validated an urgent operational need requiring fielding of the IT or NSS prior to testing, or

(b) DISA (JITC) or other DoD Component test labs are unable to assess all required
interfaces for the IT or NSS undergoing joint interoperability testing.

(c) In either case, the PM of the IT or NSS must be engaged with JITC and pursue
full interoperability certification.

(2) Decision to grant an ICTO is based on the following:
(@) Urgent operational need
(b) Existing test results/artifacts
(c) Assessed impact on the operational systems/networks
(d) Plan of action to complete Joint Interoperability Certification
(e) Have no pre-existing critical interoperability deficiencies identified by JITC

(3) ICTO requests must include recommendations from JITC, and must include
sufficient information to substantiate the request.

(4) AnICTO is not appropriate for systems that fail to meet identified interoperability
requirements during joint interoperability testing, and are not progressing towards a full joint
interoperability certification.

(5) Fielded systems that do not have approved requirements (i.e., Information Support
Plan (ISP), Capability Development Document (CDD), or Capability Production Document
(CPD)) must request an ICTO and pursue interoperability certification, or request a "Waiver to
Policy" (see below) to continue operation. Fielded systems validated through an Urgent
Operational Need or Emergent Operational Need, as defined in Reference (i), shall not require an
ICTO, Joint Interoperability Certification, or Waiver to Policy unless the capability meets the
threshold for a Major Defense Acquisition Program or Major Automated Information System.
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(6) Additional instructions regarding the ICTO procedures, templates, and ISG Points-
of-Contact (POCs) are located on JITC’s ISG Resource website:
http://jitc.fhu.disa.mil/cgi/isgsite/index.aspx).

(7) AIlICTO letters and status information are located in JITC’s System Tracking
Program (STP) (reference (m)) under the “Main Menu/Reports/ICTO Report” section (refer to
https://stp.fhu.disa.mil).

(8) Operational systems, for which ICTO requests have expired without action by the
PM/sponsor or have been disapproved by the ISG, shall be placed on the OARL for monitoring
and tracking purposes.

(9) Total duration of an ICTO shall not normally exceed one (1) year; however, the ISG
may consider an extension if, and only if, forward progress is made towards interoperability
certification. Each request shall be reviewed on a case-by-case basis.

b. ICTO Procedures. The detailed step-by-step ICTO procedures specifically involving the
Interoperability Steering Group are depicted in Figure 6-1 below.

(1) The PM/sponsor completes an ICTO request. Templates and forms for ICTO
requests are on the JITC ISG Resource website http://jitc.fhu.disa.mil/cqgi/isgsite/ictoreqs.aspx.
JITC cannot submit requests for ICTOs, and can only provide a recommendation for or against.

Prog ram Initiates ICTO process.

ICTO e Fills out request forms

Manager | Sponsor
Reguaest

Interoperability Steering
Group (ISG) Representatives

¥

| ISG Secretariat

Reviews ICTO request.
Makes recommendation — JITC
to 15G Rep. Updates STP ﬁ

g

and "Quad Charts’

Reviews and validates
& request. Forwardsto JITC
and to |5G Secretariat

Prepares request package
forvoting. Returnsto |SG
Rep ifincomplete

If out-of-cycle, ICTO request
e submitted on-line via ISG
Management Console

‘Votes on requests
In-Cycle or Out-of-Cycle

Drafts ICTO Approvall
Di

Ifi le, PMs/ISG R é—'_"‘—' “—-‘_‘—*
in-cycle, s/lSG Reps - -
present requests at Ny In-Cycle via ISG Out-of-Cycle via
bi-monthly ISG meeting Meeting ISG MC
ISG Reps

| ISG Secretariat | <
|1SG Chairpersonis forwards .
Approval or Disapproval s ISG Chalr;_)erson(s}
Memoto 1SG Secretariat ApprovelDisapprove

ISG Secretariat sends Memo to ISG Rep/PM
documenting ICTO status

| JITC posts ICTO Memo on STP

- Ty
\\o’

ISG Secretariat |-

ISG Secretariat notifies
ISG Reps within 90 days =
of ICTO expiration

ISG Rep

| Memefor
DoD CIO signature

I1SG Secretariat distributes
&—— Approval or Disapproval
Memoto |ISG Rep and PM

ICTO Memao posted on STP
e tomonitor status. Issues
expiration alert as needed

&= Takes actionas appropriate

Figure 6-1. 1SG Procedures for ICTO Processing.
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(@) When requesting an “initial” ICTO, the PM/sponsor must submit the requisite
ICTO request form, Annex D, a Quad Chart, and Systems Viewpoint (SV)-1 diagram through
their respective Combatant Command/Service/Agency (C/S/A) ISG representative.
PMs/sponsors submitting initial ICTO requests must work with the respective ISG representative
to initiate contact with JITC, and establish a JITC AO POC. The JITC AO shall assign an STP
number prior to submission and gather information about the program’s capabilities and begin
the cost estimating process for establishing an interoperability certification program.

(b) When requesting an ICTO “extension,” the PM/sponsor is required to submit a
Quad Chart and SV-1. The ISG shall not grant extension requests for upgraded capabilities. If a
specified version of the system has been replaced with another (e.g., Version 7.1 replaced by
Version 7.2), a new “initial” ICTO should be requested. The ISG shall track the new system
version ICTO and its complete history throughout previous version ICTOs.

(2) The PM/sponsor shall send the ICTO request to the respective ISG representative.
The ISG POC List contains a complete list of ISG representatives and contact information. This
list is also located on JITC’s ISG Resource website
(http://jitc.fhu.disa.mil/cqgi/isgsite/poclist.aspx).

(3) The ISG representative shall review and validate the ICTO request. If the ISG
representative concurs with the request, the ISG representative shall forward the request to the
JITC AO. If the ISG representative does not concur, the request shall be sent back to the
PM/sponsor for corrective action. Only ISG representatives can submit ICTO requests to the
JITC AO.

(4) JITC AO input shall be provided either “In-Cycle” (during ISG meetings) or Out-of-
Cycle (OOC) via the web-based ISG Management Console (refer to
http://jitc.fhu.disa.mil/cgi/isgsite).

(5) The JITC AO shall review the ICTO request, and thoroughly research the system to
determine if an ICTO should be recommended. The JITC AO shall use JITC’s STP to determine
previous testing and certification status.

(6) The JITC AO shall coordinate with respective JITC POCs if the ICTO topic crosses
other Divisions/Portfolios, or if additional expertise is required to review the ICTO request.

(7) If the mandatory sections of the Annex D and/or Quad Chart are not filled out
properly, the request shall be returned to the ISG representative for corrective action. Once the
forms/charts have been properly completed, the ISG representative shall send the ICTO request,
including JITC input and recommendation, to the ISG Secretariat. The ISG Secretariat shall
coordinate with the JITC AO regarding outstanding programmatic issues, interoperability testing
status, and recommendations pertaining to the ICTO request.

(8) If processed In-Cycle, the ICTO request shall be added to the next scheduled meeting
agenda. JITC AQ’s input is requested and is essential for the ISG voting members to determine
if a system obtains an ICTO during the ISG meeting.
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(9) If processed OOC, the ISG representative shall forward the ICTO request to the ISG
Secretariat for upload in the ISG Management Console. The tool will send an e-mail notification
to the appropriate JITC AO for comments/recommendations. Once the JITC AO
comments/recommendations are received, the ISG members will receive an e-mail notification
advising them that a request is ready for polling. The following rules apply to those requests
forwarded for OOC processing:

(@) All “initial” ICTO requests for OOC processing shall be approved for a maximum
of six (6) months.

(b) PMs/sponsors submitting initial ICTO requests for OOC processing must brief the
panel at the next scheduled 1ISG meeting.

(c) PMs/sponsors that submit initial ICTOs for OOC processing must clearly explain
the urgency of the request (e.g., urgent deployment schedule). This will assist in determining the
criticality of the request and allow members to make more informed decisions.

(d) 1ISG members should complete their review and provide input within five (5)
business days after receipt of the email notification.

(10) The ISG Secretariat shall forward signed/approved ICTO letters to the PM/sponsor,
and the ISG members documenting the ICTO status.

(11) The ISG Secretariat shall post all ICTO letters (including disapproval letters) in the
STP and monitor the expiration dates. The STP will generate an “Expiring ICTO Alert.” This
alert provides a list of ICTOs that have expired or will expire within 90 days.

(12) When an ICTO has expired, or is within 90 days of expiration, the ISG Secretariat
shall notify the ISG representative that action is needed. It is the responsibility of the ISG C/S/A
representatives to ensure resolution of all expiring or expired ICTOs.
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7. Waivers to Policy

DoD interoperability policy may be waived using the procedures below. The waiver process will
help identify low risk systems connected to DoD’s network infrastructure and increase
knowledge of systems employed and supporting the warfighter. A description of waivers is
summarized in Figure 7-1 below. Waivers may be either permanent or have an expiration date,
at the discretion of the DoD CIO.

Waiver requests for temporary or permanentexclusion
from interoperability certification testing must meet strict
criteria. The PM/Sponsor is responsible to make the

. _ o | case, providing a detailed system description and
Waiver to Policy justification.

JITC reviews the request, identifying any
interoperability issues, and forwards its recommendation
forapproval.

Figure 7-1. Waiver Description.

a. Waiver Process.

(1) The DoD CIOQ, in coordination with the USD(AT&L), the DOT&E, and the
Chairman of the Joint Chiefs of Staff, shall consider waivers to this policy only:

(a) When the operational chain of command and the Chairman of the Joint Chiefs of
Staff have validated an urgent operational need; or

(b) To accommodate the introduction of new or emerging technology pilot programs
that have been coordinated with, and validated by, the head of the OSD agency or DoD
component concerned; or

(c) When a fielded system is scheduled for retirement; or
(d) The cost of complying with this policy outweighs the benefit to the DoD; or
(e) When the system has no joint interoperability requirements.
At least one of these criteria must be met prior to submitting a waiver to policy request.

(2) JITC shall provide a recommendation on the waiver request to the DoD CIO,
assessing risk to the network and DoD operations.

(3) The final decision on the waiver request shall be made by the DoD CIO. If

approved, the system shall be waived from the interoperability requirements of the policy cited
in the request.
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b. Waiver Procedures. The PMO/sponsor is responsible for generating the waiver request,
using the request form available at: http:/jitc.fhu.disa.mil/cgi/isgsite/index.aspx.

(1) The request shall include: the program’s name, the portion of the policy requested to
be waived, proof of meeting one or more of the criteria, the rationale for the waiver, the
capability it provides, the existing program funding, the identification of key connectivity
requirements, joint interfaces/joint information exchanges, and OV-1/2 and SV-1/2 architecture
data, as needed. See the request form for specific requirements.

(2) Requests should be sent to the applicable DoD Component ISG representative for
review and concurrence. Refer to: http://jitc.fhu.disa.mil/cgi/isgsite/index.aspx for a listing of
the ISG representatives.

(3) ISG representatives shall ensure requests are complete and valid, to include verifying
the system is registered in the DoD Information Technology Portfolio Repository (DITPR). If
the request is not complete and valid, the 1SG representative shall return it to the PMO/sponsor.

(4) Once completed and validated by the ISG representative, the ISG representative shall
send the request via e-mail to the JITC Waiver Recommendation mailbox
(disa.huachuca.jitc.mbx.waiver-recommendation@mail.mil).

(5) JITC shall review all waiver requests received in the JITC Waiver Recommendation
mailbox and provide a recommendation to the ISG representative, Joint Staff, USD(AT&L), and
DoD CIO. The goal is to provide waiver recommendations within 30 days of the receipt of all
required information. The Joint Staff and USD (AT&L) shall have five (5) working days to
review and provide comments to the DoD ClO. Lack of a response by the deadline indicates
concurrence with the JITC recommendation.

(6) DoD CIO shall approve or disapprove the waiver within ten (10) working days of
receipt of the JITC recommendation. If approved, the system shall be waived from the
interoperability requirements of the policy cited in the request form. A waiver to policy
memorandum shall be issued following the initial e-mail approval verifying the system and
version that has been granted a waiver, and noting any specific expiration date if one has been
determined. The waiver expires if the specific version(s) of the system undergoes changes that
affect interoperability. Status, recommendations, and memoranda for waiver requests are stored
in the JITC STP at https://stp.fhu.disa.mil.

c. Rescission of Waivers. Policy waivers granted by the DoD CIO may be rescinded when
circumstances warrant (e.g., when significant interoperability issues are identified).
Recommendations for waiver rescissions shall be provided to the ISG for consideration and
recommendation with a final determination from the DoD CIO.
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d. Unified Capabilities (UC) Waiver Requests.

(1) In accordance with DoDI 8100.04, the DoD CIO may grant waivers to policy for UC:

(@) When the operational chain of command and the Chairman of the Joint Chiefs of
Staff have validated an urgent operational need, or

(b) To accommodate the introduction of new or emerging technology pilot programs
that have been coordinated with and recommended by the Director, DISA, and validated by the
head of the OSD agency or DoD component concerned.

(2) To obtain a waiver to policy for UC products, the acquiring activity must prepare a
site-specific request in memorandum format, to include the reason compliance is not possible
and to identify the proposed equipment configuration. These requests shall be forwarded to the
DoD CIO and DISA for review and consideration (refer to the UC APL Process Guide (reference

(h)).
(3) Only in exceptional circumstances, and with DoD CIO approval, shall extensions of

UC waivers be granted. The DISA Unified Capabilities Certification Office (UCCO) shall
maintain a database to track the status of waivers granted for UC products.
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8. Operating At Risk List (OARL)

a. Purpose. Systems with significant interoperability deficiencies, or not actively progressing
toward certification, shall be placed on the OARL to ensure that sufficient attention is given to
achieving and maintaining interoperability objectives.

Operating at Risk Critical IT/NSS System having significant
. interoperability deficiencies requiring DoD oversight
List (OARL) toward achieving and maintaining interoperability.

Figure 8-1. OARL Description.

b. Criteria. The OARL shall list all systems that have been denied an ICTO and/or are
operating on a DoD network without having obtained a joint interoperability certification, an
ICTO, or a waiver to policy. Criteria for nominating programs to the OARL, described in Figure
8-1 above, include, but are not limited to:

(1) Joint interoperability deficiencies observed during operational exercises or real world
operations.

(2) Operational problems noted with Tactics, Techniques, and Procedures (TTP), and
training that impact joint interoperability for fielded (legacy) systems.

(3) No plans for JITC joint interoperability certification testing.

(4) Failed JITC joint interoperability certification test and no plans for addressing the
identified deficiencies.

(5) Lack of JCIDS or test documentation.
(6) Joint interoperability certification issues.

(7) Unresolved issues from other activities concerned with interoperability (e.g.,
Overarching Integrated Product Teams (OIPTS)).

(8) Non-compliance with approved integrated architectures.

(9) No plans to address interoperability test and evaluation criteria, measures and
requirements established by intelligence functional managers (e.g., NGA and NSA).

(10) No plans to upgrade to changed mandated standards.
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c. Nomination Process. The ISG may nominate systems for inclusion in the OARL. The
DoD CIO is ultimately responsible for OARL determination.

d. Distribution. The OARL shall be updated and coordinated quarterly with the 1ISG
distributed to all DoD MDAs, affected system fielding authorities (for non-Acquisition
Category (non-ACAT) systems), Theater Commanders, Component CIOs, and the DISN
Connection Approval Office. Itis available at: https:/nit-jitc.nit.disa.mil/cgi/isg/.

e. Effect. Placement on the ISG OARL may require the applicable PMO/sponsor to appear
before the ISG for status updates as required. If the ISG is not satisfied with the program's
progression towards Joint Interoperability Certification, the ISG shall notify the appropriate
MDA and the Defense Information Systems Network (DISN) Connection Approval Office for
further action.

f. Removal from the OARL. Programs shall be removed from the OARL if they
successfully obtain an ICTO, receive a waiver to policy, achieve Joint Interoperability
Certification, or it is determined that the system is no longer in operational use.
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9. Other Evaluations and Related Information

a. Standards Conformance Certification. Standards Conformance Certifications are issued at
the conclusion of technical testing against a standard/standards profile to describe the degree of
conformance to that standard/profile. A standards conformance certification is the first step
towards interoperability, and is not sufficient by itself to support a fielding decision.

(1) Standards conformance testing will be conducted at multiple points in the
development and integration process to ensure that a conformance certified system has not been
corrupted by additional software or system integration activities.

(2) Additional testing beyond basic standards conformance may be required to determine
conformance with multi-standard profiles, or compliance with additional technical requirements
mandated by other policies or procedures.

(3) A system’s standards profile must be monitored throughout the life-cycle to identify
any necessary system updates and retesting requirements caused by changes in the
interoperability environment.

b. Foreign Systems Interoperability Evaluation. A foreign system’s interoperability
evaluation is used to report interoperability testing results for foreign systems with U.S. defined
requirements. Systems having such requirements must also have a DoD component sponsor. A
joint interoperability certification or assessment can be received. Standards conformance may be
evaluated for foreign systems that could affect joint, allied, or coalition interoperability.

c. Homeland Defense Systems Interoperability Evaluation. Homeland Security-related
systems may be tested by JITC when these systems have interfaces to DoD systems (reference
(b)). As with any systems without Joint Staff NR KPP certification, JITC may not issue a joint
interoperability certification; however, JITC may provide joint interoperability assessments or
standards conformance certifications.

d. Stimulators/Simulators and Training Systems. Stimulators/simulators and training
systems, separate from operational systems, may be used in the testing of systems and to support
exercises. These devices may interface with other systems in the testing environment. Using
these systems in a testing environment may not negate operationally realistic requirements.
Potential differences and risks between the test environment and the operational environment
will be considered and documented in accordance with applicable policy. The JITC certifies
stimulator/simulator and training systems in the same manner as operational systems. The JITC
does not certify that these systems provide an accurate model of any particular environment.

e. IPG Related Information. The JITC public web site at http://jitc.fhu.disa.mil/ provides
information and JITC POCs. JITC maintains online information such as basic policy and
procedures, descriptions of test programs, registers, and an interoperability database. JITC tracks
interoperability information for programs and systems in the STP (reference (m)) which includes
(unclassified) information on ICTOs, and certification status. Authorized users (.mil/.gov) may
refer to the STP website (https://stp.fhu.disa.mil/) for access instructions.
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11. Glossary

ACAT
AO
APL
C/SIA
CDD
CDL
CIO
CJCS
CJCsI
COTS
CPD
DICE
DAA
DISA
DISN
DISR
DITPR
DoD CIO
DoDAF
DoDD
DoDl

DOT&E
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Part I. Abbreviations and Acronyms

Acquisition Category

Action Officer

Approved Products List

Combatant Command/Service/Agency
Capability Development Document

Common Data Link

Chief Information Officer

Chairman of the Joint Chiefs of Staff

Chairman of the Joint Chiefs of Staff Instruction
Commercial-Off-the-Shelf

Capability Production Document

DoD Interoperability Communications Exercise
Designated Approving Authority

Defense Information Systems Agency

Defense Information Systems Network

DoD Information Technology Standards Registry
DoD Information Technology Portfolio Repository
Department of Defense Chief Information Officer
DoD Architecture Framework

Department of Defense Directive

DoD Instruction

Director, Operational Test and Evaluation
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DOTLPF

DOTLPF-P
DT&E
GEOINT
GIG

HF

1A

IAW
ICA
ICEP
ICTO
10C

ISG

ISP

ITP
JCIDS
JITC
JMT
JUICE
KPP
MDA
MIB

MOE
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Doctrine, Organization, Training, Leadership and Education,
Personnel, and Facilities

DOTLPF and Policy

Developmental Test and Evaluation
Geospatial Intelligence

Global Information Grid

High Frequency

Information Assurance

In Accordance With

Interface Control Agreement

Interoperability Certification Evaluation Plan
Interim Certificate To Operate

Initial Operational Capability
Interoperability Steering Group

Information Support Plan

Information Technology

Interoperability Test Plan

Joint Capabilities Integration and Development System
Joint Interoperability Test Command

Joint Mission Thread

Joint Users’ Interoperability Communications Exercise
Key Performance Parameter

Milestone Decision Authority

Military Intelligence Board

Measure of Effectiveness
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MOP
NCR
NGA
NR KPP
NSA
NSS
OA
OARL
OIPT
00C
OSD
OT&E
OTRR
ov
PM
PMO
POC
QRC
RF
SATCOM
STP
SV
T&E

TEMP
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Measure of Performance

National Capital Region

National Geospatial-Intelligence Agency
Net-Ready Key Performance Parameter
National Security Agency

National Security Systems
Operational Assessment

Operating at Risk List

Overarching Integrated Product Team
Out-of-Cycle

Office of the Secretary of Defense
Operational Test and Evaluation
Operational Test Readiness Review
Operational Viewpoint

Program Manager

Program Management Office

Point Of Contact

Quick Reaction Capability

Radio Frequency

Satellite Communications

System Tracking Program

Systems Viewpoint

Test and Evaluation

Test and Evaluation Master Plan
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TES

TTP

UAT

uc

ucco

UCR

UHF

USD (AT&L)

VHF
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Test and Evaluation Strategy

Tactics, Techniques, and Procedures

User Acceptance Testing

Unified Capabilities

Unified Capabilities Certification Office

Unified Capabilities Requirements

Ultra-High Frequency

Under Secretary of Defense (Acquisition, Technology, and Logistics)

Very High Frequency
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Part I1. Definitions

Assessments. Assessments are data collection opportunities, such as demonstrations and
exercises, lacking some aspect necessary for a complete interoperability evaluation. However,
assessments contribute valuable pieces of data, reducing and simplifying the requirements for
later testing. Other reasons for conducting assessments include program office requests, system
functional validation, or opportunities for cost effective data collection before known system
problems have been eliminated. [JITC]

DoD Interoperability Communications Exercise (DICE). A global exercise conducted three
times a year that is conducted by the Joint Interoperability Test Command. DICE is the only
exercise dedicated to testing interoperability between systems from each Service, DOD agencies,
coalition members, and commercial vendors. [JITC]

External IT. A system that resides or operates outside the intrinsic and defined boundaries of an
IT (i.e., with information flowing from and/or to the boundary). The system boundary is
described in the system's architecture data model. As an example, an external system to a DoD
space system is the widely shared communications backbone or data network that a space system
might interface with for communications or data services. [derived from CJCSI 6212.01]

Information Assurance (I1A). Measures that protect and defend information and information
systems by ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation. This includes providing for restoration of information systems by incorporating
protection, detection, and reaction capabilities.

Interface Control Agreement (ICA). ICAs are interface agreements established for each
external interface to the IT. ICA templates are defined in the NR KPP Manual. [CJCSI 6212.01]

Interim Certificate to Operate (ICTO). Authority to field systems for a limited time to allow
operational use while pursuing Joint Interoperability Certification. The decision to grant an
ICTO is made by the ISG.

Increment. Whether an evolutionary, incremental, or spiral acquisition, an increment is a
militarily useful, logistically supportable, and technically mature increase in operational
capability that can be developed, produced, deployed, and sustained. Each increment will have
its own set of threshold and objective values set by the user. Increments include block upgrades,
pre-planned product improvement, and similar efforts providing an increase in operational
capability. [CIJCSI 6212.01]

Information Support Plan (ISP). A set of information supporting interoperability test and
certification. Entered through the GIG Technical Guidance - Federation portal, the ISP contains
the NR KPP along with supporting architectural data. [derived from Reference (c)]

35



INTEROPERABILITY PROCESS GUIDE VER 1.0

Information Technology (IT). Any equipment, or interconnected system or subsystem of
equipment, that is used in the automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of data or
information by the Executive Agency. This includes equipment used by a DoD Component
directly, or used by a contractor under a contract with the DoD Component, which requires the
use of such equipment, or requires the use, to a significant extent, of such equipment in the
performance of a service or the furnishing of a product. The term "IT" also includes computers,
ancillary equipment, software, firmware and similar procedures, services (including support
services), and related resources. Notwithstanding the above, the term "IT" does not include any
equipment that is acquired by a Federal contractor incidental to a Federal contract. The term
"IT" includes National Security Systems (NSS). [US Code]

Interface Control Document. An interface control document communicates all possible inputs
to and all potential outputs from a system for potential or actual IT users. The internal interfaces
of a system or subsystem are typically not documented in an interface control document, but are
documented in a system design document (such as a software design document). An interface
control document may describe:

e The inputs and outputs of a single system,

e The interface between two systems or subsystems,

o The complete interface protocol from the lowest physical elements (e.g., the mating
plugs, the electrical signal voltage levels) to the highest logical levels (e.g., the
application layer of a model), or some subset thereof.

Interface control documents are a key element of systems engineering as they define and control
the interfaces of a system, and thereby bound its requirements. [software systems engineering
sources]

Interoperability. The ability of systems, units or forces to provide data, information, materiel,
and services to and accept the same from other systems, units, or forces and to use the data,
information, materiel and services so exchanged to enable them to operate effectively

together. IT and NSS interoperability includes both the technical exchange of information and
the end-to-end operational effectiveness of that exchange of information as required for mission
accomplishment. Interoperability is more than just information exchange. It includes systems,
processes, procedures, organizations, and missions over the life cycle and must be balanced with
IA. [Reference (b)]

Interoperability certification. A formal statement of adequacy provided by the responsible
Interoperability Certification Authority that a system has met its interoperability requirements.
[Reference (b)]
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Interoperability Certification Authority. The office with the certification authority for
interoperability. Ensures that the IT or NSS has met its interoperability requirements, as
demonstrated via test and evaluation. For IT or NSS with joint interoperability requirements, the
Interoperability Certification Authority is JITC. For all other IT and NSS, the Interoperability
Certification Authority will be determined by the owning DoD Component. [derived from
Reference (c)]

Interoperability Certification Evaluation Plan (ICEP). A JITC plan, developed in conjunction
with the PM/sponsor, that establishes a strategy for evaluating interoperability requirements in
the most efficient and effective manner, in an operationally realistic environment. This
evaluation strategy identifies data necessary to support an interoperability evaluation as well as
the test events/environments planned to produce that data. The PM/sponsor should coordinate
with JITC to integrate interoperability into the system's T&E documents (e.g., Test and
Evaluation Master Plan (TEMP), test plans). Complex systems that depend on multiple
evaluation events will require JITC to develop an ICEP, in addition to interoperability test plans
(ITP). Separate from any ICEP, ITPs are written for individual test or data collection events.
These plans detail the testing and data collection and analysis procedures that apply to that event.
Generalized test plans may be applicable to some testing programs where the only variable is the
specific system under test (i.e., test configuration, procedures, etc., remain the same). [JITC]

Interoperability Environment. The communications environment of a system, with interfaces
described by SV-1/2 information and information exchanges over the interfaces defined by OV-
3/SV-6 information, including protocol and data standards, RF waveforms and other spectrum
considerations, etc., to include aspects of the electromagnetic environment that affect
information exchange. Connections to the DoD’s network infrastructure and enterprise services
(including shared data spaces) may form part of a system's interoperability environment.

Joint. Connotes activities, operations, organizations, etc., in which elements of two or more
Military Departments participate. Used in information interoperability policy meaning external
mission partners: joint, combined, and coalition forces, other U.S. Government Departments and
Agencies (including federal, state, local and tribal), and non-governmental organizations, as
appropriate. [derived from CJCSI 6212.01 and other sources]

Joint Capabilities Integration and Development System (JCIDS). A Chairman of the Joint
Chiefs of Staff process to identify, assess, validate, and prioritize joint military capability
requirements. The JCIDS process is a collaborative effort that uses joint concepts and DoD
Information Enterprise Architecture and solution architectures to identify prioritized capability
gaps and integrated solutions (materiel and non-materiel) to resolve those gaps. [CICSI
3170.01]
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Joint Interoperability Certification. Joint interoperability certification (issued only by JITC)
involves an evaluation of information interoperability with respect to interoperability
requirements at the joint level. JITC updates interoperability certifications throughout a system’s
life cycle to reflect changes in the system, status, and joint interoperability environment. All
JITC interoperability certifications expire upon changes that may affect interoperability.

Joint Mission Thread. An operational and technical description of the end-to-end set of
activities and systems that accomplish the execution of a joint mission. [CJCSI 6212.01]

Milestone Decision Authority (MDA). The designated individual with overall responsibility for
a program. The MDA shall have the authority to approve entry of an acquisition program into
the next phase of the acquisition process and shall be accountable for cost, schedule, and
performance reporting to higher authority, including Congressional reporting. [DoDD 5000.01]

National Security System (NSS). Information system (including any telecommunications
system) used or operated by an agency or by a contractor of an agency, or other organization on
behalf of an agency, the function, operation, or use of which: (1) involves intelligence activities;
(2) involves cryptologic activities related to national security; (3) involves the command and
control of military forces; (4) involves equipment that is an integral part of a weapon or weapons
systems; or (5) is critical to the direct fulfillment of military or intelligence missions. Subsection
(5) in the preceding sentence does not include procurement of automatic data processing
equipment or services to be used for routine administrative and business applications (including
payroll, finance, logistics and personnel management applications). NSS include any
information system (including any telecommunications system) protected at all times by
procedures established for information that have been specifically authorized under criteria
established by an Executive order or an Act of Congress to be kept classified in the interest of
national defense or foreign policy. [US Code]

Unified Capabilities Requirements (UCR). The document that specifies the functional
requirements, performance objectives, and technical specifications for certification of approved
products to be used in DoD networks to provide end-to-end Unified Capabilities (UC). [derived
from DoDI 8100.04]
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