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GENERAL INFORMATION

	Vendor Name:
	Date: 

	Application:
	Version:

	Point of Contact:

	Phone #:
	E-mail:

	Technical Point of Contact:

	Phone #:
	E-mail:

	Organization/Agency:

	Give a brief description of application:




		SOFTWARE FUNCTION AND DEFINITION (Select one)

	Application
	
	Client or server programs that are public key enabled (PKE) to provide security services, such as authentication, confidentiality, non-repudiation and access control.

	Middleware
	
	Middleware, or "glue", is a layer of software between the network and the applications. This software provides services such as identification, authentication, authorization, directories, and security. 

	Tool Kit
	
	Toolkits enable developers to quickly and easily incorporate high-level security features into their applications. Toolkits add additional code to functional programs to achieve features such as authentication, confidentiality, non-repudiation and access control.



	DETAILS  (Please answer as thoroughly as possible)

	1.  What hardware/operating system(s) does the application use?


	2.  What other application(s) is your application dependent on?  (e.g. Netscape, Internet Explorer)


	3.  Can the application request and obtain new certificates?






	
DETAILS (continued)

	4.  Can the application import and/or export certificates in PKCS #12 format?  How?


	5.  Does the application generate key pairs and/or certificates?


	6.  Is the application capable of using DOD Common Access Cards (CACs) and/or Smart Cards?


	7.  Does the application perform x.509 path validation and processing?


	8.  Does the application have the capability to retrieve certificates belonging to other entities?  (e.g. Public Key from Directory Server)


	9.  How does the application manage and store trust points?


	a) Who is authorized to manage trust points? (e.g. User or Network Administrator)


	10.  Does the application use LDAP, HTTP, and/or HTTPS to communicate?






	DETAILS (continued)

	11.  How does the application check the status of certificates? (e.g. Use of Directory Server, Manual loading of CRL's, Online Status Check)


	12.  Describe how and for what purpose a DOD issued PKI certificate is used in the application?




	Use this space for questions/comments or any additional information you can provide.

	



Instructions
This form is used by the JITC to gather information about an application to assess and help determine how the application was enabled to use PKI.  Please provide detailed information pertaining to the questions on this form.  Feel free to expand the height of the rows to fit additional information.  After completion, e-mail this form to: disa.jitc.pke@mail.mil

More Information
For links to our Master Test Plan, frequently asked questions, lab information, DOD and testing requirements, point of contacts and other information visit us at:  

http://jitc.fhu.disa.mil/projects/pki/pke_lab/app_testing/app_testing.aspx

Required Information
Prior to the commencement of testing, JITC requires the following be provided:
· Final version of application software to be tested.
· Application Documentation and User Manuals
· Other Resources as applicable

