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PURPOSE


This article provides the Department of Defense (DoD) Public Key Infrastructure (PKI) test community with an explanation of how to use the Joint Interoperability Test Command (JITC) PKI Common Access Card (CAC) Laboratory’s Robust Certificate Validation Service (RCVS) and why it is beneficial.
BACKGROUND
When using PKI certificates, it is necessary to check the revocation status of the certificate in use.  One method of doing this is to download the Certificate Revocation List (CRL) from the Certification Authority (CA) that created the certificate or from a centralized directory such as the Global Directory Service.  This method is straightforward; however, as the lifecycle of the CA advances, the CRL size increases with the number of certificates revoked, potentially resulting in a CRL tens of megabytes in size.  If every client must download the CRL for every request from multiple CAs, bandwidth usage can become prohibitive.  This is an especially critical consideration in tactical, low-bandwidth environments. 
The Online Certificate Status Protocol (OCSP) helps address this issue.  Rather than requiring each certificate client to download a CRL from each CA to check revocation status, an OCSP responder downloads the CRL and generates pre-signed responses indicating the revocation status of the certificate in question.  Rather than multiple clients downloading large CRL files, the clients are sent OCSP responses that are only 6 kilobytes in size.  This relieves much of the bandwidth usage across the network.
The JITC PKI CAC Laboratory uses the RCVS to provide OCSP responses to the DoD PKI testing community.  The RCVS generates OCSP responses using Validation Authorities from two vendors:  CoreStreet and Tumbleweed.  The RCVS consists of:
· A Pre-Signer server (PS) that uses CRLs to generate pre-signed responses for CoreStreet and Tumbleweed repeaters.

· Two Distributed OCSP (DOCSP) repeaters, each of which runs both CoreStreet and Tumbleweed responders.  These load-balanced repeaters download the pre‑signed responses from the PS and provide OCSP responses to requesting clients.

· A Traditional OCSP (TOCSP) server that generates real-time OCSP responses for requests that cannot be served by a pre-signed response, such as a response that contains a timestamp (known as a nonce).

· A CRL Cacher service that periodically downloads CRLs from the Global Directory Service and makes them available to the PS and the TOCSP.

The JITC RCVS used a trust model called the Direct Trust Model until 2008.  The Direct Trust Model required an OCSP client to download and install a self-signed certificate from the OCSP responder.  This certificate was made available through the JITC PKI CAC Laboratory website.
In 2008 the PKI Program installed an enhanced capability called the Delegated Trust Model at JITC and deployed it throughout the production infrastructure over the next 2 years.  Unlike the Direct Trust Model used previously, a client does not require a self-signed OCSP responder certificate.  The responder certificate for any given OCSP request is an OSCP signing certificate issued by the CA that provided the certificate that is being validated.  These CA-issued OCSP certificates have a short lifespan and are reissued regularly.  The signature should verify via the trust chain that is pre-installed on most DoD computing devices.

If a tester is using Tumbleweed or a similar OCSP validation tool on the Microsoft (MS) desktop/server, the trust chain validation should pass through to the MS Crypto Application Programming Interface (CAPI).  Then CAPI should validate that the response signature is from an OCSP signing certificate issued under the CA that issued the certificate being validated.  This verifies the trust delegation chain.
TECHNICAL APPROACH/SOLUTION
Testers throughout the PKI community can use the JITC RCVS to evaluate OCSP responses on test systems using JITC PKI certificates.  OCSP responses are available through port 80 (a web browser typically uses this port to make a request to a host and establish a web browsing session) by sending an OCSP request to:

· http://ocsp.nsn0.rcvs.nit.disa.mil
Even though OCSP uses port 80, it will not respond to Hypertext Transfer Protocol (HTTP) requests generated by a web browser.  The command “telnet ocsp.nsn0.rcvs.nit.disa.mil 80” will verify basic network connectivity.  
Many clients can make OCSP requests, but it is often helpful to gain understanding of the requirements by using a simple client to go through the process before troubleshooting the more complex clients.  The Open Secure Socket Layer (OpenSSL) provides a useful means of working with OCSP requests because it allows for flexibility to meet the user’s needs and allows for the possibility of other applications in a testing environment.
In order to test for an OCSP response, a tester may use the OpenSSL application to generate and send an OCSP request, then capture the response.  This requires two files.  File one contains the base64 format (or blob) of the CA certificate that signed the certificate being validated.  File two contains the blobs of all the CAs in the trust chain.  Upon request, the PKI CAC Laboratory will provide the latest version of Cert_DB.txt, which is the file containing the current test trust chain CA certificates.  

The following command is a generic form of an OpenSSL command to request and capture an OCSP response.  The user must substitute the proper path variables for the actual testing environment.  The serial number is that of the certificate being checked.  The following is entered in a terminal window or command prompt in one line:
· %path%\openssl ocsp –[nonce | no_nonce] -CAfile %path%\Cert_DB.txt -issuer %path%\JITCCA-%canumber%.cer -serial %serial-number% -url http://ocsp.nsn0.rcvs.nit.disa.mil -text -out %path%\ca%canumber%-results.rtf
Table 1 provides the commands and what they mean or what information needs to be provided.

Table 1.  Command Explanation
	COMMAND
	EXPLANATION

	%path%\openssl
	Invokes the OpenSSL program

	Ocsp
	Indicates an OCSP request

	-[nonce | no_nonce]
	Indicates if this is a nonce (signed on demand) or 
no-nonce (pre-signed) request

	-CAfile
	Indicates a file containing the trust chain of CA certificates 

	%path%\Cert_DB.txt
	Provides path and name of the CAfile

	-issuer
	Indicates the following parameter is the CA certificate

	%path%\JITCCA-%canumber%.cer
	Provides path and name of the CA certificate

	-serial %serial%
	Provides serial number of the certificate to be verified

	-url
	Indicates the request will be sent to the following URL

	http://ocsp.nsn0.rcvs.nit.disa.mil
	Provides URL for the OCSP responders

	-text
	Indicates the returned response will be in text format

	-out
	Indicates the returned response will be sent to a file

	%path%\ca%canumber%-results.rtf
	Provides path and filename of the returned response


EXAMPLES


Before beginning a test on an OCSP client, testers may want to perform the following steps to ensure that their test environment is available and operating correctly.  The following example assumes the tester wants to verify the certificate with serial number 0x4E20 issued from CA-21, and the tester has copied the CA-21 certificate named JITCCA-21.cer and the Cert_DB.txt file into a directory in the OpenSSL tool's path.
	Step
	Action
	 Expected Result

	1
	Verify that a path exists to the JITC OCSP responder
	

	
	From the command line, type:

telnet ocsp.nsn0.rcvs.nit.disa.mil 80
	Trying 198.154.68.90…

Connected to ocsp.nsn0.rcvs.nit.disa.mil (198.154.68.90)

Escape character is '^]'

	
	Type:

Control Key/Left Bracket combination
	telnet>

	
	Type:

quit
	Connection closed.

	2
	Issue an OCSP request with a nonce
	

	
	Type:

openssl ocsp -nonce -Cafile Cert_DB.txt -issuer JITCCA-21.cer ‑serial 0x4e20 ‑url http://ocsp.nsn0.rcvs.nit.disa.mil ‑text ‑out results.txt
	Response verify OK

	
	Open the file results.txt in a text editor
	Observe the OCSP response

	3
	Issue an OCSP request without a nonce
	

	
	Type:

openssl ocsp -no_nonce -Cafile Cert_DB.txt -issuer JITCCA-21.cer ‑serial 0x4e20 ‑url http://ocsp.nsn0.rcvs.nit.disa.mil ‑text ‑out results.txt
	Response verify OK

	
	Open the file results.txt in a text editor
	Observe the OCSP response


SUMMARY


The JITC PKI CAC Lab’s RCVS provides members of the DoD PKI testing community with an efficient, low-bandwith tool to test their PKI-enabled applications for Delegated Trust Model OCSP responses, and they can use OpenSSL to manually test against the OCSP responders.
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