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	TABLE 1.  TEST REQUIREMENTS TRACEABILITY MATRIX

	Paragraph
	Requirement
	Test Case(s)

	C2.1.  General Requirements

	C2.1.1.
	RMAs shall manage records in accordance with this Standard, regardless of storage media or other characteristics. 
	4‑1, 4‑2, 4‑3, 5‑1, 5‑2, 5‑3, 7‑1, 7‑2, 7‑3, 8‑1, 8‑2, 9‑1, 9‑2, 10‑4, 10‑6

	C2.1.2.
	RMAs shall correctly accommodate and process information that contains dates in current, previous, and future centuries The capability shall include, but not be limited to, century recognition, calculation, and logic that accommodates same century and multi-century formulas and date values, and date interface values that reflect the century.  RMAs shall store years in a 4-digit format.  Leap year calculations shall be accommodated (e.g., 1900 is not a leap year; 2000 is a leap year).
	5‑1, 6‑1, 7‑2, 7‑3, 8‑1, 8‑2

	C2.1.3.
	RMAs shall allow for the implementation of standardized data in accordance with DoD 8320.1-M, "DoD Data Administration Procedures."  When selecting commercial-off-the-shelf (COTS) products to support RMA requirements, selection criteria should include the feasibility and capability of the COTS products to implement and maintain DoD data standards.  This requirement implies the capability for adding user-defined metadata fields and modifying existing field labels.
	4‑1, 5‑1, 5‑2, 5‑3, 6‑1, 7‑1

	C2.1.4.
	RMAs shall provide the capability to access information from their superseded repositories and databases.  This capability shall support at least one previously certified version of backward compatibility.
	10‑6

	C2.1.5.
	C2.1.5.  Accessibility.  The available documentation for RMAs shall include product information that describes features that address 36 CFR parts 1194.21 and 1194.31.  For web-based applications, 36 CFR part 1194.22 shall also apply.
	10‑7

	C2.2.1.  Implementing File Plans

	C2.2.1.1.
	RMAs shall provide the capability for only authorized individuals to create, edit, and delete file plan components and their identifiers.  Each component identifier shall be linked to its associated component and to its higher-level component identifier(s).  Mandatory file plan components are shown in Table C2.T1. 
	2‑2, 4‑1, 4‑2

	C2.2.1.2.
	RMAs shall provide the capability for authorized individuals to designate the metadata fields that are to be constrained to selection lists.  RMAs shall provide the capability for authorized individuals to create and maintain selection lists (e.g., drop-down lists) for metadata items that are constrained to a pre-defined set of data.
	2‑2, 4‑1

	C2.2.1.3.
	RMAs shall provide the capability for only authorized individuals to create, edit, and delete record folder components and their identifiers.  Each component identifier shall be linked to its associated component and to its higher-level file plan component identifier(s).  Mandatory record folder components are shown in Table C2.T2.
	2‑2, 4‑1 

	C2.2.1.4.
	RMAs shall ensure that identifiers (e.g. folder identifiers, record category identifiers, etc) are unique so that ambiguous assignments, links, or associations cannot occur.
	4‑2

	C2.2.1.5.
	RMAs shall provide the capability to allow only an authorized user to define and attach user-defined business rules and/or access logic to any metadata field including user-defined fields.
	2‑2, 4‑1, 7‑3

	C2.2.1.6.
	RMAs shall provide the capability to sort, view, save, and print user-selected portions of the file plan, including record folders.
	4‑2

	C2.2.2.  Scheduling Records

	C2.2.2.1.
	RMAs shall provide the capability for only authorized individuals to view, create, edit, and delete disposition schedule components of record categories.  
	2‑2, 4‑2

	C2.2.2.2.
	RMAs shall provide the capability for defining multiple phases (e.g. transfer to inactive on-site storage, transfer to off-site storage) within a disposition schedule.
	4‑2

	C2.2.2.3.
	RMAs shall provide the capability for only authorized individuals to define the cutoff criteria and, for each life cycle phase, the following disposition components for a record category: Retention Period, Disposition Action, Interim Transfer or Accession Location (if applicable).
	2‑2, 4‑2

	C2.2.2.4.
	RMAs shall, as a minimum, be capable of scheduling and rescheduling each of the following three types of cutoff and disposition instructions:  Time Dispositions, Event Dispositions, and Time-Event Dispositions.
	7‑1, 7‑2, 8‑1, 8‑2

	C2.2.2.5.
	RMAs shall provide the capability to automatically calculate the complete life cycle, including intermediate phases, of record folders and records.
	8‑2

	C2.2.2.6.
	RMAs shall provide the capability for rescheduling dispositions of record folders and/or records during any phase of their life cycle if an authorized user changes the disposition instructions.  This requirement includes the capability to change the cutoff interval of disposition instructions and to change the retention period associated with a disposition.
	7‑2

	C2.2.2.7.
	The RMA shall provide recalculation of the record lifecycle based on changes to any lifecycle date and set the filing status (i.e., open, closed) of the folder according to the business rules associated with date change(s).
	7‑2

	C2.2.3.  Declaring and Filing Records

	C2.2.3.1.
	RMAs shall provide the capability to associate the attributes of one or more record folder(s) to a record, or for categories to be managed at the record level, provide the capability to associate a record category to a record.
	5‑1, 5‑2, 5‑3, 6‑1

	C2.2.3.2.
	Mandatory record metadata components are shown in Table C2.T3. of the standard.  Mandatory in the Structure column indicates that the field shall be present and available to the user either as read/write or as read only depending upon the kind of data being stored.  Mandatory in the Data Collection Required by User column indicates that RMAs shall ensure population of the associated data structure with non-null values.  For fields that are not mandatory in the Data Collection column, RMAs shall behave in a predictable manner as a result of queries or other operations.
	4‑1, 5‑1, 5‑2, 5‑3, 6‑1

	C2.2.3.3.
	RMAs shall provide the capability for only authorized individuals to create, edit, and delete record metadata components, and their associated selection lists.
	2‑2, 4‑1, 5‑1, 5‑2, 5‑3

	C2.2.3.4.
	RMAs shall provide the capability for authorized individuals to select where data collection for optional metadata fields is mandatory for a given organization.
	4‑1, 5‑1, 5‑2, 5‑3

	C2.2.3.5.
	RMAs shall assign a unique computer-generated record identifier for each record they manage regardless of where that record is stored.
	5‑1, 5‑2, 5‑3

	C2.2.3.6.
	RMAs shall provide the capability to create, view, save, and print the complete record metadata, or user-specified portions thereof, in user-selectable order.
	6‑1, 7‑1

	C2.2.3.7.
	RMAs shall provide the capability for authorized individuals to arrange record metadata components and user defined record components on data entry screens to be used for filing.
	2‑2, 4‑1, 5‑1, 5‑2, 5‑3

	C2.2.3.8.
	RMAs shall prevent subsequent changes to electronic records stored in its supported repositories.  The content of the record, once filed, shall be preserved.
	2‑2

	C2.2.3.9.
	RMAs shall not permit modification of the metadata fields indicated by this Standard as not editable.
	2‑2, 7‑1

	C2.2.3.10.
	RMAs shall (for all records) capture, populate, and/or provide the user with the capability to populate the metadata elements before filing the record.  RMAs shall ensure that fields designated mandatory for data collections are non-null before filing the record.
	4‑1, 5‑1, 5‑2, 5‑3

	C2.2.3.11.
	For records that are being filed via user interface, RMAs shall provide the user with the capability to edit the record metadata prior to filing the record, except for data specifically identified in this Standard as not editable.  For autofiling, RMAs shall provide the user the option of editing the record metadata prior to filing.
	5‑1, 5‑2, 5‑3

	C2.2.3.12.
	Dates captured electronically shall be valid dates as defined in paragraph C2.1.2.  Where data entry/capture errors are detected, RMAs shall prompt the user to correct the error.  These prompts shall provide guidance to the user in making corrective actions, for example "Date format incorrect – use MM/DD/YYYY."
	5‑1, 5‑2, 10‑2

	C2.2.3.13.
	RMAs shall restrict the capability to only authorized individuals to define and add user-defined metadata fields (e.g. project number, budget line) for site-specific requirements.
	2‑2, 4‑1

	C2.2.3.14.
	RMAs shall provide the capability to view, save, or print the metadata associated with a specified record or set of records or user-specified portions thereof, in user-selectable order.
	6‑1, 7‑1

	C2.2.3.15.
	RMAs shall provide the capability for only authorized individuals to limit the record folders and record categories presented to a user or workgroup.  Based on these limits, RMAs shall present to users only those record categories or folders available to the user or workgroup for filing.
	2‑2, 4‑3

	C2.2.3.16.
	RMAs shall provide the capability for only authorized individuals to change a record folder or record category associated with a record.
	2‑2, 7‑2

	C2.2.3.17.
	RMAs shall provide a capability for referencing or linking and associating supporting and related records and related information, such as notes, marginalia, attachments, and electronic mail-return receipts, etc., to a specified record.  RMAs shall allow only authorized individuals to change or delete links and associations.
	2‑2, 5‑1, 5‑2, 5‑3, 6‑1

	C2.2.3.18.
	RMAs shall provide the capability to link original superseded records to their successor records.
	5‑1

	C2.2.3.19.
	RMAs shall provide the capability to support multiple renditions of a record.  These shall be associated and linked.
	5‑1

	C2.2.3.20.
	RMAs shall provide the capability to increment versions of records when filing.  RMAs shall associate and link the versions.
	5‑1

	C2.2.3.21.
	RMAs shall link the record metadata to the record so that it can be accessed for display, export, etc.
	6‑1, 8‑2

	C2.2.3.22.
	RMAs shall provide the capability for only authorized individuals to modify the metadata of stored records.  However, RMAs shall not allow the editing of metadata fields that have been specifically identified in this Standard as not editable.
	2‑2

	C2.2.3.23.
	RMAs shall enforce data integrity, referential integrity, and relational integrity.  
	4‑2, 5‑1, 7‑2

	C2.2.3.24
	RMAs shall provide the capability to automatically synchronize multiple databases and repositories.
	6‑1, 7‑1

	C2.2.3.25.
	RMAs shall provide the capability for users to create and maintain shortened "quick–pick" lists from the authorized lists.
	2‑2, 5‑1, 5‑2, 5‑3, 4‑3 10‑5

	C2.2.3.26.
	RMAs shall provide the capability for users to create and maintain templates that automatically populate commonly used data into record metadata fields.
	2‑2, 5‑1, 5‑2, 5‑3, 10‑5

	C2.2.4.  Electronic Mail

	C2.2.4.1.
	RMAs shall treat e-mail messages the same as any other record, and these shall be subject to all requirements of this Standard.
	2‑2, 5‑2, 6‑1

	C2.2.4.2.
	RMAs shall capture and automatically store the transmission and receipt data identified in Table C2T4., if available from the e-mail system, as part of the record metadata when an e-mail message is filed as a record.  RMAs shall provide the capability for editing Subject or Title, Author or Originator, Addressee(s), and the Other Addressee(s) metadata fields prior to filing.  All other fields are not editable.
	5‑2

	C2.2.4.3.
	RMAs shall provide the user the option of filing e-mail and all its attachment(s) as a single record, or filing selected e-mail item(s) as individual record(s), or to do both.  When the attachment(s) is (are) filed as individual record(s), the user shall be provided the capability to enter the metadata required in table C2.T3.
	5‑2

	C.2.2.5.  Storing Records

	C2.2.5.1.
	RMAs shall provide at least one portal that provides access to all associated repositories and databases storing electronic records and their metadata.
	6‑1

	C2.2.5.2.
	The RMAs shall prevent unauthorized access to the repository(ies) U.S.C. 3105.
	2‑2

	C2.2.5.3.
	RMAs shall manage and preserve any record in any supported repository, regardless of its format or structure, so that, when retrieved, it can be reproduced, viewed, and manipulated in the same manner as the original.
	6‑1, 8‑2

	C2.2.5.4.
	RMAs shall allow only authorized individuals to move or delete records from the repository.
	2‑2, 7‑1, 8‑2

	C2.2.6.1.  Screening Records

	C2.2.6.1.1.
	RMAs shall provide for sorting, viewing, saving, and printing list(s) of record folders and/or records (regardless of media) based on any combination of the following:  Disposition Eligibility Date, Disposition Action, Current Location, Transfer or Accession Location, Vital Records Review and Update Cycle Period or Date. Record Category Identifier, Folder Unique Identifier, Location, User Definable Fields.
	7‑1

	C2.2.6.1.2.
	RMAs shall provide for sorting, viewing, saving, and printing life cycle information, eligibility dates, and events of user-selected record folders and records.
	7‑1

	C2.2.6.1.3.
	RMAs shall allow the user to select and order the columns presented in the screening results list(s).
	7‑1

	C2.2.6.1.4.
	RMAs shall provide authorized individuals with the capability to indicate when the specified event has occurred for records and record folders with event and time-event driven dispositions.
	2‑2, 7‑1 

	C2.2.6.1.5.
	RMAs shall provide for sorting, viewing, saving, and printing lists and partial lists of record folders and/or records that have no assigned disposition.


	7‑1

	C2.2.6.2.  Closing Record Folders

	C2.2.6.2.1.
	RMAs shall provide a capability for authorized individuals to close record folders to further filing after the specified event occurs.
	2‑2, 8‑1

	C2.2.6.2.2.
	RMAs shall provide the capability only to authorized individuals to add records to a previously closed record folder or to reopen a previously closed record folder for additional public filing.
	2‑2, 8‑1 

	C2.2.6.3.  Cutting Off Record Folders

	C2.2.6.3.1.
	RMAs shall be capable of implementing cutoff instructions for scheduled and unscheduled record folders.  RMAs shall identify record folders eligible for cutoff, and present them only to the authorized individual for cutoff approval.  The cutting off of a folder shall start the first phase of its life cycle controlled by the records schedule.
	2‑2, 7‑1, 8‑1, 8‑2

	C2.2.6.3.2.
	RMAs shall provide the capability to only authorized individuals to add records or make other alterations to record folders that have been cut off.
	8‑1

	C2.2.6.4.  Freezing/Unfreezing Records

	C2.2.6.4.1.
	RMAs shall provide the capability for only authorized individuals to extend or suspend (freeze) the retention period of record folders or records beyond their scheduled disposition.
	2‑2, 7‑1, 8‑1, 8‑2

	C2.2.6.4.2.
	RMAs shall provide a field for authorized individuals to enter the reason for freezing a record or record folder.
	2‑2, 7‑1

	C2.2.6.4.3.
	RMAs shall identify record folders and/or records that have been frozen and provide authorized individuals with the capability to unfreeze them.
	2‑2, 7‑1

	C2.2.6.4.4.
	RMAs shall allow authorized individuals to search, update, and view the reason for freezing a record or record folder.
	7‑3

	C2.2.6.5.  Transferring Records

	C2.2.6.5.1.
	RMAs shall identify and present those record folders and records eligible for interim transfer and/or accession.
	7‑1, 8‑2

	C2.2.6.5.2.
	RMAs shall, for records approved for interim transfer or accession and that are stored in the RMA's supported repository(ies), copy the pertinent records and associated metadata of the records and their folders to a user-specified filename, path, or device.  For permanent records to be accessioned to the National Archives, the accessioning file(s) be made to conform to one of the formats and media specified in 36 CFR 1228.270
.
	8‑2

	C2.2.6.5.3.
	RMAs shall, for records approved for accession and that are not stored in an RMA supported repository, copy the associated metadata for the records and their folders to a user-specified filename, path, or device.  For permanent records to be accessioned to the National Archives, the metadata shall be made to conform to one of the formats and media specified in 36 CFR 1228.270.
	8‑2

	C2.2.6.5.4.
	RMAs shall, for records approved for interim transfer or accession, provide the capability for only authorized individuals to delete the records and/or related metadata after successful transfer has been confirmed.  RMAs shall provide the capability to allow the organization to retain the metadata for records that were transferred or accessioned.
	8‑2

	C2.2.6.5.5.
	RMAs shall provide documentation of transfer activities.  This documentation shall be stored as records.
	9‑1

	C2.2.6.6.  Destroying Records

	C2.2.6.6.1.
	RMAs shall identify and present the record folders and records, including record metadata, that are eligible for destruction, as a result of reaching that phase in their life cycle.  Records assigned more than one disposition must be retained and linked to the Record Category with the longest retention period.  Links to Record Categories with shorter retention periods should be removed as they become due.
	7‑1, 8‑2

	C2.2.6.6.2.
	RMAs shall, for records approved for destruction, present a second confirmation requiring authorized individuals to confirm the delete command, before the destruction operation is executed.
	8‑2

	C2.2.6.6.3.
	RMAs shall delete electronic records approved for destruction in a manner such that the records cannot be physically reconstructed.
	8‑2

	C.2.2.6.6.4.
	RMAs shall provide an option allowing the organization to select whether to retain or delete the metadata of destroyed records.
	8‑2

	C2.2.6.6.5.
	RMAs shall restrict the records destruction commands to authorized individuals.
	2‑2, 8‑2

	C.2.2.6.6.6.
	RMAs shall provide documentation of destruction activities.  This documentation shall be stored as records.
	9‑1

	C2.2.6.7.  Cycling Vital Records

	C2.2.6.7.1.
	RMAs shall provide the capability for authorized individuals to enter the Vital Records Review and Update Cycle Period when creating or updating the file plan.
	2‑2, 4‑2

	C2.2.6.7.2.
	RMAs shall provide the capability to enter the date when the records associated with a vital records folder have been reviewed and updated.
	7‑3

	C2.2.6.7.3.
	RMAs shall provide a means for identifying and aggregating vital records due for cycling.
	7‑3

	C2.2.6.7.4.
	RMAs shall provide a means for identifying and aggregating vital records by previous cycle dates.
	7‑3

	C2.2.6.8.  Searching for and Retrieving Records

	C2.2.6.8.1.
	RMAs shall allow users to browse the records stored in the file plan based on their user access permissions.
	2‑2, 6‑1

	C2.2.6.8.2.
	RMAs shall allow searches using any combination of the record and/or folder metadata elements.
	6‑1

	C2.2.6.8.3.
	RMAs shall allow the user to specify partial matches and shall allow designation of "wild card" fields or characters.
	6‑1

	C2.2.6.8.4.
	RMAs shall allow searches using Boolean and relational operators: "and," "and not," "or," "greater than" (>), "less than" (<), "equal to" (=), and "not equal to" (<>), and provide a mechanism to override the default (standard) order of precedence.
	6‑1

	C2.2.6.8.5.
	RMAs shall present the user a list of records and/or folders meeting the retrieval criteria, or notify the user if there are no records and/or folders meeting the retrieval criteria.  RMAs shall allow the user to select and order the columns presented in the search results list for viewing, transmitting, printing, etc.
	6‑1

	C2.2.6.8.6.
	RMAs shall allow users the ability to search for null or undefined values.
	6‑1

	C2.2.6.8.7.
	RMAs shall provide to the user's workspace (filename, location, or path name specified by the user) copies of electronic records, selected from the list of records meeting the retrieval criteria, in the format in which they were provided to the RMA for filing.
	6‑1

	C2.2.6.8.8.
	RMAs shall provide the capability for filed e-mail records to be retrieved back into a compatible e-mail application for viewing, forwarding, replying, and any other action within the capability of the e-mail application.
	6‑1

	C2.2.6.8.9.
	When the user selects a record for retrieval, RMAs shall present a list of available versions, defaulting to the latest version of the record for retrieval, but allow the user to select and retrieve any version.
	6‑1

	C2.2.7.  Access Controls

	C2.2.7.
	Table C2.T5. summarizes requirements that refer to "authorized individuals" and offers additional information regarding example user-type roles and responsibilities.  In general, Application Administrators are responsible for setting up the RMA infrastructure.  Records Managers are responsible for records management administration.  Privileged Users are those who are given special permissions to perform functions beyond those of typical users.  RMAs shall provide the capability to allow organizations to define roles and responsibilities to fit their records management operating procedures.
	2‑2

	C2.2.7.1.
	The RMA, in conjunction with its operating environment, shall use identification and authentication measures that allow only authorized persons access to the RMA.  At a minimum, the RMA will implement identification and authentication measures that require the following: Userid, Password and alternative methods, such as Biometrics, Common Access Cards (CAC), or Public Key Infrastructure (PKI).
	2‑2

	C2.2.7.2.
	RMAs shall provide the capability for only individuals with Application Administrator access to authorize access capabilities to any combination of the items identified in Table C2.T5. to individuals and to groups.
	2‑2

	C2.2.7.3.
	RMAs shall provide the capability to define different groups of users with different access privileges.  RMAs shall control access to file plan components, record folders, and records based on group membership as well as user account information.  At a minimum, access shall be restricted to appropriate portions of the file plan for purposes of filing and/or searching/retrieving.
	2‑2, 3‑1, 3‑2, 4‑3

	C2.2.7.4.
	If the RMA provides a web user interface, it shall provide 128-bit encryption and be public key infrastructure enabled, as well as provide all the mandatory access controls.
	2‑1

	C2.2.7.5.
	RMAs shall support simultaneous multiple-user access to all components of the RMA, the metadata, and the records.
	5‑1, 5‑2, 5‑3, 6‑1

	C2.2.8.  System Audits

	C2.2.8.1.
	The RMA shall provide an audit capability to log actions, date, time, unique object identifier(s) and user identifier(s) for actions performed on the following RMA objects: User Accounts, User Groups, Records, Associated metadata elements, and File plan components.  These actions include retrieving, creating, deleting, searching, and editing actions.
	9‑1 

	C2.2.8.2.
	The RMA shall provide a capability whereby only authorized individuals can determine which of the objects and specified actions listed in subparagraph C2.2.8.1. are audited.
	2‑2, 9‑1

	C2.2.8.3.
	The RMA, in conjunction with its operating environment, shall provide audit analysis functionality whereby an authorized individual can set up specialized reports to: determine what level of access a user has and to track a user's actions.  There are the specified actions listed in subparagraph C2.2.8.1.  Facilitate reconstruction, review, possible compromise of sensitive information, or denial of service.
	2‑2, 9‑1

	C2.2.8.4.
	RMAs shall provide the capability to file an audit data as a record.
	9‑1

	C2.2.8.5.
	The RMA, in conjunction with its operating environment, shall allow only authorized individuals to export and/or backup and remove audit files from the system.
	2‑2, 9‑1

	C2.2.8.6.
	The RMA, in conjunction with its operating environment, shall not allow audit logs to be edited.
	9‑1

	C2.2.9.  System Management

	C2.2.9.1.
	The RMA system shall provide the capability to automatically create backup or redundant copies of the records and their metadata.
	8‑2, 9‑2

	C2.2.9.2.
	The method used to back up RMA database files shall provide copies of the records and their metadata that can be stored off-line and at separate location(s) to safeguard against loss due to system failure, operator error, natural disaster, or willful destruction.
	8‑2, 9‑2, 10‑6

	C2.2.9.3.
	Following any system failure, the backup and recovery procedures provided by the system shall ensure: data integrity by providing the capability to compile updates (records, metadata, and any other information required to access the records) to RMAs, ensure these updates are reflected in RMA files, and ensuring that any partial updates to RMA files are separately identified.  Also, any user whose updates are incompletely recovered, shall, upon next use of the application, be notified that a recovery has been attempted.  RMAs shall also provide the option to continue processing using all in-progress data not reflected in RMA files. 
	Not tested

	C2.2.9.4.
	The system shall provide the capability to rebuild from any backup copy, using the backup copy and all subsequent system audit trails.
	9‑1, 9‑2

	C2.2.9.5.
	The system shall provide for the monitoring of available storage space.  The storage statistics shall provide a detailed accounting of the amount of storage consumed by RMA processes, data, and records.  The system shall notify individuals of the need for corrective action in the event of critically low storage space.
	9‑2

	C2.2.9.6.
	The RMA, in conjunction with its operating environment, shall have the capability to activate a keyboard lockout feature and a screen-blanking feature.
	10‑3


SECTION 1 SYSTEM UNDER TEST IDENTIFICATION

TEST CASE 1-1 CONTACT INFORMATION

1 Test Objective

1.1 Document the customer support contacts.

2 Specific Procedures

2.1 Provide the marketing name and version that will appear on the register:

______________________________________________________________________

2.2 Complete Table 1-1.1.

	Table 1-1.1.  BASIC CONTACT INFORMATION

	Product:
	

	Developer:
	

	Contact:
	

	Address:
	

	Telephone:
	

	Fax:
	

	E-mail:
	

	Website Address:
	

	CONTACT TWO

	Product:
	

	Developer:
	

	Contact:
	

	Address:
	

	Telephone:
	

	Fax:
	

	E-mail:
	

	Website Address:
	


TEST CASE 1-2 TESTED CONFIGURATIONS

1 Test Objective

1.1 Document the tested configurations.

2 Specific Procedures

2.1 Complete Table 1-2.1.

	TABLE 1-2.1.  BASELINE CONFIGURATION

	Subsystem
	Item
	Version

	Server Operating Systems
	
	

	Workstation Operating Systems
	
	

	Database Management Systems
	
	

	Document Repository Systems
	
	

	Electronic Mail Systems
	
	

	Office Automation
	
	

	Web Server
	
	

	Web Browser
	
	

	Other Software Required for Compliance
	
	

	Other Functionality
	

	ALTERNATE CONFIGURATION(S)

	Server Operating Systems
	
	

	Workstation Operating Systems
	
	

	Database Management Systems
	
	

	Document Repository Systems
	
	

	Electronic Mail Systems
	
	

	Office Automation
	
	

	Web Server
	
	

	Web Browser
	
	

	Other Software Required for Compliance
	
	

	Other Functionality
	


SECTION 2 TEST READINESS EVALUATION

TEST CASE 2-1 EVALUATE SET UP

Requirements Cross Reference:  ALL
1 Test Objective

1.1 Verify set up is complete.

2 Test Criteria

2.1 Test steps are pass/fail and must be successfully completed to pass this test case.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

3.2 If the RMA is not compliant with DoD 5015.2-STD "out of the box," perform necessary configurations and adjustments.  Document them at this time.  (Documentation should be incorporated into Table 1 of Appendix E in the RMA Compliance Test and Evaluation Process and Procedures document.  Documentation will be included in the detailed test report as submitted by the vendor.)  If a web interface is to be used, verify that it is set up with 128-bit (or better) encryption.

3.3 The e-mail network should be set up to send and receive e-mail from outside the test environment.  

3.4 User accounts (for all test users) at the RMA, e-mail, and operating system level (if required) are established in accordance with Table 2-1.1.

	TABLE 2-1.1.  USERS

	Full Name/Role
	User ID
	Password
	Set Up In

	
	
	
	OS
	E-mail
	RMA

	Bowers, Jan

- RMA Application Administrator
	bowersj
	monkey1
	
	
	

	Christy, Dan

- Records Manager
	christyd
	monkey2
	
	
	

	Schlotterer, Josh

- Privileged User
	schlotterer
	tigers42
	
	
	

	Dale, Dustin

- Typical User 
	daled
	cattle10
	
	
	

	Tassotti, Guido

- Typical User
	tassottig
	tigers43
	
	
	

	Finnegan, Ann

- Typical User
	finnegan
	fishy63
	
	
	

	Holloway, Earl

- Typical User
	holloway
	lion33
	
	
	

	Edwards, Diane

- Typical User
	edwards
	cattle11
	
	
	


3.5 Groups are established at the RMA level and e-mail distribution lists for each group have been created in accordance with Table 2‑1.2.

	TABLE  2-1.2.  GROUPS

	Group
	Users
	Set Up In

	
	
	RMA
	E-mail

	RMA Application Administrator
	Bowers, Jan
	
	

	Records Manager
	Dan Christy
	
	

	Analysts (changes to "Engineering" during testing)
	Schlotterer, Josh
	
	

	
	Tassotti, Guido
	
	

	Finance
	Dale, Dustin
	
	

	
	Finnegan, Anne
	
	

	
	Holloway, Earl
	
	

	
	Edwards, Diane
	
	


3.6 All occurrences of record profile metadata elements and their labels are standardized on the following items: data entry forms, search forms, results listings, and RM process forms (screening and disposition).

3.7 Standard data elements are established in accordance with Tables 2-1.3. through 2‑1.5.  Metadata components designated as "Mandatory" in the "Required for Population" column must  not allow nulls.

NOTE:  Note the procedures for creating the components.

	Table 2-1.3.  File Plan Components

	File Plan Component
	Required for Population
	Name in RMA
	Set Up As (annotate whether system native field or user-defined)

	Record Category Name
	Mandatory
	
	

	Record Category Identifier
	Mandatory
	
	

	Record Category Description
	Mandatory
	
	

	Disposition Instructions
	Mandatory
	
	

	Disposition Authority
	Mandatory
	
	

	Permanent Record Indicator
	Mandatory
	
	

	Vital Record Indicator
	Mandatory
	
	

	Vital Record Review Update Cycle Period
	Mandatory, conditional on Vital Record Indicator
	
	

	User Defined Fields (Privacy Act)
	Optional
	
	


	Table 2-1.4.  Record Folder Components

	File Plan Component
	Required for Population
	Name in RMA
	Set Up As (annotate whether system native field or user-defined)

	Folder Name
	Mandatory
	
	

	Folder Unique Identifier
	Mandatory
	
	

	Location
	Mandatory if not in RMA repository
	
	

	Vital Record Indicator
	Mandatory, inherited from Record Category
	
	

	Vital Record Review and Update Cycle Period
	Mandatory, conditional on Vital Record Indicator
	
	

	Last Reviewed Date
	Mandatory, conditional on Vital Record Indicator
	
	

	User Defined Fields (Media Type)
	Optional
	
	


	TABLE 2-1.5.  Record Metadata Components

	Record Metadata Component
	Required for Population?
	Editing Allowed?
	Set Up As (annotate whether system native field or user-defined)

	Electronic Record

	Unique Record Identifier
	Mandatory
	No
	

	Supplemental Marking List
	Optional
	Yes
	

	Subject or Title*
	Mandatory
	Yes
	

	Media Type
	Mandatory
	Yes
	

	Format
	Mandatory
	Yes
	

	Date Filed
	Mandatory, System Generated
	No
	

	Publication Date
	Mandatory
	Yes
	

	Date Received
	Optional
	Yes
	

	Author or Originator
	Mandatory
	Yes
	

	Addressee(s)
	Mandatory for Correspondence
	Yes
	

	Other Addressee(s)
	Mandatory for Correspondence
	Yes
	

	Originating Organization
	Mandatory
	Yes
	

	Location
	Optional
	Yes
	

	User-Defined Fields (Project Name or Other)
	Optional 
	Yes
	

	Non-Electronic Record

	Unique Record Identifier
	Mandatory
	No
	

	Supplemental Marking List
	Optional
	Yes
	

	Subject or Title*
	Mandatory
	Yes
	

	Media Type
	Mandatory
	Yes
	

	Format
	Mandatory
	Yes
	

	Date Filed
	Mandatory, System Generated
	No
	

	Publication Date
	Mandatory
	Yes
	

	Date Received
	Mandatory
	Yes
	

	Author or Originator
	Mandatory
	Yes
	

	Addressee(s)
	Mandatory for correspondence
	Yes
	

	Other Addressee(s)
	Mandatory for correspondence
	Yes
	

	Originating Organization
	Mandatory
	Yes
	

	Location
	Optional 
	Yes
	

	User-Defined Fields (Project Name or Other)
	Optional
	Yes
	


*If Title is present as a separate field – optional (or pre-filled by the RMA)

	TABLE 2-1.5.  Record Metadata Components

	Record Metadata Component
	Required for Population?
	Editing Allowed?
	Set Up As (annotate whether system native field or user-defined)

	E-mail Record

	Unique Record Identifier
	Mandatory, system generated
	No
	

	Supplemental Marking List
	Optional
	Yes
	

	Subject or Title*
	Mandatory, auto-captured from e-mail Subject
	Yes
	

	Media Type
	Mandatory
	Yes
	

	Format
	Mandatory
	Yes
	

	Date Filed
	Mandatory, system-generated
	No
	

	Publication Date
	Mandatory, auto-captured from e-mail Date/Time Sent
	No
	

	Date Received
	Mandatory, auto-captured from e-mail Date/Time Received
	No
	

	Author or Originator
	Mandatory, auto-captured from e-mail From
	Yes
	

	Addressee(s)
	Mandatory, auto-captured from e-mail To: Distribution list
	Yes
	

	Other Addressee(s)
	Mandatory, auto-captured from e-mail CC: Distribution List
	Yes
	

	Originating Organization
	Mandatory
	Yes
	

	Location
	Optional
	Yes
	

	User-Defined Fields (Project Name or Other)
	Optional
	Yes
	


*If Title is present as a separate field – optional (or pre-filled by the RMA)

3.8 Search screens are established.

3.9 Reports are established.

3.10 The end of the Fiscal Year is set to September 30.

The file plan is established in accordance with Table 2-1.6.

	Table 2-1.6.  record category Descriptions

	Record Category Identifier
	Record Category Information

	SERIES 0031 – COMBATANT COMMAND COMMANDER/DEPUTY COMMANDER/CHIEF OF STAFF CORRESPONDENCE
	

	0031-01
	Record Category Name:
Combatant Command Correspondence

Disposition Authority:
N1-288-00-1 item 42

Permanent Record Indicator:
Yes

Vital Record Indicator:
Yes

Vital Records Review and Update Cycle Period:  Quarterly.

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Memorandums issued/signed by the commander/deputy commander/chief of staff of the combatant command, Command Policy Memorandums serially numbered, and Command Numbered Memorandums, correspondence, messages, briefings, reports, and all related background material.  

Disposition Instructions:  Permanent.  Cut off annually, hold 2 years beyond end of commander/deputy commander/chief of staff tour of duty, then transfer to Inactive Storage Facility (ISF.)  Accession to NARA 25 years after cutoff.  
	

	SERIES 0105 – UNIT MANNING DOCUMENTS (UMDs)
	

	0105-01


	Record Category Name:
UMD

Disposition Authority:
N1-218-89-1 item 002

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Consisting of: draft manpower document and monthly strength report forwarded to OSD and other activities.  Which are: maintained by personnel office as the official record copy.

Disposition Instructions:  Cut off every 3 months, hold 3 months, then destroy/delete.
	

	SERIES 0106 – MANPOWER AND PRODUCTIVITY ENHANCEMENT STUDIES
	

	0106-01
	Record Category Name:
Manpower Studies Supporting Data

Disposition Authority:
N1-218-00-2 item 17

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Documents created in connection with manpower surveys and studies covering personnel authorizations, manning levels, manpower analysis and requirements, workload and performance measures, staffing standards, and related documentation.  Which are: maintained by any JS/combatant command activity as the official record copy.

Disposition Instructions:  Destroy/delete when superseded by a like survey or study, or when no longer needed, whichever is later.  

Note:  One folder per study/survey.
	

	
	Folder Name:
Folder 1:  Staffing Strategies
Disposition Instructions:  Destroy/delete when superseded by a like survey or study, or when no longer needed, whichever is later. 

Event Trigger:  Destroy when superseded. 
	

	SERIES 0205 – PAYROLL CORRESPONDENCE
	

	0205-02
	Record Category Name:
Merit Pay Records

Disposition Authority:
N1-218-00-3 item 2

Permanent Record Indicator:
No

Vital Record Indicator:
Yes (Change to No during test)

Vital Records Review and Update Cycle Period:  Monthly.

Privacy Act System:
If Privacy Act Notice has been processed, apply applicable Privacy Act Number; if notice has not been processed, follow JS/combatant command Privacy Act Program procedures to secure one. (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)

Record Category Description:  Information for a merit pay unit listing covered employees.  Consisting of: initial salary, computation of funds for the unit, salary increases granted automatically, merit pay increases granted based on points received from a performance appraisal rating, and similar information.  Which are: maintained by any JS/combatant command activity.

Disposition Instructions:  Cut off on computation of pay increase, hold 7 years, then destroy/delete.  

Note: One folder per employee.
	

	
	Folder Name:
Folder 1:  Jayne Dough

Disposition Instruction:  Cut off on computation of pay increase, hold 7 years, then destroy/delete.  

Event Trigger:  Computation of pay increase.
	

	0205-03
	Record Category Name:
Differential and Allowances

Disposition Authority:
TBD

Permanent Record Indicator:
No

Vital Record Indicator:
Yes 

Vital Records Review and Update Cycle Period:  Monthly.

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Differential and allowances.  Consisting of: information to assist overseas civilian personnel offices to document employee eligibility for foreign post differential and foreign quarters and post allowances, including SF 1190 (Foreign Allowances Application, Grant, and Report) and similar information.  Which are: maintained by any JS/combatant command activity

Disposition Instructions:  Cut off at end of FY in which all allowances are terminated; final disposition TBD.  

Note: One folder per employee.
	

	
	Folder Name:
Folder 1:  SF 1190 Data

Disposition Instruction:  Cut off at end of FY in which all allowances are terminated; final disposition TBD.  

Event Trigger:  All allowances terminated.
	


	TABLE 2-1.6  RECORD CATEGORY DESCRIPTIONS

	Record Category Identifier
	Record Category Information

	SERIES 0216 – STANDARDS OF CONDUCT
	

	0216-01
	Record Category Name:
Standards of Conduct Correspondence

Disposition Authority:
GRS 1 item 27

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Correspondence, memorandums, and other records relating to code of ethics and standards of conduct.  Which are: maintained by any JS/combatant command activity.  

Disposition Instructions:  Destroy/delete when superseded or obsolete.  

Note:  Disposition of records occurs at the record level.
	

	SERIES 0220 – LABOR MANAGEMENT RELATIONS RECORDS
	

	0220-04
	Record Category Name:
Memorandums of Agreement Under Labor Management Relations

Disposition Authority:
N1-218-00-3 item 13

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Consisting of: initial union proposals, counter proposals, working documents, and approved agreements.  Which are: maintained by any JS/combatant command activity.

Disposition Instructions:  Cut off when superseded or obsolete, hold 4 years, then destroy/delete.  

Note: One folder per case/agreement.
	

	
	Folder Name:
Folder 1:  Agreement on Union Representation on Adverse Action Cases

Disposition Instruction:  Cut off when superseded or obsolete, hold 4 years, then destroy/delete.  

Event Trigger:  Agreement superseded or obsolete.
	

	SERIES 0414 – LAW LIBRARIES
	

	0414-01
	Record Category Name:
Library Acquisition Records

Disposition Authority:
GRS 3 item 3a(1)(a)

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Consisting of: requisitions, receiving reports, purchase orders, packing lists, requests for issue or turn-in, and related records which are control records accumulated by librarians for material procured from centrally-funded sources that exceed $2,000.  Which are: maintained by any JS/combatant command activity.  

Disposition Instructions:  Cut off after final payment; hold 6 years, 3 months, then destroy/delete.  

Note:  One folder per procurement/acquisition over $2,000.
	

	
	Folder Name:
Folder 1:  McMillian Publishing

Disposition Instruction:  Cut off after final payment; hold 6 years, 3 months, then destroy/delete.  

Event Trigger:  Final payment.
	

	SERIES 0927 – FOIA CONTROL
	

	0927-01


	Record Category Name:
FOIA Response Register

Disposition Authority:
GRS 14 item 13a

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Files maintained for control purposes in responding to requests, including registers and similar records listing date, nature and purpose of request, and name and address of requestor.  Consisting of: the register or listing.  Which are: maintained by any JS/combatant command activity as the official record copy.

Disposition Instruction:  Cut off on date of last entry, hold 6 years, then destroy/delete.
	

	0927-04
	Record Category Name:
FOIA Reports

Disposition Authority:
GRS 14 item 14

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Consisting of: reports relating to recurring reports and one-time information requirements on implementation of FOIA, including annual reports to Congress.  Which are: maintained by any JS/combatant command activity.  

Disposition Instruction:  Cut off annually, hold 2 years, then destroy/delete.  

**Will attempt to duplicate record category during test.  
	

	SERIES 0942 – SCIENCE ADVISOR RECORDS/ACTIVITIES
	

	0942-01


	Record Category Name:
Science Advisor Records

Disposition Authority:
N1-218-00-10 item 44

Permanent Record Indicator:
Yes
Vital Record Indicator:
No

Privacy Act System:
N/A (Privacy Act metadata field is added as a user defined field in Test Case 4-1.)
Record Category Description:  Records generated by the science advisor.  Consisting of: reports, studies, tasking orders, and similar records.  Reports are usually informal and unpublished.  Records may be generated at all activities.  Which are: maintained by any JS/combatant command activity as the official record copy.     

Disposition Instruction:  Permanent.  Cut off on completion of study, hold 5 years, then transfer by CY block to RHA.  Accession to NARA in 5-year blocks 25 years after cutoff.

Folders:  One file folder per report, study, or tasking order, etc.

Event Trigger:  Subject item completed.
	

	
	Folder Name:
Folder 1:  Ft. Huachuca Environmental Impact Study

Disposition Instruction:  Permanent.  Cut off on completion of study, hold 5 years, then transfer by CY block to RHA.  Accession to NARA in 5-year blocks 25 years after cutoff.

Event Trigger:  Environmental Impact Study completed
	

	
	Folder Name:
Folder 2:  Ft. Huachuca Pollution Advisory Report

Disposition Instruction Permanent.  Cut off on completion of study, hold 5 years, then transfer by CY block to RHA.  Accession to NARA in 5-year blocks 25 years after cutoff.

Event Trigger:  Pollution Advisory Report completed
	

	
	Folder Name:
Folder 3:  Ft. Huachuca Wildlife Diversity Study

Disposition Instruction:  Permanent.  Cut off on completion of study, hold 5 years, then transfer by CY block to RHA.  Accession to NARA in 5-year blocks 25 years after cutoff.

Event Trigger:  Wildlife Study completed
	


Access and limitations to groups and users are in place. (Includes access to functionality and file plan components.)  When deciding what individuals should have what privilege, refer to Table 2-1.7. and note the following:

a. Jan Bowers is to be considered the RMA SysAd.  Depending on your implementation, she may just be a member of the Records Manager group or a Systems Administrator.

b. Typical users are those in the Analysts and Finance groups.

c. Josh Schlotterer is a privileged user.  He has permission to create, edit, and manage folders and their metadata, and enter Vital Records Review and Update Cycle Periods for those record folders/categories he has permission to file into.  He does not have disposition action privileges.

d. Tables 2-1.8. through 2-1.11. specify the group and user permissions for both filing and retrieval.

NOTE:  After creating the user groups and user accounts, please generate and submit to the JITC a listing showing each user and his/her functional permissions.  These are for test purposes only.  A using organization may want to allocate permissions differently.

	TABLE 2-1.7.  USER TYPES - FUNCTIONAL ACCESS

	User Type
	Functional Access

	All (Typical Users)
	File records

	All (Typical Users)
	Retrieve records

	Privileged Users have All (Typical Users) functional access plus the following:

	Privileged Users
	Create Folders (For Case Files…event or time/event)

	Privileged Users
	Close Folders (and reopen them)

	Privileged Users
	Edit folder metadata

	Privileged Users
	Edit record metadata for records contained in folders they created.

	Privileged Users
	Enter vital record review and update cycle periods on folders they created

	Records Managers have Privileged Users and All (Typical Users) functional access plus the following:

	Records Managers
	Create, add, edit, delete file categories and codes

	Records Managers
	Create, add, edit, delete disposition instructions and codes

	Records Managers
	Assign disposition instruction codes to file categories

	Records Managers
	Extend or suspend (freeze) the retention period of individual folders or record categories

	Records Managers
	Add user defined profile data fields

	Records Managers
	Limit the file codes available to a user or work group

	Records Managers
	Change a file code assigned to a filed record

	Records Managers
	Reverse the designation of a vital record/folder

	Records Managers
	Modify the metadata of stored records

	Records Managers
	Move/delete records from the repository

	Records Managers
	Indicate when a specified event has occurred for event driven dispositions

	Records Managers
	Indicate when to activate applicable cutoff and retention instructions for time-event driven dispositions

	Records Managers
	Approve (qualify) folders scheduled for cutoff

	Records Managers
	Re-activate or change assigned dispositions of folders that have been frozen

	Records Managers
	Suspend the deletion of records/profiles until successful transfer has been confirmed

	Records Managers
	Approve (qualify) records scheduled for transfer

	Records Managers
	Approve (qualify) records scheduled for destruction

	Records Managers
	Create, modify and delete user accounts

	Records Managers
	Create, modify and delete user groups

	RMA SysAd have Records Managers, Privileged Users, and All (Typical Users) functional access plus the following:

	RMA SysAd 
	Access audit functions

	RMA SysAd 
	Enable/disable audit functions

	RMA SysAd 
	Backup and remove audit files

	RMA SysAd 
	Backup copies of stored records


	TABLE 2-1.8.  GROUP FILING PERMISSIONS

	Group
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	Folder 1
	Folder 2
	Folder 3

	Records Manager: --Dan Christy
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Analysts/ Engineering: 

--Josh Schlotterer --Guido Tassotti
	(
	
	
	
	(
	
	
	
	(
	
	

	Finance: 

--Dustin Dale

--Ann Finnegan

--Earl Holloway

--Diane Edwards
	No Filing Authority


Each user has authority to file under the indicated record categories and/or folders.  Note that these users have authority beyond that of their groups (indicated with an *).

	TABLE 2-1.9.  USER FILING PERMISSIONS

	User
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	Folder 1
	Folder 2
	Folder 3

	Josh Schlotterer
	(
	
	
	
	(
	
	
	
	(
	(*
	

	Guido Tassotti
	(
	
	
	
	(
	
	
	
	(
	
	(*

	Dustin Dale
	
	(*
	(*
	(*
	(*
	(*
	
	
	
	
	


Each group has authority to search and retrieve from the indicated record categories and/or folders.

	TABLE 2-1.10.  GROUP SEARCH/RETRIEVE PERMISSIONS

	Group
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	Folder 1
	Folder 2
	Folder 3

	Records Manager: --Dan Christy
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Analysts/ Engineering: 

--Josh Schlotterer --Guido Tassotti
	(
	
	
	
	(
	
	
	
	(
	
	(

	Finance: 

--Dustin Dale

--Ann Finnegan

--Earl Holloway

--Diane Edwards
	(
	
	
	(
	(
	
	
	
	
	
	


Each user has authority to search and retrieve from the indicated record categories and/or folders.  Note that these users have authority beyond that of their groups.

	TABLE 2-1.11.  USER SEARCH/RETRIEVE PERMISSIONS

	User
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	Folder 1
	Folder 2
	Folder 3

	Josh Schlotterer
	
	
	
	
	
	
	
	(
	
	(
	

	Dustin Dale
	
	(
	(
	
	
	(
	
	(
	
	
	


3.11 Control tables and selection lists are established.  The Supplemental Marking selection list must include: NOFORN, NOCONTRACT, and FOUO.  At this time, no supplemental markings are assigned to any user because the field is not being used to control access.

3.12 Audit analysis tools are set up as necessary to complete Test Case 9-1.  Identify the full absolute pathname to each audit log that will be used in this test.

3.13 The following pre-defined record link relationships are set up:

a. Cross-Reference

b. Superseded/Superseding

c. Supporting/Supported Document

d. Rendition (if renditions are not saved as part of the record object)

3.14 Two records are linked as reciprocal cross-referenced.  Note the record category of the two records for inclusion in the appropriate section of your test scripts.

3.15 Populate each record category with one record.  The subject or title of the record should be "Test Setup: <record category>"  (Replace the <record category> tag with the actual record category identifier such as "0942-01 Folder 1".)

3.16 In the 0031-01 category, file records with the following combinations of supplemental markings:

a. NOFORN

b. NOFORN and NOCONTRACT

c. NOFORN and NOCONTRACT and FOUO

d. No supplemental markings

3.17 Any additional actions (beyond basic installation) required to configure the RMA software must be documented for the test record.

4 Specific Procedures

4.1 Log on the RMA as a Records Manager (i.e., a user who has access to functions for creating users, groups, file plans, etc).

4.2 Verify user accounts as shown in Table 2-1.1. in the Pre-Test Conditions.

4.3 Verify groups as shown in Table 2-1.2. in the Pre-Test Conditions.

4.4 Verify standard data elements as shown in Table 2-1.5. in the Pre-Test Conditions.  For a product combination, verify that these elements are set up in the host application (Document Management, Work Flow, etc) and properly mapped to the RMA.  These should be for both input/editing and search and retrieval.

4.5 Verify the file plan as shown in Table 2-1.6. in the Pre-Test Conditions.

4.6 Verify Access and Limitations as shown in Tables 2-1.8. – 2-1.11. in the Pre-Test Conditions.

4.7 Verify control tables, master selection lists, etc.

4.8 Verify business logic.

4.9 Identify all logging and auditing files.

4.10 Verify supplemental markings selection list includes NOFORN , NOCONTRACT, and FOUO.

TEST CASE 2-2 NEGATIVE TESTING

Requirements Cross Reference:  C2.2.1.1., C2.2.1.2., C2.2.1.3., C2.2.1.5., C2.2.2.1., C2.2.2.3., C2.2.3.3., C2.2.3.7., C2.2.3.8., C2.2.3.9., C2.2.3.13., C2.2.3.15., C2.2.3.16., C2.2.3.17., C2.2.3.22., C2.2.3.25., C2.2.3.26., C2.2.4.1., C2.2.5.2., C2.2.5.4., C2.2.6.1.4., C2.2.6.2.1., C2.2.6.2.2., C2.2.6.3.1., C2.2.6.4.1., C2.2.6.4.2., C2.2.6.4.3., C2.2.6.6.5., C2.2.6.7.1., C2.2.6.8.1., C2.2.7., C2.2.7.1., C2.2.7.2., C2.2.7.3., C2.2.7.4., C2.2.8.2., C2.2.8.3., C2.2.8.5.

1 Test Objective

1.1 Verify set up is complete and correct.

2 Test Criteria

2.1 All attempts to access unauthorized areas should fail, except as noted.  Test steps where attempts should succeed are noted.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 2-1.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.  Unless otherwise indicated, all attempts to access functions should be unsuccessful.

If web-based option is offered, repeat test case 2-2 with that interface.

The following five users can be logged on and tested simultaneously:  Schlotterer at 4.1, Tassotti at 4.21, Dale at 4.43, Finnegan at 4.55 and Christy at 4.60.

4.1 Log on the RMA as Schlotterer, a privileged user (schlottere, tigers42).

4.2 Attempt to access the functions to manage users.

4.3 Attempt to access the functions to manage groups.

4.4 Attempt to access the functions to change standard data element mapping/definition.

4.5 Attempt to access any functions to create/modify control tables or global selection lists.

4.6 Attempt to access the functions to modify search screen layouts.

4.7 Attempt to access the functions to create/modify report layouts.  (The user should be successful.)

4.8 Attempt to access the functions to create/modify disposition instructions.

4.9 Attempt to access the functions to create/modify file plan components.  (The user should be allowed to create folders.)

4.10 Attempt to modify the business logic attached to a user-defined field.

4.11 Attempt to enter an event date.  (The user should be successful.)

4.12 Attempt to close a folder.  (The user should be successful.)

4.13 Attempt to freeze a folder.

4.14 Attempt to enter Vital Records Cycle Information.  (The user should be successful.)

4.15 Retrieve a record, attempt to modify the content, attempt to modify the metadata, attempt to change the folder/record category.  (The user should be allowed to enter event dates to the metadata.)

4.16 Attempt to change the metadata of a filed record.  

4.17 Attempt to file a record.  Note what categories/folders are visible.  Verify that only current and valid record categories or folders are available to the user/workgroup for filing.  (The user should only see 0031, 0216, 0942 Folders 1 and 2.)

4.18 Attempt a "select all" search.  Note what categories/folders are returned.  (The user should only see 0031, 0216, 0927, and 0942 Folders 1, 2, and 3.)

4.19 Attempt to delete the audit log files.

4.20 Attempt to edit the audit log file configuration.

4.21 Log in as Tassotti (tassottig, tigers43).

4.22 Attempt to access the functions to manage users.

4.23 Attempt to access the functions to manage groups.

4.24 Attempt to limit users' access to portions of the file plan.

4.25 Attempt to access the functions to change standard data element mapping/definition.

4.26 Attempt to access any functions to create/modify control tables or selection lists.

4.27 Attempt to access the functions to modify search screen layouts.

4.28 Attempt to access the functions to create/modify report layouts.  (The user should be successful in creating and modifying personal layouts.)

4.29 Attempt to access the functions to create/modify disposition instructions.

4.30 Attempt to access the functions to create/modify file plan components.

4.31 Attempt to modify the business logic attached to a user-defined field.

4.32 Attempt to enter an event date.

4.33 Attempt to close a folder.

4.34 Attempt to freeze a folder.

4.35 Attempt to enter Vital Records Cycle Information.

4.36 Attempt to change the metadata of a filed record.  Include an attempt to change file code.

4.37 Attempt to change the contents of a filed record.

4.38 Attempt to change the metadata of a filed e-mail record.  (The user should not be allowed to change metadata fields.)

4.39 Attempt to change the contents of a filed e-mail record.

4.40 Attempt to file a record.  Note what categories/folders are visible.  Verify that only current and valid record categories or folders are available to the user/workgroup for filing.  (The user should only see 0031, 0216, and 0942, Folder 1 and 3.)

4.41 Attempt to change the vendor set up cross-reference between two records.

4.42 Attempt a "select all" search.  Note what categories/folders are returned.  (The user should only see the 0031, 0216, and 0942 Folder 1 and 3.)

4.43 Log in as Dale (daled, cattle10).

4.44 Attempt to Modify Group Filing Permissions.  

4.45 Attempt to Modify User Filing Permissions.  

4.46 Attempt to Modify Group Search/Retrieve Permissions.  

4.47 Attempt to Modify User Search/Retrieve Permissions.  

4.48 Attempt to enter an event date.

4.49 Attempt to close a folder.

4.50 Attempt to freeze a folder.

4.51 Attempt to enter Vital Records Cycle Information.

4.52 Attempt to change the metadata of a filed record.

4.53 Attempt to file a record.  Note what categories/folders are visible.  Verify that only current and valid record categories or folders are available to the user/workgroup for filing.  (The user should only see 0105, 0106, 0205, 0216, and 0220.)

4.54 Attempt a "select all" search.  Note what categories/folders are returned.  (The user should only see 0031, 0105, 0106, 0205, 0216 and 0927.)

4.55 Log in as Finnegan (finnegan, fishy63).

4.56 Attempt to file a record.  Note what record categories/folders are visible.  Verify that only current and valid record categories or folders are available to the user/workgroup for filing.  (The user should not be allowed to file records, no record series should appear.)

4.57 Attempt a "select all" search.  Note what categories/folders are returned.  (The user should only see 0031, 0205, and 0216.)

4.58 Attempt to delete audit log files.

4.59 Attempt to configure audit log files.

4.60 Log in as Christy (christyd, monkey2).

4.61 Attempt to file a record.  Note what categories/folders are visible.  Verify that only current and valid record categories or folders are available to the user/workgroup for filing.  (The user should see all to include the 0031, 0105, 0106, 0205, 0216, 0220, 0414, 0927 series and 0942 Folders 1, 2, and 3.)

4.62 Attempt a "select all" search.  Note what categories/folders are returned.  (The user should see all to include the 0031, 0105, 0106, 0205, 0216, 0220, 0414, 0927 series and 0942 Folders 1, 2, and 3.)

4.63 Delete the vendor set up cross-reference between two records.  (The user should be successful.)

4.64 Attempt to access the functions to manage users.  (The user should be successful.)

4.65 Attempt to access the functions to manage groups.  (The user should be successful.)

4.66 Attempt to access the functions to change standard data element mapping/definition.  (The user should be successful.)

4.67 Attempt to modify the business logic attached to a user-defined field.  (The user should be successful.)

4.68 Attempt to access any functions to create/modify control tables or selection lists.  (The user should be successful.)

4.69 Attempt to access the functions to modify search screen layouts.  (The user should be successful.)

4.70 Attempt to access the functions to create/modify report layouts. (The user should be successful.)

4.71 Attempt to access the functions to create/modify disposition instructions.  (The user should be successful.)

4.72 Attempt to access the functions to create/modify file plan components.  (The user should be successful.)

4.73 Retrieve a filed record.  Attempt to change uneditable fields.

4.74 Attempt to access server and traverse the file system to repository objects.  Attempt to edit an object.  Attempt to create an object by copy or save as outside of the RMA interface.  Attempt to delete an object.

SECTION 3 USER MANAGEMENT

TEST CASE 3-1 CREATE USER ACCOUNTS

Requirements Cross Reference:  C2.2.7.3.

1 Test Objective

1.1 Verify the capability to maintain (create, modify and delete) individual user accounts and to specify access to RMA functions.

2 Test Criteria

2.1 Authorized users should be able to access and successfully execute each of the test steps.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 2-2.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Log in as Jan Bowers (bowersj, monkey1).

4.2 Add the following user accounts:  (For a product combination add the accounts to both host system and RMA.)

a. User name:
Don Adamson

b. ID:  

adamson

c. Password:  
tackle1

a. User name: 
Bruce King

b. ID:  

kingbru

c. Password:  
tackle2

4.3 Assign typical user functional access and file plan access to include filing and search/retrieve permissions to category 0927 to Don Adamson.

4.4 Modify the following user account as shown in Table 3-1.1.

	TABLE 3-1.1.  MODIFY ADAMSON ACCOUNT

	Old account
	Modified account

	User name: Don Adamson
	(no change)

	ID:  adamson
	(no change)

	Password:  tackle1
	tackle4


4.5 Delete the King user account.

4.6 Log in using Adamson's new password (adamson, tackle4).  Verify access to file and retrieve records.

4.7 Log off Adamson.

4.8 Attempt to log on using Adamson's old password (adamson, tackle1).  Verify that logon is unsuccessful.
4.9 Attempt to log on using King's (deleted) account (kingbru, tackle2).  Verify that logon is unsuccessful.
4.10 Generate a printed listing of all users for reference during the test.  Verify the printed output against the expected results, based on Table 2-1.1. and the steps above (additional user).

TEST CASE 3-2 CREATE USER GROUPS

Requirements Cross Reference:  C2.2.7.3.

1 Test Objective

1.1 Verify the capability to maintain (create, modify and delete) user groups and to specify access to RMA functions.

2 Test Criteria

2.1 The authorized user should be able to access and successfully execute the following test steps.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 3-1.

3.2 The RMA Application Administrator (Jan Bowers) is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Add a "Test Officers" user group.  Add Adamson to the "Test Officers" group.

4.2 Assign typical user-type functional access and file plan access to include filing and search/retrieve permissions to category 0414 to the Test Officers group.

4.3 Log in as Adamson to verify access (adamson, tackle4).  Logout.

4.4 Delete Earl Holloway from the "Finance" group, and add him to the "Test Officers" group.

4.5 Change the name of the "Analysts" group to "Engineering."

4.6 Delete the Test Officers group.  Note whether system warns that users exist in this group.

4.7 Generate a printed listing of all groups for reference during the test.  Verify the printed output against the expected results, based on Table 2-1.2. and the steps above.

4.8 Log Out.

SECTION 4 SET UP FILE PLAN

TEST CASE 4-1 BUILD FILE PLAN INFRASTRUCTURE

Requirements Cross Reference:  C2.1.1., C2.1.3., C2.2.1.1., C2.2.1.2., C2.2.1.3., C2.2.1.5., C2.2.3.2., C2.2.3.3., C2.2.3.4., C2.2.3.7., C2.2.3.10., C2.2.3.13.

1 Test Objective

1.1 Verify the capability to design and implement the underlying structure and basic components of a file plan, as applicable.

2 Test Criteria

2.1 The authorized user should be able to access and successfully complete each of the following test steps.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 3-2.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Log in as Dan Christy (christyd, monkey2).

4.2 Add user-defined field, "Privacy Act" (text) to the file plan metadata set.  (Enter the Privacy Act note for category 0205-02, Merit Pay Records as shown in Table 2-1.7.  For all other categories, enter N/A.)

4.3 Add user-defined field, "Media Type" (text) to the folder metadata set.  

4.4 Create an organization-wide selection list for Originating Organization.  For a product combination, take necessary steps in host system as well as in RMA.

4.5 Add user-defined field, "Project Name" (text) to the record metadata set.  For a product combination, take necessary steps in host system as well as in RMA.  Perform necessary mapping to ensure data entered in host system is properly passed to RMA.  (Testers will name this field differently during the test to ensure solutions are not hard-coded.)

4.6 Modify data entry forms or screens to include all user-defined fields.  For a product combination, take necessary steps in host system as well as in RMA.

4.7 Modify all forms of output to reflect all user-defined fields including:

a. Data entry forms or screens

b. Search Forms

c. Displays/screens

d. Reports (soft and hard copy)

4.8 Define master selection lists/control tables/selection lists for user-defined file plan components: Media Type, and Project Name.

4.9 Log in as Edwards (edwards, cattle11).  View records stored in the 0031category.  Edwards should see all records, including those with supplemental markings.  Log off.
4.10 Add "FGI" to Supplemental Markings selection list.

4.11 Add access control logic to the Supplemental Markings field, such that a user would need, in their profile, all the values entered for a record in order to access (file, search and retrieve) that record.

4.12 Assign user access to Supplemental Markings to users in accordance with Table 4-1.1.

NOTE:  Even if a person has access to a specific folder, his/her supplemental marking level further restricts access to information.  There is no hierarchy of supplemental markings.

	Table 4-1.1.  ASSIGN Supplemental Markings

	User
	Supplemental Marking

	Bowers, Jan
	NOFORN

	Christy, Dan
	NOFORN

NOCONTRACT

FOUO

FGI

	Schlotterer, Josh
	NOFORN

FOUO

	Tassotti, Guido
	NOFORN

FOUO

	Dale, Dustin
	NOFORN

NOCONTRACT

FOUO

FGI

	Finnegan, Ann
	FOUO

	Holloway, Earl
	NOFORN

FOUO

	Edwards, Diane
	FGI

	Adamson, Don
	NOFORN


Add logic to send e-mail to Dan Christy when a record is superseded in a category that has a final disposition of "destroy when superseded or obsolete."  (Category 0216-01)  This should be an action that routinely monitors the link relationships assigned to records in a category with a superseding disposition.

4.13 Add logic to send e-mail to Dan Christy when a vital record folder is due for review.  This should be an action that routinely monitors the vital record review dates and not just implemented when a folder is "touched."  

4.14 Add user-defined logic required to control access based on the user-defined field Project Name.  

4.15 Add "Enclosures/Enclosure To" as an additional record link relationship.

TEST CASE 4-2 CREATE/MAINTAIN RECORD CATEGORIES AND FOLDERS

Requirements Cross Reference:  C2.1.1., C2.2.1.1., C2.2.1.4., C2.2.1.6., C2.2.2.1., C2.2.2.2., C2.2.2.3., C2.2.3.23., C2.2.6.7.1.

1 Test Objective

1.1 Verify the capability to create and maintain record categories and folders.

2 Test Criteria

2.1 The authorized user will be able to access the functionality to successfully complete the following tests.  Changes to the record categories or folders will propagate properly.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test case 4-1.

3.2 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Create a new record category as follows:

	Table 4-2.1.  Create New Record Category

	Record Category Identifier
	Record Category Information

	SERIES 0239 – TIME AND ATTENDANCE RECORDS

	0239-01
	Record Category Name:
Time and Attendance Source Records
Disposition Authority:
GRS 2 item 7

Permanent Record Indicator:
No

Vital Record Indicator:
No

Privacy Act System:
N/A

Record Category Description:  Consisting of: all time and attendance records upon which leave input data is based, such as time or sign-in sheets, time cards (such as OF 1130), flextime records, leave applications for jury and military duty, and authorized premium pay or overtime that are maintained at duty post and upon which leave input data is based.  Records may be in either machine-readable or paper form.  Which are: maintained by any JS/combatant command activity.

Disposition Instruction:  Cut off at the end of the fiscal year; hold 6 years or until after GAO audit, whichever is earlier; then destroy/delete.  

Event Trigger:  GAO audit completed.

	
	Folder Name:
Folder 1:  Overtime Pay for Employees A-H

Disposition Instruction:  Cut off at the end of the fiscal year; hold 6 years or until after GAO audit, whichever is earlier; then destroy/delete.  


4.2 Modify record categories as follows:

a.
Replace Disposition Authority "N1-288-00-1 item 42" in record category 0031-01 with "N1-218-00-1 item 42".
b.
Delete "draft" from Record Category Description of record category 0105-01.

c.
Change Vital Record Indicator to "No" in record category 0205-02[including Folder 1.] (Doc should not show up in screening test.)

d.
Change the Disposition Instructions for record category 0220-04 from "4 years" to "5 years".

4.3 Print the file plan/disposition instructions.  Verify the printed output against the expected results (with modifications based on the steps above).  Verify identifiers are unique.

4.4 Attempt to duplicate 0927-04.  Verify that the system does not allow duplicate Record Category Identifiers.

4.5 Delete record category 0927-04, FOIA Reports.  (Note the handling of the orphaned record.)

4.6 Print the user selected record categories and folders with their associated dispositions.  Verify the printed output against the expected results, based on Table 2-1.6 and the changes made above.

TEST CASE 4-3 LIMIT RECORD CATEGORIES AND FOLDERS

Requirements Cross Reference:  C2.1.1., C2.2.3.15., C2.2.3.25, C2.2.7.3.

1 Test Objective

1.1 Verify the capability to limit the set of categories/folders available to users and groups during RMA operations.

2 Test Criteria

2.1 The authorized user will be able to access the functionality to make the changes in the following steps.  Changes will propagate through the system immediately upon acceptance of the change.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test case 4-2.

3.2 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Modify Group Filing Permissions.  Assign filing permissions to Records Managers for Record Series 0239.  See Table 4-3.1. for group filing permissions/restrictions.

	TABLE 4-3.1.  GROUP FILING PERMISSIONS

	Group
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0239
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	
	F.1
	F. 2
	F. 3

	Records Manager: --Dan Christy
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Analysts/ Engineering: 

--Josh Schlotterer 

--Guido Tassotti
	(
	
	
	
	(
	
	
	
	
	(
	
	

	Finance: 

--Dustin Dale

--Ann Finnegan

--Earl Holloway

--Diane Edwards
	No Filing Authority


4.2 Modify User Filing Permissions.  Assign filing permissions to Dustin Dale and Ann Finnegan for Record Series 0239.  See Table 4-3.2. for user filing permissions/restrictions.

4.3 Assign additional privileges to Ann Finnegan to allow her to close and enter event dates to trigger disposition on Record Category 0239.

	TABLE 4-3.2.  USER FILING PERMISSIONS

	User
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0239
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	
	F. 1
	F. 2
	F. 3

	Josh Schlotterer
	
	
	
	
	
	
	
	
	
	
	(
	

	Guido Tassotti
	
	
	
	
	
	
	
	
	
	
	
	(

	Dustin Dale
	
	(
	(
	(
	(
	(
	(
	
	
	
	
	

	Ann Finnegan
	
	
	
	
	
	
	(
	
	
	
	
	


4.4 Modify Group Search/Retrieve Permissions.  Assign search and retrieve permissions to Records Managers and Finance for Record Series 0239.  See Table 4-3.3. for group search/retrieve permissions/restrictions.

	TABLE 4-3.3.  GROUP SEARCH/RETRIEVE PERMISSIONS

	Group
	Category/Folder

	
	0031
	0105
	0106
	0205
	0216
	0220
	0239
	0414
	0927
	0942

	
	
	
	
	
	
	
	
	
	
	F. 1
	F. 2
	F. 3

	Records Manager: --Dan Christy
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Analysts/ Engineering: 

--Josh Schlotterer --Guido Tassotti
	(
	
	
	
	(
	
	
	
	
	(
	
	(

	Finance: 

--Dustin Dale

--Ann Finnegan

--Earl Holloway

--Diane Edwards
	(
	
	
	(
	(
	
	(
	
	
	
	
	


4.5 Constrain access based on Project Name.  Each user or group should have a limited sub-set of Project Names that they will assign to records.  Verify that users are only allowed to file and search/retrieve on those Project Names to which they have access.  Table 4-3.4. provides an example of how Project Name access may be assigned.  Testers will assign access differently during the test to ensure solutions are not hard-coded.)

	Table 4-3.4.  ASSIGN PROJECT NAME ACCESS

	User/Group
	Project Names

	
	Project A
	Project B
	Project C

	Christy
	X
	X
	X

	Schlotterer
	X
	X
	

	Engineering
	X
	
	

	Dale
	X
	
	X

	Finance
	
	
	X


4.6 Gather and zip ALL audit logs.  File existing logs as a zipped record.

4.7 Purge all test records in the RMA.  

4.8 Log off Dan Christy.

SECTION 5 FILING

TEST CASE 5-1 FILE ELECTRONIC DOCUMENTS

Requirements Cross Reference:  C2.1.1., C2.1.2., C2.1.3., C2.2.3.1., C2.2.3.2., C2.2.3.3., C2.2.3.4., C2.2.3.5., C2.2.3.7., C2.2.3.10., C2.2.3.11., C2.2.3.12., C2.2.3.17., C2.2.3.18., C2.2.3.19., C2.2.3.20., C2.2.3.23., C2.2.3.25., C2.2.3.26., C2.2.7.5.

1 Test Objective

1.1 Verify the capability to file new and existing electronic documents (other than e-mail messages) as records and multiple-user access to this function.

2 Test Criteria

2.1 Users will be able to access the functionality and use it to successfully complete each of the following test steps.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 4-3.

3.2 No one is logged in.

3.3
All test records in the RMA have been purged.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Four users log on the RMA (for product combinations, log into the host application) as shown below.  All four users will work simultaneously to file documents, as indicated in the following four steps.  Note the user name or ID of each of the four users below:
a. Tassotti
(typical user, tassottig, tigers43)

b. Schlotterer
(privileged user, schlottere, tigers42)

c. Dale

(typical user, daled, cattle10)

d. Christy

(RM User, christyd, monkey2)

4.2 Select option to review records before filing if auto-filing is used.

4.3 File according to Documents Spreadsheet.

4.4 Note automatically captured fields.

	Table 5-1.1.  Editing Permissions for Record METAData – During Filing

	Metadata Field
	Indicate Auto-capture or Manual Entry
	Editing Allowed?

	Supplemental Marking List
	
	

	Subject or Title
	
	

	Media Type
	
	

	Format
	
	

	Date Filed
	N/A
	No

	Publication Date
	
	

	Date Received
	
	

	Author or Originator
	
	

	Addressee(s)
	
	

	Other Addressee(s)
	
	

	Originating Organization
	
	

	Location 
	
	

	User-Defined Fields
	
	


4.5 Verify all user-defined fields are on filing screen.

4.6 Log in as Tassotti (tassottig, tigers43).
4.7 File at least one document into multiple folders (Use modem.dif, 0031-01 and 0216-01).

4.8 File a new version of a record, verify incrementing and linking (Use 0942-01, Folder 1, Operational Testing 2001.doc and Operational Testing 2002.doc).

4.9 Log in as Schlotterer (schlotterer, tigers42).

4.10 File supporting documents, indicating they are linked, specify the relationship.  (Use 0942-01, Folder 2.)

4.11 Log in as Dale (daled, cattle10).

4.12 File multiple renditions of a document, verify linking and relationship.  (Use 0105-01, outcomes.doc and outcomes.pdf.)

4.13 File superseding documents in a category that does not have a "destroy/delete when superseded" disposition instruction.  (Use 0105-01)

4.14 Log in as Christy (christyd, monkey2).

4.15 File superseded/superseding documents, indicating the relationship.  Note records on spreadsheet.  (Use 0216-01, help.doc and help2.doc.)  He should receive an email based on this action.

4.16 Attempt to enter the dates in Table 5-1.2. as the Publication Date.  Ensure the RMA does not allow invalid dates.

	Table 5-1.2.  Entering Publication Dates

	Date
	Valid
	Invalid
	Notes

	31 Jan 1800
	(
	
	Previous Century

	29 Feb 1900
	
	(
	Not a Leap Year

	29 Feb 1956
	(
	
	Leap Year

	29 Feb 2000
	(
	
	Leap Year

	29 Feb 2100
	
	(
	Not a Leap Year

	29 Feb 2104
	(
	
	Leap Year, Future Century


4.17 Verify that multiple users were able to work simultaneously in the steps above without adverse effect to the filing function.

4.18 Print a listing of all filed records.  For the records filed in the steps above, verify assignment of automatically generated, unique record identifiers.  Specify a sort order for the printed report.

TEST CASE 5-2 FILE E-MAIL MESSAGES

Requirements Cross Reference:  C2.1.1., C2.1.3., C2.2.3.1., C2.2.3.2., C2.2.3.3., C2.2.3.4., C2.2.3.5., C2.2.3.7., C2.2.3.10., C2.2.3.11., C2.2.3.12., C2.2.3.17., C2.2.3.25., C2.2.3.26., C2.2.4.1., C2.2.4.2., C2.2.4.3., C2.2.7.5.

1 Test Objective

1.1 Verify the capability to file e-mail messages that originated and were received at the test user's workstation.

2 Test Criteria

2.1 Users are able to access necessary functionality and successfully complete all the following test steps.  Functionality is linked into supported e-mail system.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 5-1.

3.2 Users, as listed in Test Case 5-1, are still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Set option to review records before filing if auto-filing is used.

4.2 File the e-mail distribution lists as records.  (Lists were created as part of the Pre-Test Conditions in Test Case 2-1.)

4.3 File sent e-mail messages.  Create, print and send the following e-mail messages, requesting receipt.  File each message as specified. View and print the record metadata for at least one filed record.  Refer to the supporting test data sheets for documents to be used as attachments.

a. One addressee, no attachments.  (Tassotti to Dale:  Subject: Telecommuting Policy.  Tassotti files sent e-mail in 0216-01.)

b. Multiple addressees, including "cc:", no attachments. Note automatic capture vs. manual entry of the minimum required record metadata items. 

Verify that editing of metadata items is provided for or prohibited as indicated in Table 5-2.1.  Record the results.  (Christy to Tassotti and "cc:" Dale, Schlotterer, and Finnegan:  Subject:  HPPA.  Christy files sent e-mail in 0927-01.)

	Table 5-2.1.  Editing Permissions for E-Mail Record METAData – During Filing

	Metadata Field
	Auto-captured from message?
	Editing Allowed?

	Supplemental Marking List
	
	

	Subject or Title
	Subject
	Yes

	Media Type
	
	

	Format
	
	

	Date Filed
	N/A
	No

	Publication Date
	Date/Time Sent
	No

	Date Received
	Date/Time Received
	No

	Author or Originator
	From:
	Yes

	Addressee(s)
	To:

Distribution List
	Yes

	Other Addressee(s)
	cc:

Distribution List
	Yes

	Originating Organization
	
	

	Location 
	
	

	User-Defined Fields
	
	


c. Distribution list, no attachments.  File the message, associating the previously filed distribution list record to the e-mail record.  (Christy sends out to Finance Distribution List.  Subject: Annual Merit Increases.  Christy files sent e-mail in 0205-02.)

	Table 5-2.2.  Editing Permissions for Attachment Record

METAData – During Filing

	Metadata Field
	Indicate Auto-capture or Manual Entry
	Editing allowed?

	Supplemental Marking List
	
	

	Subject or Title
	
	

	Media Type
	
	

	Format
	
	

	Date Filed
	N/A
	No

	Publication Date
	
	

	Date Received
	
	

	Author or Originator
	
	

	Addressee(s)
	
	

	Other Addressee(s)
	
	

	Originating Organization
	
	

	Location
	
	

	User-Defined Fields
	
	


d. Multiple addressees, multiple attachments.  File the e-mail with all attachments as a single record.  (Schlotterer to Christy, Tassotti, and "cc:" Edwards.  Include one e-mail attachment, JITC Mailing Address.msg, awards.wpt, Forecast.tif, and Staff memo.wri.  Subject: New Policies.  Schlotterer files sent e-mail in 0216-01 as a complete message and files attachment separately.)

e. Verify all user-defined fields are on filing screen.

f. Verify filing screen contents and editing capability.

4.4 Receive and file e-mail messages.  Receive (i.e., open) and file all messages that were generated in steps a, b, c, and d above in the same manner.  File message generated in step c above in the same manner without the distribution list step.  Note automatic capture of the Date and Time Received value in the Date Received record metadata field.  View and print the record metadata for at least one filed record.

a. One addressee, no attachments.  (Subject: Telecommuting Policy.  Dale files received e-mail from step 4.3a in 0106-01.)

b. Multiple Addressees, including "cc:", no attachments.  (Subject: FOIA Registry Update.  Schlotterer files received e-mail from step 4.3b in 0942-01 Folder 1.)

c. Distribution List, no attachments.  (Subject: Annual Merit Increases.  Dale files received e-mail from step 4.3c in 0239-01 Folder 1.)

d. Multiple addressees, multiple attachments.  (Subject: New Policies.  Tassotti files received e-mail from step 4.3d with all attachments as a single record in 0031-01.)

4.5 File an e-mail that has an embedded object. (Subject: Pollutant Particles.  Schlotterer files sent e-mail in 0942-01 Folder 2.)  Note the handling of the object and whether it is editable after sending.  Verify that RMA forces embedded objects to be saved in the body of the e-mail and are not treated as attachments.  (To set up MS Outlook to support embedded objects, go to Tools, Options, Mail Format, and select "Use Microsoft Word to Edit E-mail Messages.")

4.6 File an e-mail that has an embedded object AND an attachment.  Verify that the RMA forces the object to be saved in the body of the e-mail, and that the RMA allows the user to file the attachment separately from the body of the e-mail. (Subject: FW Pollutant Particles.  Schlotterer files sent e-mail in 0942-01 Folder 2.)

4.7 File an e-mail with another e-mail as an attachment as one record.  Retrieve the filed e-mail record and verify that the attached e-mail is still attached and can then be opened in the e-mail application. (Subject: Monthly Inputs.  Christy files received e-mail in 0942-1 Folder 2.)

4.8 Print a listing of all filed records.  For the records filed in step 4.4, verify assignment of automatically generated, unique record identifiers.

TEST CASE 5-3 FILE NON-ELECTRONIC DOCUMENTS

Requirements Cross Reference:  C2.1.1., C2.1.3., C2.2.3.1., C2.2.3.2., C2.2.3.3., C2.2.3.4., C2.2.3.5., C2.2.3.7., C2.2.3.10., C2.2.3.11., C2.2.3.17., C2.2.3.25., C2.2.3.26., C2.2.7.5.
1 Test Objective

1.1 Verify the capability to file documents existing in hard copy (i.e., non-electronic) form as records.

2 Test Criteria

2.1 Users are able to access the functions necessary to make a metadata entry into the RMA for a non-electronic record.  All the following test steps must be successfully completed.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 5-1 and 5-2.

3.2 Dale and Tassotti are still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 File existing non-electronic document in accordance with test data entry sheets. For each document:  Select a record category/folder.  Link non-electronic records to electronic records filed in Test Case 5-1. Verify that only current and valid record categories/folders are presented to the user for selection during filing.  View and print the record metadata for the record. (Subject: Promotion and Equity Notice.  Dale files record in 0205-02.  Subject: YCMG: Court Martial.  Dale files in 0216-01. Subject: Photos of General Marks.  Tassotti files in 0031-01.)

4.2 Verify that all minimum required record metadata items are manually enterable.  For at least one document, verify that manually entered metadata and user-defined defaults can be edited prior to filing the record.  Use the table below to record the results.

	Table 5-3.1.  Editing Permissions for Record METAData – During Filing

	Metadata Field
	Indicate Auto-capture or Manual Entry
	Editing allowed?

	Supplemental Marking List
	
	

	Subject or Title
	
	

	Media Type
	
	

	Format
	
	

	Date Filed
	N/A
	No

	Publication Date
	
	

	Date Received
	
	

	Author or Originator
	
	

	Addressee(s)
	
	

	Other Addressee(s)
	
	

	Originating Organization
	
	

	Location 
	
	

	User-defined Fields
	
	


4.3 Print a listing of all filed records.  For the records filed in the steps above, verify assignment of automatically generated, unique record identifiers.

4.4 Note any additional record metadata fields provided for filing non-electronic documents, such as information related to physical location.

SECTION 6 SEARCHING FOR AND RETRIEVING RECORDS

TEST CASE 6-1 SEARCH AND RETRIEVE

Requirements Cross Reference:  C2.1.2., C2.1.3., C2.2.3.1., C2.2.3.2., C2.2.3.6., C2.2.3.14., C2.2.3.17., C2.2.3.21., C2.2.3.24., C2.2.4.1., C2.2.5.1., C2.2.5.3., C2.2.6.8.1., C2.2.6.8.2., C2.2.6.8.3., C2.2.6.8.4., C2.2.6.8.5., C2.2.6.8.6., C2.2.6.8.7., C2.2.6.8.8., C2.2.6.8.9., C2.2.7.5.

1 Test Objective

1.1 Verify the capability to perform various searches on the RMA record metadata database and to retrieve records.

2 Test Criteria

2.1 Users will be able to access the functions necessary to complete all the following steps for searching and retrieving records.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Cases 5-1, 5-2, and 5-3.

3.2 Users, as listed in Test Case 5-1, are still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Configure the search output to display the following record metadata attributes:

a. Unique Record Identifier

b. Subject or Title

c. Author or Originator

d. Date Filed

e. Record Category Identifier

f. Supplemental Marking List

4.2 Sort by the following attributes:

a. Subject or Title

b. Author or Originator

c. Date Filed

4.3 Browse file plan to 0942-01 Folder 1 (one person with access [Tassotti] and one person without access [Edwards]).

4.4 For each of the required record metadata elements, perform a search of the record metadata database (see Tables 6-1.1. and 6-1.2.)

4.5 Perform a search using the following combinations (using and/or combinations) of record metadata elements:

a. Subject or Title, Publication Date, and Author or Originator

b. Subject or Title, Record Category Name, and Format

c. Subject or Title, Date Filed, Author or Originator, and Project Name

d. Subject or Title, Author or Originator, and Vital Record Indicator

e. Project Name and Supplemental Markings

4.6 Perform searches of the record metadata database, specifying partial values for multiple-word fields.  Print the resulting hit list for each search.  Verify against expected results, based on the records previously filed.

4.7 Sort by the following attributes:

a. Date Filed

b. Subject or Title

c. Author or Originator

d. Project Name (User defined)

4.8 Perform searches of the record metadata database, specifying wildcard characters.  Verify against expected results, based on the records previously filed.

4.9 For each of the relational and Boolean operators listed in Table 6-1.2., and also for a combination of at least 2 operators, perform a search of the record metadata database.  Verify against expected results, based on the records previously filed.  Record the failure or success of each search in Table 6-1.2.

4.10 Use valid dates to search by dates in at least two separate date fields.

4.11 Search using each user-defined field.

4.12 Search using Project Name and Supplemental markings.  Ensure users see only those records to which they have access to both the record's Project Name and Supplemental Marking(s).

4.13 Print Hit List.  Choose one document/text file, one image file, and one e-mail attachment to use when verifying the content and format of the retrieved record is the same as the original/source item.

Retrieve records into the user's workspace.  Use a file compare utility such as WINDIFF

a. Document/text file: _________________

b. Image file:  _________________

c. Email attachment:  _________________

4.14 Search for and retrieve an e-mail message.  Verify that the e-mail and all its attachments (including the e-mail attachment) can be brought into their native applications and that the content and format of the message is the same as it was before filing.

4.15 Perform a search of the record metadata database that will yield no hits.  Verify that the RMA informs the user there are no records meeting the retrieval criteria.

4.16 Retrieve a record(s) that has link(s) to other records, verify that the linked records are identified and their relationships indicated.

4.17 Retrieve a record(s) that is a version, verify that the latest version is retrieved and the user is able to select and retrieve an earlier version.

4.18 If the RMA uses multiple repositories, verify that the RMA offers at least one portal/user interface that is able to search for and retrieve records across all repositories.

4.19 Start a select all search.  Abort the search before it completes.

4.20 Finnegan searches for FOUO documents.  (She should see FOUO.)

4.21 Edwards searches for FOUO documents. (Edwards and Finnegan are in the same group.)  She should not see any.

4.22 Christy files a document with FOUO/NOCONTRACT markings in 0216-01.  Note Record ID:______  Search for the document as Tassotti.  He should not be able to see this record.

4.23 All log off but Dan Christy.

	Table 6-1.1.  Search Criteria

	Data Element
	Value
	# of Records Returned
	Comments

	Unique Record Identifier
	
	
	

	Supplemental Marking List
	
	
	

	Subject or Title
	
	
	

	Media Type
	
	
	

	Format
	
	
	

	Date Filed
	
	
	

	Publication Date
	
	
	

	Date Received
	
	
	

	Author or Originator
	
	
	

	Addressee(s)
	
	
	

	Other Addressee(s)
	
	
	

	Originating Organization
	
	
	

	Location
	
	
	

	Vital Record Indicator (Record Category/Folder Level)
	
	
	

	Vital Record Review and Update Cycle Period (Record Category/Folder Level)
	
	
	

	User Definable Fields
	
	
	

	Record Category Name
	
	
	

	Record Category Identifier
	
	
	

	Record Category Description
	
	
	

	Disposition Instructions
	
	
	

	Disposition Authority
	
	
	

	Permanent Record Indicator
	
	
	

	Folder Name
	
	
	

	Folder Unique Identifier
	
	
	


	Table 6-1.2.  RELATIONAL AND Boolean Operators

	Boolean Operator(s)
	Search Successful?
	Comments

	AND
	
	

	OR
	
	

	Greater Than (>)
	
	

	Less Than (<)
	
	

	Equal To (=)
	
	

	Not Equal To (!=)
	
	

	Combination
	
	


SECTION 7 SCREENING AND EDITING RECORDS

TEST CASE 7-1 SCREEN RECORDS 

Requirements Cross Reference:  C2.1.1., C2.1.3., C2.2.2.4., C2.2.3.6., C2.2.3.9., C2.2.3.14., C2.2.3.24., C2.2.5.4., C2.2.6.1.1., C2.2.6.1.2., C2.2.6.1.3., C2.2.6.1.4., C2.2.6.1.5., C2.2.6.3.1., C2.2.6.4.1., C2.2.6.4.2., C2.2.6.4.3., C2.2.6.5.1., C2.2.6.6.1.

1 Test Objective

1.1 Verify the capability to screen records.

2 Test Criteria

2.1 Authorized users will be able to access necessary functionality to successfully complete all of the following test steps.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 6-1.

3.2 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Verify record category 0205-02 is not vital.

4.2 Freeze at least 2 folders for a FOIA Request Review.  Note the Folder IDs that have been frozen:

Record Folder IDs frozen: 
_______________________________

4.3 Modify the metadata of a filed electronic and non-electronic record changing each of the fields that are specified as editable.  (If testing a product combination and record metadata is stored in another location, e.g., a document management system, ensure the metadata is automatically updated in the paired system.)  View and print the record metadata for the record.

4.4 Modify the metadata of a filed e-mail message record, changing each of the non-auto-captured fields.  (If testing a product combination and record metadata is stored in another location, e.g., a document management system, ensure the metadata is automatically updated in the paired system.)  Attempt to change the auto-captured fields.  Verify that no changes can be made to the Publication Date and Date Received fields.  View and print the record metadata for the record.  Use the table below to record the results.

	Table 7-1.1.  Editing Permissions for E-Mail Record METAData – After Filing

	Metadata Field
	Auto-captured from message
	Editing allowed after filing?
	Change propagated as expected?

	Unique Record Identifier
	Auto
	No
	

	Supplemental Marking List
	
	
	

	Subject or Title
	Subject
	Yes
	

	Media Type
	
	
	

	Format
	
	
	

	Date Filed
	N/A
	No
	

	Publication Date
	Date/Time Sent
	No
	

	Date Received
	Date/Time Received
	No
	

	Author or Originator
	From:
	Yes
	

	Addressee(s)
	To:

Distribution List
	Yes
	

	Other Addressee(s)
	cc:

Distribution List
	Yes
	

	Originating Organization
	
	
	

	Location 
	
	
	

	User-Definable Fields
	
	
	


4.5 Delete a filed record from the repository.  Note the Record ID of the deleted record: ____________.

4.6 Configure the hit list to the display the following data:

a. Unique Record Identifier

b. Date Filed

c. Record Category Identifier

d. Supplemental Marking List

e. Media Type

f. Format

g. Location

h. User-Defined Fields (Project Name)

4.7 For the purpose of triggering eligibility for event- and time/event- driven dispositions, indicate that one or more specific events have occurred on specific dates. Note the events and the affected folders:  

Event:  Pay Increase Computation

Category:  0205-02 Folder 1 Jayne Dough(Use Christy)

Date Occurred: _______

Event:  Final Payment

Category: 0414-01 Folder 1 McMillian Publishing(Use Christy)

Date Occurred: _______

Event: Study Completed (Use Schlotterer)

Category: 0942-01, Folder 1

Date Occurred:________

Event: GAO Audit Completed(Use Finnegan)

Category: 0239-01 

Date Occurred:  



4.8 View, save, and print the list of folders that are currently frozen.  Compare the list generated from the RMA with the expected baseline results from the JITC database.  (Note Record Count) Select one folder from the list and unfreeze the folder.  Note the folder that has been un-frozen:  _____________________

4.9 Screen for Frozen Records Reason.  View, save, and print the list of folders that are currently frozen.  Compare the list generated from the RMA with the expected baseline results from the JITC database.  (Note Record Count)  Note the freeze reason: __________________

4.10 Screen by Event Disposition.  View, save, and print the list of folders/records for which disposition is based on a specific event.  Note Record count and compare the list generated from the RMA with the expected baseline results from the JITC database.  Note the event and affected folder:  __________.  Note that the folder affected by the specified event is closed.

4.11 Screen by Time-Event Disposition.  View, save, and print the list of folders/records for which disposition is based on a specific event and a time period.  Note record count and compare the list generated from the RMA with the expected baseline results from the JITC database.  Note the event, time period and affected folder:  __________

4.12 Screen for No Disposition.  View, save, and print the list of folders/records with no assigned dispositions.  Note record count and compare the list generated from the RMA with the expected baseline results from the JITC database.

4.13 Screen for Cutoff.  View, save and print the list of folders currently due for cut off.

4.14 Screen for Transfer – Time Disposition.  View, save, and print the list of records/folders due for transfer on 31 December 200N.  Compare the list generated from the RMA with the expected baseline results from the JITC database.

4.15 Screen for Accession – Time Disposition.  View, save, and print the list of records/folders due for accession on 31 December 200N.  Compare the list generated from the RMA with the expected baseline results from the JITC database.

4.16 Screen for Destruction – Time Disposition.  View, save, and print the list of records/folders due for Destruction on 1 January 200N.  Compare the list generated from the RMA with the expected baseline results from the JITC database.

4.17 Access a record with no supplemental markings.  (From Edward's search testing in 6-1, step 4.22.)  Change markings to FOUO.  Save the record.

4.18 Access a record marked FOUO.  (From Finnegan's search testing in 6-1, step 4.21.)  Change supplemental markings to blank.  Save the record.

4.19 Log in Finnegan on another workstation (finnegan, fishy63).

4.20 Verify that the markings on both documents have been changed.  Finnegan should be able to see both documents.

4.21 Log off Finnegan

4.22 Log in Edwards (edwards, cattle11).

4.23 Attempt to access the newly marked FOUO record.  Edwards should fail.

4.24 Log off Edwards.

TEST CASE 7-2 RESCHEDULE RECORDS 

Requirements Cross Reference:  C2.1.1., C2.1.2., C2.2.2.4., C2.2.2.6., C2.2.2.7., C2.2.3.16., C2.2.3.23.

1 Test Objective

1.1 Verify the capability to reschedule records.

2 Test Criteria

2.1 The authorized user will be able to access the functions necessary to complete all of the test steps for rescheduling records.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 7-1.

3.2 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 View the metadata of a filed record.  Note the following:

a. Unique Record Identifier:
____________

b. Record Category Identifier:
____________

c. Disposition Instruction:
____________

4.2 Go to the Disposition Instruction maintenance function and change the disposition schedule for the record category noted above (e.g., change from monthly cutoff to quarterly cutoff). If necessary, go to the File Plan maintenance function and change the disposition instructions of the record category noted above.  Note change: _________________ and adjust expected disposition date on data sheet.  View the metadata of the same record to verify that the record has been re-scheduled. Verify new filing status.  Print the record metadata.

4.3 Change the record category/folder of a filed record such that the disposition instructions are also changed.  View and print the record metadata for the record.

4.4 Rename a record category.  Verify that all linked elements are correctly updated (Referential integrity).

TEST CASE 7-3 CYCLE VITAL RECORDS

Requirements Cross Reference:  C2.1.1., C2.1.2., C2.2.1.5., C2.2.6.4.4., C2.2.6.7.2., C2.2.6.7.3., C2.2.6.7.4.

1 Test Objective

1.1 Verify the capability to cycle records.

2 Test Criteria

2.1 The authorized user will be able to access the necessary functionality to successfully complete the vital records test steps.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 6-1.

3.2 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Take actions necessary to make a folder due for vital record review.  Ensure Dan Christy receives an e-mail notifying him which vital record folders or categories are due for review.

4.2 Gather categories/folders with the yearly cycling date.  Note category/folder count.  Verify record category 0205-02 does not appear in the results list.

4.3 Change last reviewed cycle date to today.

4.4 Gather records updated in the previous cycle.

SECTION 8 DISPOSITION MANAGEMENT

TEST CASE 8-1 FOLDER CLOSING AND CUT-OFF PROCESSING

Requirements Cross Reference:  C2.1.1., C2.1.2., C2.2.2.4., C2.2.6.2.1., C2.2.6.2.2., C2.2.6.3.1., C2.2.6.3.2., C2.2.6.4.1.

1 Test Objective

1.1 Verify the capability to schedule and implement closing and cut-off instructions.

2 Test Criteria

2.1 The system will provide access to the user to complete all of the following test steps resulting in successful closing and cut off actions.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 7-3.

3.2 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Identify the records and/or folders that have a time-event or event disposition where the event has been triggered.  

4.2 Verify that the folders identified above have been closed, if not, close them.

4.3 Log in Finnegan to another workstation.  Attempt to file a record in a closed folder.  Verify that permission was denied.  

4.4 Open the closed folder (Christy) and attempt to file a record (Finnegan).  Verify that the record can be filed.

4.5 Identify the folders (with monthly, quarterly, semi-annual, and annual cutoff instructions, and those closed above) that are due for cutoff as of the current date.  Verify the resulting list(s) against the expected results based on the test data entry sheets.  Verify that the reopened (case) folder is not eligible for cutoff.

4.6 Identify the folders that are due for cutoff on the following dates:

a. Current Month

b. Current Quarter

c. Current FY

d. Current CY

4.7 Perform cutoff processing for any records identified above.

4.8 Attempt to file a document in a folder that has been cut off.  Verify that the document can only be filed in a folder that is active/open.

4.10
Reverse the cutoff on a folder and re-open the folder to allow filing.  Verify that the records manager can reverse the cutoff status of a folder and re-activate it.  Log in as a regular user and file a record to the re-opened folder.

TEST CASE 8-2 DISPOSITION PROCESSING

Requirements Cross Reference:  C2.1.1., C2.1.2., C2.2.2.4., C2.2.2.5., C2.2.3.21., C2.2.5.3., C2.2.5.4., C2.2.6.3.1., C2.2.6.4.1., C2.2.6.5.1., C2.2.6.5.2., C2.2.6.5.3., C2.2.6.5.4., C2.2.6.6.1., C2.2.6.6.2., C2.2.6.6.3., C2.2.6.6.4., C2.2.6.6.5., C2.2.9.1., C2.2.9.2.

1 Test Objective

1.1 Verify the capability to perform final disposition processing.

2 Test Criteria

2.1 The system will provide the necessary functionality to the authorized user to successfully complete all of the following test steps, resulting in a successful transfer, accession, and destruction of qualified records.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 8-1.

3.2 The restore utility has been activated for the files in the RMA repository.

3.3 Dan Christy is still logged in.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Backup the RMA solution.  (Databases, repositories, other elements)  Backup to a medium that JITC will take to be stored for verifying backwards compatibility in future re-verification tests.  (These backups will be used in Test Cases 9-2 and 10-6.) 

4.2 Ensure records filed into multiple record categories are managed based on the longest time-held disposition instruction.  (modem.dif, 0031-01 and 0216-01)

4.3 Generate the list of records/folders due for transfer as of ___________.  Verify the resulting list against the expected results based on the test data entry sheets.  Consider the effect of any re-scheduling of records from Test Case 7-1.  (0031-01 has a multi-phase disposition.  Verify transfer and accession.)

4.4 Begin to run transfer disposition for electronic records.  If the RMA has an option to cancel before the operation is complete, attempt to cancel the operation.  Ensure the records are not transferred.

4.5 Run transfer disposition for electronic and non-electronic records.  

(a) Verify that the system copies the electronic records (and associated metadata) due for transfer, to a specified location/path.  Verify that the system updates the metadata on the record or folder to indicate that the records have been transferred.  

(b)  Verify that the system copies the metadata of the non-electronic records due for transfer, to the location/path specified during system set-up.

4.6 Verify that the RMA keeps the record metadata so the organization continues to manage the record.  Verify that the RMA allows the electronic records to be disposed of after confirmation of successful transfer.

4.7 Review list of records due for accession.  Generate the list of records/folders due for accession as of __________.  Verify the resulting list against the expected results based on the test data entry sheets.  Consider the effect of any re-scheduling of records from Test Case 7-2.  (0031-01 has a multi-phase disposition.  Verify transfer and accession.)

4.8 Run accession disposition for electronic and non-electronic records.  

(a) Verify that the system copies the electronic records (and associated metadata) due for accession, to a specified location/path. 

(b) Verify that the system copies the metadata of the non-electronic records due for accession, to the location/path specified during system set-up.

4.9 Verify that the records/folders that were frozen were not accessioned.

4.10 Verify that the records and their metadata can be destroyed after receiving confirmation of successful accession.

4.11 Run disposition on categories 0105-01 and 0106-01.  Ensure superseded records are marked as eligible for destruction, and the records in the other categories are only marked if the categories/folders are otherwise eligible.  .  Dan Christy should have received an email notifying him that a record in 0106-01 and 0105-01was superseded.

4.12 Generate the list of records/folders due for destruction as of __________.  Verify the resulting list against the expected results based on the test data entry sheets.  Consider the effect of any re-scheduling of records from Test Case 7-2.

4.13 Select option to retain metadata of destroyed records.

4.14 Prepare for file expunge test:  Verify that the restore utility has been properly installed on the repository server.  Select a record to be destroyed, note record ID and/or file name.  

Record ID: ________
Filename: ___________________

4.15 Delete the record and immediately attempt to recover it with the restore utility.  (If the RMA uses a storage facility other than the file system, use the procedure devised by the vendor to show that the record was overwritten/unrecoverable.)  

4.16 Verify that the record has been deleted in a manner such that it cannot be physically reconstructed.  Note result of file un-erase/recovery attempt:

a. File was not found in any directory.

b. File was found but was not recoverable.

c. File was found and recovered, but contents were scrubbed (completely overwritten).

d. Other.

4.17 Begin to run destruction for electronic records.  Select "no" or "cancel" (RMA dependent) when the RMA presents the second confirmation.  Ensure the records are not destroyed. 

4.18 Destroy eligible records.  Run destroy disposition for electronic records.  Verify the following: 

a. A second confirmation was required. 

b. Associated record metadata were either deleted or updated to reflect that the records were deleted. 

c. Frozen records were not destroyed. 

4.19 Log out Dan Christy.

SECTION 9 SYSTEM MANAGEMENT

TEST CASE 9-1 SYSTEM AUDITS

Requirements Cross Reference:  C2.1.1., C2.2.6.5.5., C2.2.6.6.5., C2.2.8.1., C2.2.8.2., C2.2.8.3., C2.2.8.4., C2.2.8.5., C2.2.8.6., C2.2.9.4.

1 Test Objective

1.1 Verify the capability to provide an account of required, significant system events.

2 Test Criteria

2.1 The system and its environment will provide auditing capability and access to that capability to authorized user(s).  The logs generated from auditing will provide a time-stamped user's trail throughout the environment.

3 Pre-Test Conditions

3.1 The vendor successfully completed Test Case 8-2.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Identify all necessary audit logs (including operating system logs, database logs, repository logs, RMA logs, others).

4.2 Log in as an Application Administration User (bowersj, monkey1).

4.3 Verify that all logs are configured, turned on, and writing to log files.

4.4 Log out.

4.5 Log in as Christy (christyd, monkey2).

4.6 Save off Audit Logs.

4.7 Restart Audit Logs.

4.8 Reopen a closed folder that Tassotti has access to in order to complete the following steps.  

4.9 Log in as a typical user (tassottig, tigers43).

4.10 Attempt to access audit log configuration utility(ies).

4.11 Attempt to access and edit audit log(s.)

4.12 Search for and retrieve a record.

4.13 Review the audit log for that record.

4.14 File a new record.

4.15 Attempt to destroy a record.

4.16 Attempt to change record metadata.

4.17 Attempt to change a record schedule (i.e., assign a new rule to an existing file code).

4.18 Attempt to change user account to attain RM privileges.

4.19 Logout.

4.20 Log in as Christy (christyd, monkey2).

4.21 Change Guido Tassotti's permissions to those of a records manager, i.e. add Tassotti to the Records Manager group.

4.22 Logout.

4.23 Log in to the changed Tassotti account (tassottig, tigers43).

4.24 Find and attempt to change record metadata.

4.25 Attempt to destroy the record.

4.26 Attempt to change a record schedule (assign a new rule to an existing file code).

4.27 Check Audit Log

4.28 Log out.

4.29 Log in as an Application Administration User (bowersj, monkey1).

4.30 Stop all logs and collect log files.

4.31 Use Audit Analysis functionality to analyze log files to verify that all actions against the following were logged:

a. User Accounts

b. User Groups

c. Records

d. Associated metadata elements

e. File plan components

4.32 Verify that log information contains actions, date, time, unique object identifier(s) and user identifier.

a. Action

b. Date/Time

c. Unique Record Identifier

d. Authorizing Individual Identifier (if different than user)

4.33 Store the audit log(s) as records.

4.34 Backup and remove audit files from the system.

4.35 Log off.

4.36 Log in as Christy (christyd, monkey2).

4.37 Change Guido Tassotti's permissions back to those of a typical user.

TEST CASE 9-2 BACKUPS AND RECOVERY

Requirements Cross Reference:  C2.1.1., C2.2.9.1., C2.2.9.2., C2.2.9.4., C2.2.9.5.

1 Test Objective

1.1 Verify that the RMA system, i.e., the application software in its operating environment, provides required capabilities to ensure the integrity and protection of organizational records.  These functions may be implemented by the RMA software or provided externally by the host operating system or other utility programs.

2 Test Criteria

2.1 The vendor will demonstrate a full back up and restore capability of all applications in the RMA environment.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

Note:  For test documentation purposes, throughout this and all test cases, generate a screen print at the first use of each procedure and unique RMA screen/display.

4.1 Data Backup.  If the RMA software provides backup capability, perform a backup to external media of the record repository and the associated metadata.  Verify that immediate feedback is provided to the operator on the successful completion of the backup operation.  Verify that the backup media is in a form that can be stored off-line.  Otherwise, if a utility program external to the RMA software provides this capability, note the name of the utility below, and proceed to step 4.2.  (Already completed in Dispositions)

External utility program available for data backup:

_________________________

4.2 Restore from Backup taken in Dispositions test case.

4.3 System Monitor.  If the RMA software provides monitoring of available storage space, verify that information is provided on the amount of storage currently consumed by RMA processes, records and other data.  Induce a condition where at least one such form of storage space becomes critically low, and verify that only authorized users are notified of the need for corrective action. Otherwise, if a utility program external to the RMA software provides this capability, note the name of the utility below. 

External utility program available for system monitoring: __________________________
SECTION 10 USABILITY EVALUATION

TEST CASE 10-1 COMPLEXITY

Requirements Cross Reference:  N/A

1 Test Objective

1.1 Assess the complexity of the RMA.

2 Test Criteria

2.1 This is an informational test case. There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

4.1 Count the minimum number of command clicks and screens to do the following activities.

	Activity
	Command Clicks
	Command Screens

	Create User
	
	

	Create Group
	
	

	Create Disposition
	
	

	Create File Plan
	
	

	File Record
	
	

	Search for Record
	
	

	Retrieve Record
	
	

	Screen Record
	
	

	Destruction Processing
	
	

	Transfer Processing
	
	

	Audit Setup
	
	


4.2 Determine the average number of mandatory fields per screen (all tabs).

TEST CASE 10-2 HELP

Requirements Cross Reference:  C2.2.3.12.

1 Test Objective

1.1 Assess the help options available to users of the RMA.

2 Test Criteria

2.1 This is an informational test case.  There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

4.1 Is general help available?

4.2 Is help meaningful in terms of traditional records management vocabulary?

4.3 Is help available on every screen?  Is it context sensitive to the screen?

4.4 Is help extensible?

4.5 Are error messages meaningful in terms of traditional records management activities?

4.6 Are error messages useful in providing the user suggestions for how to recover from the error (i.e. "Correct Date format is DD/MM/YYYY")?

TEST CASE 10-3 USER INTERFACE

Requirements Cross Reference:  C2.2.9.6.

1 Test Objective

1.1 Assess the RMA's user interface.

2 Test Criteria

2.1 This is an informational test case.  There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

4.1 Does the application support single point login?

4.2 Does the application eliminate redundancy in entering data?

4.3 Does the application eliminate confusion by using progressions and terminology that are logical to traditional records management?

4.4 Does the application clearly distinguish between documents and records?

4.5 Does the application look like it belongs in the environment?

4.6 Does the application use standard environment menus and pointing device behavior?

4.7 Is the application consistent in use of color, sizing, and terminology?

4.8 Does the screen blank after a few minutes?  Can this be set by the user?  Does it need a password to deactivate?

4.9 If the RMA is web-based, is it PKI-enabled?

TEST CASE 10-4 SUPPORT FOR RM PROCESS 

Requirements Cross Reference:  C2.1.1.

1 Test Objective

1.1 To determine to what degree the system under test supports the business rules associated with the RM process.

2 Test Criteria

2.1 This is an informational test case.  There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

4.1 Does the application support generating pull lists for managing non-electronic records?

4.2 Will the application generate Box/Media Labels/Contents Lists?

4.3 Will the application generate Approval Forms?

4.4 Will the application interface with workflow or e-mail to support RM approval processes?  (Did Dan Christy get e-mail about superseded records from Test Case 4-1, step 4.13 and vital folders from Test Case 7-3, step 4.1?)

4.5 Does the application generate customizable disposition reports?

4.6 Does the application support non-electronic record reservation/check-out/check-in?

4.7 Does the application support retrieval of "off-line" electronic records?

4.8 Does the application support the ability to mark records as vital at the record level?

4.9 Does the application support the ability to determine whether or not records are vital at the record level?  (Does the vital folder/category marking populate down to the record level?)

TEST CASE 10-5 USER CUSTOMIZATION

Requirements Cross Reference:  C2.2.3.25., C2.2.3.26.

1 Test Objective

1.1 Assess the ability of the user to customize the RMA.

2 Test Criteria

2.1 This is an informational test case.  There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

4.1 Does the application allow typical users to save commonly used data in a reusable template?

4.2 Does the application allow organizations to assign organization or group-wide default values?

4.3 Does the application allow typical users to save commonly used queries?

4.4 Does the application allow typical users to constrain their views of control tables or selection lists?

4.5 Does the application provide an auto-filing feature that typical users can configure?

4.6 Are filing and search permissions independent?  For instance, can users file into record categories to which they do not have search/retrieve permissions?

TEST CASE 10-6 BACKWARDS COMPATABILITY

Requirements Cross Reference:  C2.1.1., C2.1.4., C2.2.9.2.

1 Test Objective

1.1 Verify that data from a previous version of the application can be used with a new application.

2 Test Criteria

2.1 This is an informational test case.  There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Test suite is configured to the minimum requirements specified by the system developer.

4 Specific Procedures

4.1 Clear out all records from the database/repository.

4.2 Reload from JITC provided backup media.

TEST CASE 10-7 ACCESSIBILTY

Requirements Cross Reference:  C2.1.5.

1 Test Objective

1.1 Verify that Section 508 forms were submitted.

2 Test Criteria

2.1 This is an information collection test case.  There are no pass/fail criteria.

3 Pre-Test Conditions

3.1 Vendor submitted Section 508 Forms prior to the start of testing as part of the application to test.

4 Specific Procedures

4.1 Did the vendor provide the required Section 508 information?

a. Section 1194.21:  Software Applications and Operating Systems

b. Section 1194.22:  Web-based Internet Information and Applications (if appropriate)

c. Section 1194.31:  Functional Performance Criteria
�If accessioning records and metadata to NARA in a format and media specified in 36 CFR 1228.270 causes a violation of the records' authenticity and/or integrity, the organization should contact NARA for guidance, see C2.2.10.5.
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