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The Joint Interoperability Test Command (JITC) tested IBM Corporation's e-Records Solution (IeRS) version 1.1 Records Management Application (RMA) for certification at the IBM facility in San Jose, California, from 30 September through 4 October 2002.

The JITC certified IeRS version 1.1 as compliant with DoD 5015.2 Standard, "Design Criteria Standard for Electronic Records Management Software Applications," dated June 2002.
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1.
Product Identification
IBM’s IeRS is a combination of IBM’s Content Manager v8.1 and Tarian Software’s Tarian e-Records (TeR) v2.0 on Windows and AIX platforms.  IBM’s Content Manager v7.1 and TeR v2.0 make up the OS 390 mainframe configurations
.

IBM's Content Manager provides document management and workflow capabilities.  It also provides declare, search, retrieve functions, and records repository for this solution.

TeR v2.0 is a web-based RMA and provides the records management and access portions of the solution.

1.1
Allocation of Requirements
Table 1 identifies the mandatory functions required by the Standard and indicates which of those functions Content Manager performs, which are performed by TeR, and which are performed jointly.

	Table 1.  Mandatory Functions Allocation

	DoD 5015.2-STD
	CM
	TeR
	Comments

	Para
	Requirement
	
	
	

	C2.1.1.
	Managing Records
	(
	(
	Joint

	C2.1.2.
	Accommodating Dates and Date Logic
	(
	(
	Separate

	C2.1.3.
	Implementing Standard Data
	(
	(
	Joint

	C2.1.4.
	Backward Compatibility
	(
	(
	Not Tested


	C2.1.5.
	Accessibility
	(
	(
	Separate

	C2.2.1.
	Implementing File Plans
	
	(
	

	C2.2.2.
	Scheduling Records
	
	(
	

	C2.2.3.
	Declaring and Filing Records
	(
	(
	Joint

	C2.2.4.
	Filing E-mail Messages
	(
	(
	Joint with both Lotus Notes and Outlook

	C2.2.5.
	Storing Records
	(
	
	All electronic records are stored in CM, including email

	C2.2.6.  Retention and Vital Records Management

	C2.2.6.1.
	Screening Records
	
	(
	

	C2.2.6.2.
	Closing Record Folders
	
	(
	

	C2.2.6.3.
	Cutting Off Record Folders
	
	(
	

	C2.2.6.4.
	Freezing/Unfreezing Records
	
	(
	

	C2.2.6.5.
	Transferring Records
	(
	(
	Joint

	C2.2.6.6.
	Destroying Records
	(
	(
	Joint

	C2.2.6.7.
	Cycling Vital Records
	
	(
	

	C2.2.6.8.
	Searching and Retrieving Records
	(
	(
	Joint

	C2.2.7.
	Access Controls
	(
	(
	Joint

	C2.2.8.
	System Audits
	(
	(
	Joint

	C2.2.9.
	System Management Requirements
	(
	(
	Performed by the operating system and DBMS


2.
Test Configuration
The test configuration consisted of:

· Supra – Personal computer running Windows 2000 Advanced Server with SP2, Tarian eRecordsEngine V2.0 with SP1, MS SQL Server 2000, IBM Content Manager Client for Windows, and Internet Explorer V5.5

· Celica – Personal computer running Windows 2000 Server SP 2, IBM Content Manager Server V8.1, IBM DB2 UDB EE 7.2 with Fix Pack 7, IBM WebSphere Advanced Edition V4.0.3, IBM Content Manager Client for Windows, Microsoft Outlook 2000, Lotus Notes R5.0.8, and Internet Explorer V5.5

· Smallville – Personal computer running Windows NT SP6, IBM Content Manager Server V8.1, IBM DB2 UDB EE 7.2 with Fix Pack 7, IBM WebSphere Advanced Edition V4.0.3, IBM Content Manager eClient server V8.1, IBM Content Manager Client for Windows, Microsoft Outlook 2000, Lotus Notes R5.0.8, and Internet Explorer V5.5

· Blanka – Personal computer dual boot into Windows 98 and Windows ME.  IBM Content Manager Client for Windows, Microsoft Outlook 2000, Lotus Notes R5.0.8, and Internet Explorer V5.5 were in both partitions.

· Bilbo - IBM RS/6000 running AIX 4.3.3 with Maint. Level 10, IBM Content Manager Server V8.1, IBM WebSphere Advanced Edition V4.0.3, and IBM DB2 UDB EE 7.2 with Fix Pack 7.

· Integra – Personal computer running Windows 2000 with Lotus Domino Server R5.0.8.

· STPLEX4B – IBM OS/390 Mainframe running Z/OS V1R4 PTF Level 0205, IBM Content Manager Server V7.1, IBM CICS 410, IBM DB2 V5.1, IBM DFSMSdfp: OAM (Object Access Method).

· 3000gt - Personal computer running Windows 2000 Advanced Server with SP2, Tarian eRecordsEngine V2.0 with SP1, MS SQL Server 2000, IBM Content Manager Client Application V7.1, IBM Content Manager eClient Server V7.1.3, IBM WebSphere Advanced Edition V3.5.0, Lotus Notes R5.0.8, Microsoft Outlook 2000, and Internet Explorer V5.0.

3.
RMA Mandatory Requirements
3.1    Managing Records [C2.1.1] 

The IBM e-Records Solution version 1.1, hereafter referred to as IeRS, manages electronic and non-electronic documents. It stores electronic documents in its repository and maintains them in their original, native file format. Users maintain documents stored on other media, such as paper, diskette, or tape, as records by adding profile data through the TeR user interface.

3.2    Accommodating Dates and Date Logic [C2.1.2] 

IeRS stores and displays dates using a 4-digit year format.  It recognizes leap years including the year 2000. It accepts user input of valid dates from current, previous and future centuries.

3.3    Implementing Standard Data [C2.1.3] 

IeRS provides the capability to implement standardized data. Records managers create data entry templates. They can assign default values to the metadata fields and can also assign default templates to users. In addition, they can create pick lists to assist the user in filling out the templates.

Data is fully synchronized between Content Manager and Tarian.

3.4    Backwards Compatibility [C2.1.4] 

This is the first test for this product against version two of DoD 5015.2-STD2, therefore test data from a previous test was not available to verify backwards compatibility. 

3.5    Accessibility [C2.1.5] 

The IBM-provided 508 Voluntary Product Accessibility Templates (VPATS) are provided in the appendices of the detailed test report.   Tarian provided 508 VPATS are provided as appendices to the Tarian detailed test report.

3.6    Implementing File Plan [C2.2.1] 

The TeR engine in IeRS provides the required capabilities for creating and maintaining a file plan through the File Plan Design tab. File plan information is stored in a relational database and consists of series, files, folders, and documents. 

Disposition instructions are encompassed in the Life Cycle Code. Life cycle codes are then assigned to the record plan components. If a life cycle code is assigned at the series level, components under that series inherit that code unless another life cycle code is specified for that component. 

3.7    Scheduling Records [C2.2.2] 

The TeR engine in IeRS provides the capability to schedule records and automatically tracks the disposition schedules for screening and disposition processing. Record lifecycles are implemented using phases through which each record must pass for the period of time designated in the associate lifecycle codes. 

3.8    Declaring and Filing Records [C2.2.3] 

Users can file into the IeRS repository from the Content Manager Client for Windows or the Lotus Notes client.

At the time of filing, IeRS assigns a unique record identifier and a date/time stamp to each record. The date/time stamp serves as the required Date Filed profile field. Users cannot modify either field.

3.9    Filing E-mail Records [C2.2.4] 

Lotus Notes and MS Outlook 2000 are supported by the IeRS solution.  During an email record declaration, Lotus Notes exports Notes objects to a supported XML file.  This XML file is then imported to CM and declared as a record.  Lotus Notes email attachments can be filed as separate records in their original format.  Lotus Notes does not convert the attachments to XML format.  When filing email messages with attachments, the users may choose one of the following filing options:

· Single Record. Stores the e-mail as a message file (which includes the attachments).

· E-mail and Each Attachment as a Record. Stores the e-mail (without attachments) as an .msg file and in addition, stores each attachment separately in its native file format.

· Both. Files the e-mail as a single record (which includes the attachments) and also files each attachment as a separate record in its native file format.

3.10    Storing Records [C2.2.5] 

Content Manager uses the server's file system for storing and preserving electronic records. The permissions granted at the folder, file, and document level determine who has access to the records and what they can do with those records. Only users with appropriate access can delete records from the repository using the TeR user interface.

File plan and document profile data are stored separately from the actual records in a relational database. MS SQL Server 2000 provided the record database during the certification test. Content Manager uses DB2 to support document management. DB2 interfaces only with the Content Manager Server.

3.11    Screening Records [C2.2.6.1] 

Records managers perform screening functions through the TeR Life Cycle Administration screens. From there, they design queries and reports for information relating to the records’ life cycle, such as finding folders due for cutoff, transfer, or destruction.

3.12    Closing Record Folders [C2.2.6.2] 

The TeR interface offers records managers and privileged users the ability to close folders through the folder profile-editing screen. 

3.13    Cutting Off Record Folders [C2.2.6.3] 

The TeR interface offers records managers the ability to cut off record folders.

3.14    Freezing/Unfreezing Records [C2.2.6.4] 

The TeR interface offers records managers the ability to freeze and unfreeze records and folders. 

3.15    Transferring Records [C2.2.6.5] 

IeRS distinguishes between record transfers and record accessions. Transfers are treated as interim transfers, where a record is sent to secondary storage but the organization retains responsibility for that record. In this case, the actual file is removed from the repository, but the record metadata is kept within TeR. When IeRS accessions records, it surrenders ownership of the record to another authority and the files and metadata are removed from the repository.

To search for folders (or series, files, documents) due for accession, the records manager queries the RMA. TeR presents a list of those folders and the records manager verifies they should be accessioned. TeR then writes the affected electronic files, a transmission log, and the folders and record metadata to a user specified directory.  IeRS deletes the corresponding CM items from the Content Manager repository and delete the record profile from TeR database. The transmission log and record metadata are saved in the user specified directory in XML format.

3.16    Destroying Records [C2.2.6.6] 

To destroy records, the records manager uses the TeR interface to searches on those folders due for destruction, selects them, and verifies that the folders should be destroyed. IeRS then deletes the folders (and any records within those folders) from the CM repository and TeR database. 

Records cannot be reconstructed once they have been deleted. 

3.17    Cycle Vital Records [C2.2.6.7] 

The TeR user interface offers privileged users the ability to collect and cycle vital records and folders. 

3.18    Searching and Retrieving Records [C2.2.6.8] 

IeRS provides the required capability for searching for and retrieving records. The TeR interface provides inter-field operators in the event the user wants to perform nested searches. Users also have an opportunity to select exactly what fields should be presented in the search results. Users can download copies of the record to their hard drives or open them for viewing if they have the application or viewer installed on their system.

The Content Manager Client for Windows and eClient provide the capability to search and retrieve on the fields and organization defined at the time CM is configured.  System administrators and records managers should work together to define the organization’s metadata set and map the fields during IeRS configuration.  Mapping the data between TeR and Content Manager is configurable and can be accomplished by the organization themselves after some training. The IeRS solution already contain logic to automatically transfer CM item attributes to TeR component attributes if they are configured correctly.  All records are protected by TeR record access control permissions. Records can be retrieved via the Content Manager interface based on the user's TeR access control permissions.

3.19    Access Control [C2.2.7] 

All access control is implemented in the TeR engine.  CM queries TeR to determine access privileges, so access is always synchronized across interfaces.  Records managers assign access to folders, files, and records at the user and/or group level. IeRS supports multiple-user access. During much of the certification test, two - four users worked simultaneously performing various functions including filing system maintenance, document filing, record retrieval, reporting, and disposition activities. 

3.20    System Audits [C2.2.8] 

The TeR engine provides all system auditing capabilities to meet 5015.2.

3.21    System Management Requirements [C2.2.9] 

The operating systems, supporting RDBMS's and Content Manager provided the necessary System Management capabilities. 
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� TeR does not run on the OS 390, Content Manager and DB2 are hosted on the mainframe in the OS 390 configuration.  TeR is hosted on Windows 2000 Advanced Server.


� This test was the first test against this requirement.  Test data from a previous system was not available.





