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1. INTRODUCTION

1.1. PURPOSE

This document describes the Records Management Application (RMA) Compliance Test and Evaluation (CTE) Process and Procedures. DOD Directive 5015.2, "Department of Defense Records Management Program," March 6, 2000 (reference c), requires the Defense Information Systems Agency (DISA) to (among other things):

"Establish and maintain a test and evaluation program for verifying automated records management information systems that meet the standard functional and automated system requirements for records management."

"Establish and maintain a register of automated records management products that have been verified as meeting standard functional and automated system requirements.  Ready access to this register shall be provided to all DOD records management personnel".

This document describes the procedures and steps for requesting compliance test and evaluation of products under DOD 5015.2-STD, June 2002.  It also describes the testing policies, and defines the roles and responsibilities of participating organizations. 

1.2. APPLICABILITY

DOD 5015.2-STD is issued under the authority of DOD Directive 5015.2 (reference c).  This Standard sets forth mandatory baseline functional requirements for Records Management Application (RMA) software used by DOD Components in the implementation of their records management programs.  It defines required system interfaces and search criteria to be supported by the RMAs, and describes the minimum records management requirements that must be met based on current National Archives and Records Administration (NARA) regulations.

All records management software applications acquired by DOD components must meet the mandatory requirements defined in DOD 5015.2-STD, and, in accordance with its Foreword, applications already in use must comply within two years of its effective date.

2. RMA CTE PROGRAM POLICIES

2.1. GENERAL

Compliance will be earned for each specific hardware and software environment in which the RMA is tested.  Changes to the environment will require additional compliance.  Compliance is valid for a two-year period.

2.2. TEST SPONSORSHIP

Compliance test sponsors may be developers, vendors, Federal Government acquisition activities, or users.  Test sponsors are responsible for arranging for the compliance tests and providing the test fee.  Non US entities must arrange through a US subsidiary or partner.

2.3. COMPLIANCE TEST LOCATION

Compliance testing can be conducted at any location mutually agreed to by the test sponsor and the Joint Interoperability Test Command (JITC).

2.3.1
Developer/Vendor or Third Party Location.  These tests are usually conducted at the vendor's or RMA system developer's site, or some other site.  The test sponsor is responsible for providing and setting up the test configuration(s).

2.3.2
JITC RMA Test Lab.  The JITC has an RMA test lab available for performing these compliance tests on a limited basis.  JITC can provide some of the client workstations.  However, the test sponsor will be required to provide any servers and additional equipment and supporting software not available at the JITC, and to set up the test configuration(s).

2.4. RE-VERIFICATION TESTING

Re-verification testing may be directed by the Office of the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence (OASD/C3I), or requested by sponsors in response to changes and updates to DOD 5015.2-STD.  Changes to the system's environment configuration including hardware, operating system, and supporting software may require re-verification.  Functional problems found with previously verified products may require re-verification of that product.  Finally, re-verification testing may be required upon the two-year expiration date.

2.5. TEST CATEGORIES AND COMPLIANCE CRITERIA

2.5.1.
Mandatory Requirements Testing.  This testing will verify that the RMA performs the functions specified in Chapter 2 of the DOD 5015.2-STD, "Mandatory Requirements."  The JITC test team will use standard and repeatable test procedures and controlled test data to verify functionality.  All mandatory requirements must be met in order for the system to be declared as compliant.

2.5.2. Non-Mandatory Features Testing.  There are no pass-fail criteria for the non-mandatory features, however these need to be identified in advance to JITC using the CTE 3 form.  The test sponsor will demonstrate the functionality of these features to the JITC test team, and the features must be demonstrated using the test system as set up for the test. 

2.5.3. Management of Classified Records Testing.   Testing for compliance to Chapter 4 of DOD 5015.2-STD is performed if requested by the test sponsor.  Products meeting these requirements will be posted on a separate register list to distinguish them from those that do not provide this additional capability. 
2.5.4. Integrated Products Requirements Testing.  This category of testing is applicable for applications that have integrated their product(s) with an already verified RMA.  The testing addresses whether the integration has been successful and whether all the mandatory requirements are still being met.  Non-Mandatory Functional Requirements testing can also be performed in conjunction with this test.  JITC will not verify products paired with an RMA if the verification has expired or if the RMA vendor no longer supports that version of the RMA.  Additionally, Chapter 4 testing cannot be performed on integrated products, since DoD 5015.2-STD does not address how classified documents under development must be managed prior to being declared as a record.

2.5.5. Limited Mandatory Requirements Testing.  This evaluation is conducted on any system that, as part of its function, generates and stores records.  To qualify under the limited compliance criteria, the system must generate and store only a limited set of different record categories and therefore does not need all the features of a general purpose RMA.  Additionally, only government organizations can sponsor a limited compliance test.  The JITC, with input from the sponsoring organization, will determine which mandatory requirements can be waived for the system to be tested.  These systems are tested to ensure that their record keeping functions comply with DOD 5015.2-STD.  Products given a limited compliance will not be posted on the JITC Compliance Test and Evaluation RMA Product Registers.

2.6. SUSPENDING/RESUMING COMPLIANCE TESTING

Failure to meet any one of the mandatory requirements specified in Chapter 2 of DOD 5015.2-STD may result in test suspension.  Depending on the test case being executed, the test team will make a determination on:

a. Areas that may be bypassed for testing at a later time versus those that will automatically suspend testing.
b. Changes the vendor will be allowed to make to the software locally versus those that must be completed at the vendor's software development facility.
c. The procedures to resume testing after a suspension.
d. Regression testing procedures after any software changes are made.
2.7. TESTING FEE

All testing, including those for a DOD sponsor, is performed on a fee-for-service basis.  JITC will provide an estimate to the test sponsor, who is responsible for funding the test.  For suspended tests, JITC will provide an estimate for the additional test cost (if any) to the test sponsor, which must be paid prior to the resumption of the test.

2.8. JITC COPY OF THE VERIFIED RMA AND SUPPORTING SOFTWARE

A copy of the verified RMA and any supporting software required by the RMA, excluding the operating system or the database management system, are to be provided to the JITC for reference purposes.  These are required until the expiration date of the compliance.  This requirement does not apply to software that has been provided a limited compliance.

3. TEST DOCUMENTATION

3.1. TEST PROCEDURES

The generic test procedures are applicable to all products undergoing full compliance.  They are provided to assist developers in performing their internal testing as well as to allow them to develop a set of Test Scripts.  Each test case provides the:

a.
Test Objective.

b.
Test Criteria. 

c.
Pre Test Conditions.

d.
Specific Procedures.

3.2. ADDITIONAL OR MODIFIED TEST CASES

The JITC will prepare additional or modified test cases, if necessary, for any system that requires special testing.  A subset of the test cases will be used for systems undergoing product pair testing or limited compliance testing.

3.3. COMPLIANCE REPORTS

3.3.1.
Summary Report.  Summary reports will be prepared only for RMA products that are verified, including product pair compliance.  The purpose of this report is to provide a summary of how the tested RMA satisfied the mandatory requirements as well as what optional features the system provides.  This report will not contain restricted or proprietary data and will be made available to the general public via posting on the Compliance Test and Evaluation Product Registers.  The sponsoring organization will be provided a draft for review and comment before posting.

3.3.2.
Detailed Report.  A detailed report will be provided to the sponsor in both printed and computer file media.  The sponsor can further distribute this report at his discretion. The report will provide a more detailed description of the functionality for both the mandatory and non-mandatory requirements for all products that receive a normal compliance or product pairing compliance.  Government organizations may request this report to aid Government acquisition personnel in selecting suitable records management applications.  The Compliance Test and Evaluation Product Registers will contain a link through which government agencies can request the detailed report.  Other organizations will be advised to request detailed reports directly from the sponsoring organization.    As with the summary report, the sponsoring organization will be provided a draft to review and comment.

3.3.3.
Limited Compliance Report.  A limited compliance report will document the functions tested and the associated findings.  It will be provided only to the organizations in the distribution list provided by the test sponsor.

4. RMA COMPLIANCE PROCEDURES

Figure 1 shows a top-level overview of the RMA Compliance Testing Process.  Detailed information regarding each step is available from the following paragraphs.


Figure 1.  Overview of the RMA Compliance Testing Process

4.1. PRETEST COORDINATION

See Appendix C for the timetable and sequence of events that need to occur prior to the conduct of the test.  Testers will send a copy of the appropriate timetable to the test sponsor.  Milestones and events in the timetable are required and must be completed prior to testers travel to the test site.

4.1.1.
Test Sponsor.  The test sponsor (vendor, system developer, or DOD component) will submit the following items to the JITC:

a.
Form RMA CTE-1A, Compliance Request OR Form RMA CTE-1B Integrated Products.  See Appendix D.

b.
Form RMA CTE-2, Software Configuration Registration Data.  See Appendix D.

c. Form RMA CTE-3, Optional Features Compliance Request, if applicable.  See Appendix D.

d. For integrated products, both full-functioned and product pairs require submission of RMA CTE-5, Integrated Products Mandatory Requirements Allocation.  See Appendix D.

e.
Local Area Network (LAN) architecture/system software configuration drawing.

f.
Section 1194.21, "Software Applications and Operating Systems - Detail Voluntary Product Accessibility Template," and, if appropriate, Section 1194.22, Web-based Internet information and applications – Detail Voluntary Product Accessibility Template located:

http://www.itic.org/policy/vpat.html.

g.
Section 1194.31, "Functional Performance Criteria - Detail Voluntary Product Accessibility Template," located:  http://www.itic.org/policy/vpat.html.

h.
RMA Requirements Allocation and Setup.  See Appendix E.
i.
E-mail the above items to:  jitcfhrma@fhu.disa.mil
j.
For initial tests (RMA products that have not been successfully tested previously), JITC requires that the sponsor provide a product demonstration, either on-site or remote, and test scripts for test cases 3-1 through 9-1, and for setting up the system for test case 2-1, as well as the product manuals, before the start of the ten‑week timetable.  Test scripts are the step–by-step procedures with screen images that describe how to execute the test cases (found in the JITC RMA Compliance Test Procedures documents).  JITC will use the completed test scripts to determine whether the product is likely to pass the compliance test, as well as to conduct the test.  For products that have been previously tested and for pairings, the test scripts are required three weeks before the test. 

k.
Upon notification by JITC, test sponsors must remit the RMA compliance test fee.  The test fee instrument must be made payable to the "Joint Interoperability Test Command," and must be received by the JITC prior to the scheduled test.  Send to:
ATTN: JTG

Building 57305

Joint Interoperability Test Command

2001 Brainard RD

Fort Huachuca, AZ  85613-7051

OFFICIAL  BUSINESS

4.1.2.
JITC.  The JITC is available to provide informal technical support to potential test sponsors and developers.  The JITC can clarify requirements stated in the DOD Standard, review RMA documentation or, as time and resources allow, informally evaluate RMA software for the purpose of determining if it is likely to pass the compliance test.  Upon receiving the formal request for compliance testing, the JITC will:

a.
Review submitted documentation.

b.
Provide a Point of Contact responsible for coordination.

c.
Schedule compliance testing.

d.
Contact the test sponsor by letter detailing terms and conditions and test fee.

4.2. TEST CONDUCT

Test conduct will be a joint effort between the JITC and the test sponsor.  Representatives from the sponsoring organization will be active participants during the test.  As a minimum, sponsoring organization personnel will install and set up the RMA software and provide on-site real time technical assistance.  Since the JITC test personnel may be unfamiliar with the RMA software, the sponsoring organization personnel may be asked to perform some of the test operator functions of the RMA software under guidance and observation by JITC test personnel.  The tests will be conducted in accordance with the JITC test cases and sponsor test scripts.  JITC personnel will maintain the test log and record the resulting test data and outcomes.

4.3. POST TEST ACTIVITIES

4.3.1.
JITC.  Upon successful completion of a compliance test, JITC will post the product and Point of Contact (POC) information on the JITC RMA web page.  See section 8 for more information on the web page.  In addition, the JITC will include Sections 1194.21, 1194.22 (if appropriate), and 1194.31 as submitted by the vendor as an appendix to the detailed report.  The RMA Requirements Allocation and Setup document will also be included as an appendix to the detailed report.  The summary report will be posted at a later date after the test sponsor has reviewed it.  JITC will provide both a printed and electronic copy of the detailed report along with a DOD 5015.2-STD compliance certificate to the test sponsor.

5. RE-VERIFICATION PROCEDURES

5.1. TEST SPONSORS

If re-verification testing is required, the test sponsors will participate in re-verification testing in the same fashion as compliance testing.  Test sponsors will prepare and submit the items listed in paragraph 4.1.1 and the test fees to the JITC.

5.2. JITC

The JITC RMA CTE test team will:

a.
Review the re-verification request.

b.
Provide a POC for coordination.

c.
Determine if re-verification (full or abbreviated) testing is required.

d.
Determine re-verification fee and notify test sponsor.  In some cases JITC may waive the re-verification fee if re-verification is required due to reported problems.

e.
Schedule re-verification test.

f.
Notify the sponsor of terms and conditions for testing.

g.
Plan and conduct testing with the participation of the test sponsor.

h.
Prepare a report of test results.

i.
Prepare a letter to the sponsor stating test results.

j.
Update the information on JITC RMA web page.

6. PROBLEM REPORTING PROCEDURES

6.1. USING ORGANIZATIONS, VENDORS, AND SYSTEM DEVELOPERS

When problems are encountered with a verified RMA product that might impact its compliance status, the organization sponsoring or using the product should report the problem(s) to the JITC via postal mail or e-mail (jitcfhrma@fhu.disa.mil).  The following information should be included:

a. Product version and module (if known).
b. Operation being performed.
c. Description of the problem.
d. Any solutions or work-arounds devised by the user.
6.2. JITC

The JITC will analyze the problems to determine:

a. How future testing may be affected.  The JITC will modify the test program to increase the rigor of compliance testing as needed.

b. The impact on the compliance of the product concerned.  The JITC will determine if re-testing is required and/or if notification of the problem(s) should be posted on the Compliant Product Registers.

c. How DOD 5015.2-STD may be affected.  The JITC will notify the responsible individual at the OASD/C3I to determine the appropriate action to be taken on modifications to DOD 5015.2-STD.

7. DOD 5015.2-STD CHANGE CONTROL PROCEDURES

7.1. SUBMISSION OF RECOMMENDED CHANGES

Submit formal recommendations for changes to the DOD 5015.2-STD along with rationale to:

Department of Defense

OASD/NII (DCIO)

ATTN: DCIO IM (Harriet Riofrio)

1931 Jefferson Davis Highway

Crystal Mall #3, Suite 600

Arlington, VA 22202

Voice:

(703) 602-0363

E-mail:
harriet.riofrio@osd.mil

7.2. POC FOR THE RMA CTE PROGRAM

Informal recommendations for changes and technical questions on DOD 5015.2-STD and all correspondence on any part of the RMA CTE program should be directed to:

ATTN:  JTDA - Mr. Steve Matsuura

Building 57305

Joint Interoperability Test Command 

2001 Brainard RD

Fort Huachuca, AZ  85613-7051

OFFICIAL BUSINESS

Voice:

(520) 533-4345

FAX:

(520) 533-4825
E-mail:
matsuurs@fhu.disa.mil

8. WEB PAGE AND COMPLIANT PRODUCT REGISTERS

8.1. RMA WEB PAGE

8.1.1.
The JITC RMA web page provides links to current versions of the documents and forms on the World Wide Web.  The information, documents, and forms available via the Web page are intended to provide compliance information to RMA vendors, developers, and users. The following information is currently available via the page:

a. Purpose of the RMA Compliance Testing Program.

b. Current version of DOD 5015.2-STD for download.

c. Current version of the RMA CTE Process and Procedures document for download.

d. Current versions of the JITC RMA Compliance Test Procedures (Test Cases) for download.

e. Links to the DOD 5015.2-STD Compliant Product Registers.

f. All RMA CTE Forms for viewing and download.  They are all also found in Appendix D.

8.1.2.
RMA vendors, developers, and users are encouraged to frequently check the Web page for up-to-date information and notices on DOD 5015.2-STD and the status of compliance testing.  The web page can be accessed via the following URL:

http://jitc.fhu.disa.mil/recmgt 

8.2. COMPLIANT PRODUCT REGISTERS

The RMA CTE Facility staff maintains registers of compliant RMA products.  The RMA Compliant Product Registers identify software that has successfully completed compliance testing, except those products that have only completed limited compliance testing.  The registers identify the software version and testing environment, including software that the RMA has been interfaced with.  Information on how to contact the vendor is posted, as is the Summary Report.  Entries in the Compliant Product Registers expire two years from the date of compliance.

APPENDIX A - ACRONYMS

C3I
Command, Control, Communications, and Intelligence

CTE
Compliance Test and Evaluation

DB
Database

DISA
Defense Information Systems Agency

DOD
Department of Defense

JITC
Joint Interoperability Test Command

LAN
Local Area Network

NARA
National Archives and Records Administration

OASD
Office of the Assistant Secretary of Defense

OS
Operating System

OSD
Office of the Secretary of Defense
POC
Point Of Contact

RMA
Records Management Application

STD
Standard

APPENDIX B - REFERENCES

a.
DOD 5015.2-STD Revision, "Design Criteria Standard for Electronic Records Management Software Applications," June 2002.

b.
DOD Directive 5015.2 - DOD Records Management Program, March 6, 2000.

c.
Chapter 29 of Title 44, United States Code, "Records Management."

d.
Title 36, Code of Federal Regulations, Chapter 12, Sub-Chapter B, "Records Management," current edition.

APPENDIX C – PRETEST COORDINATION TIMETABLE

Testers will send a copy of the appropriate timetable to the test sponsor.  Milestones and events in the timetable are required and must be completed prior to testers travel to the test site.

	Timetable for RMA Initial Compliance Test

	Date/

Status
	Milestone
	Yes/No or Comments

	
	
	Prior to beginning of test timetable, the vendor has provided the following to allow JITC to determine that the candidate RMA should be able to pass the compliance test:

(1) Provided an on-site or remote demonstration and

(2)
Provided manuals and test scripts with screen captures that cover test cases 3-1 through 9-1, and for setting up the system for test case 2-1.

	
	Vendor has submitted all applicable RMA compliance test request forms to JITC:

    Forms CTE-1, CTE-2, CTE-3
	Test – 10 weeks

	
	Test start/end dates and location have been agreed upon by JITC and all vendor companies
	T – 9 weeks



	
	JITC sends introductory information to vendor(s)
	T – 9 weeks

	
	Vendor has submitted all requested system documentation to JITC, i.e., LAN architecture diagrams, system design concept, concept diagrams, user and admin manuals
	T – 8 weeks



	
	Vendor has completely identified all alternate test configurations, including databases, operating systems, repositories, e-mail packages, office automation (CTE-2)
	T – 8 weeks

	
	Vendor has finalized all optional features to be demonstrated for all products  (CTE-3)
	T – 8 weeks

	
	Vendor has submitted all test scripts, in increments
	Beginning T – 6 weeks;

all complete by T – 4 weeks

	
	Vendor has submitted all required information for RMA Requirements Allocation and Setup (Process and Procedures Appendix E) and Section 508 Tables
	T – 4 weeks

	
	Vendor has pre-populated the system database(s) in accordance with RMA Compliance Test Procedures
	T – 4 weeks

	
	Vendor notifies JITC that all test cases have been successfully executed
	T – 4 weeks

	
	JITC sends Terms and Conditions (e-mail) to vendor
	T – 4 weeks

	
	Vendor has submitted Terms and Conditions document and fee payment. 
	T –1 week

	
	JITC releases daily test session agenda
	T –1 week


Testers will send a copy of the appropriate timetable to the test sponsor.  Milestones and events in the timetable are required and must be completed prior to testers travel to the test site.

	Timetable for Re-verification and

RMA Pairings Compliance Test

	Date/

Status
	Milestone
	Yes/No or Comments

	
	Vendor has submitted all applicable RMA compliance test request forms to JITC:

    Forms CTE-1A or B, CTE-2, CTE-3, CTE-5 (for integrated products)
	Test – 9 weeks

	
	Test start/end dates and location been agreed upon by JITC and all vendor companies
	T – 8 weeks



	
	JITC sends introductory information to vendor(s)
	T – 8 weeks

	
	JITC identifies critical test cases and test cases for which the vendor must submit test scripts and screen captures
	T – 7 weeks

	
	Vendor has completely identified all alternate test configurations, including databases, operating systems, repositories, e-mail packages, office automation (CTE-2)
	T – 7 weeks

	
	Vendor has finalized all optional features to be demonstrated for all products  (CTE-3)
	T – 7 weeks

	
	Vendor has submitted all requested system documentation to JITC, i.e., LAN architecture diagrams, system integration (pairings) or design concept, concept diagrams, RMA requirements summary, user and admin manuals
	T – 7 weeks



	
	JITC sends Terms and Conditions (e-mail) to vendor
	T – 4 weeks

	
	Vendor has submitted all requested test scripts, in increments
	Beginning T – 4 weeks;

all complete by T –3 weeks

	
	Vendor has pre-populated the system database(s) in accordance with the RMA Compliance Test Procedures
	T – 3 weeks

	
	Vendor has submitted all required information for RMA Requirements Allocation and Setup (Process and Procedures, Appendix E) and Section 508 Tables
	T – 3 weeks

	
	Vendor notifies JITC that the test procedures for all critical test cases have successfully executed 
	T – 3 weeks

	
	Vendor has submitted Terms and Conditions document and fee payment.
	T –1 week

	
	JITC releases daily test session agenda
	T –1 week


APPENDIX D - CTE FORMS

FORM
PAGE

CTE-1A
Compliance Test Request
18

CTE-1B
Compliance Test Request Integrated Products
19

CTE-2
RMA Software Test Configuration Data
20

CTE-3
Optional Features Compliance Request
22

CTE-5
Integrated Products Mandatory Requirements Allocation
23

Sample
Terms and Conditions Agreement Document
38

	RMA FORM CTE-1A 

	COMPLIANCE TEST REQUEST

Page 1 of 1

	

	FROM:
	DATE:

	Product Name and Version Number:
	

	Sponsoring Organization:
	

	Primary Point of Contact:
	

	Mailing Address:
	

	City, State, and Zip Code:
	

	Phone Number: 
	

	Fax Number:
	

	E-mail Address:
	

	Alternate Point of Contact:
	

	Phone Number:
	

	Fax Number:
	

	E-mail Address:
	

	

	E-MAIL TO:
jitcfhrma@fhu.disa.mil 



	

	REQUEST FOR RMA:          (  Compliance    (  Re-verification    (  Limited Compliance    (  Other

REQUEST TESTING AT:       Location:___________________________

REQUEST TEST DATES:       ___________________________________

Request TESTING OF CHAPTER 4 – MANAGEMENT OF Classified Records:  

        FORMCHECKBOX 
 No          FORMCHECKBOX 
 Yes

	

	REQUIRED ITEMS
	ENCLOSED?
	DATE AVAILABLE

	RMA Form CTE-2 (RMA Software Test Configuration Data)
	
	

	RMA Form CTE-3 (Optional Features Compliance Request)
	
	

	Product-specific test scripts
	
	

	Completed Section 508 Tables
	
	

	Requirements Allocation and Setup (Appendix E)
	
	

	Test configuration (network architecture)
	
	

	Other (e.g., additional testing desired – list below):
	
	

	


	RMA FORM CTE-1B

	COMPLIANCE TEST REQUEST

INTEGRATED PRODUCTS

Page 1 of 1

	

	FROM:
	DATE:

	Sponsoring Organization:
	

	Primary Point of Contact:
	

	Mailing Address:
	

	City, State, and Zip Code:
	

	Phone Number/Fax Number: 
	

	E-mail Address:
	

	Alternate Point of Contact:
	

	Phone Number/Fax Number:
	

	E-mail Address:
	

	RMA Name and Version Number:
	

	Integrated Product Name and Version Number:
	

	Integrated Product Name and Version Number:
	

	

	E-MAIL TO:
jitcfhrma@fhu.disa.mil 



	

	REQUEST FOR RMA AND INTEGRATED PRODUCT(S):

(  Compliance    (  Re-verification    (  Limited Compliance    (  Other

REQUEST TESTING AT:       Location:___________________________

REQUEST TEST DATES:       ___________________________________

	

	REQUIRED ITEMS
	ENCLOSED?
	DATE AVAILABLE

	RMA Form CTE-2 (RMA Software Test Configuration Data)
	
	

	RMA Form CTE-3 (Optional Features Compliance Request)
	
	

	RMA Form CTE-5 (Integrated Products Mandatory Requirements Allocation)
	
	

	Product-specific test scripts
	
	

	Completed Section 508 Tables
	
	

	Requirements Allocation and Setup (Appendix E)
	
	

	Test configuration (network architecture)
	
	

	Other (e.g., additional testing desired – list below):
	
	

	


	RMA FORM CTE-2

	RMA SOFTWARE TEST CONFIGURATION DATA

Page 1 of 2 

	

	Date Form Completed:
	

	RMA Product Name and Version Number:
	

	RMA Sponsor Organization:
	

	Point of Contact:
	

	Mailing Address:
	

	City, State and Zip Code:
	

	Phone Number:
	

	Fax Number:
	

	E-mail Address:
	

	

	RMA Developer Organization(s) (if different from sponsor)
	

	Point of Contact:
	

	Mailing Address:
	

	City, State and Zip Code:
	

	Telephone Number:
	

	Fax Number:
	

	E-mail Address:
	

	RMA SOFTWARE TEST CONFIGURATION DATA

	Configuration Item
	VERSIONS

	Server Operating system
	Windows
	

	
	UNIX
	

	
	Others:
	

	

	Client Operating System
	Windows
	

	
	UNIX
	

	
	MAC OS
	

	
	Others:
	

	

	electronic mail system
	MS Exchange
	

	
	MS Outlook
	

	
	Lotus Notes Mail
	

	
	Other:
	

	RMA FORM CTE-2 (continued)

Page 2 of 2

	Configuration Item
	VERSIONS

	DATABASE (and DB Server OS)
	Oracle
	

	
	SQL Server
	

	
	Others:
	

	

	OFFICE AUTOMATION SYSTEMS
	MS Office
	

	
	WP Suite
	

	
	Others:
	

	

	Web Servers
	Apache
	

	
	IIS
	

	
	Jigsaw
	

	 
	Lotus
	

	
	Others:
	

	

	WEB BROWSERS
	Internet Explorer
	

	
	Netscape
	

	
	Others:
	

	Information about Non-Mandatory Features

(Describe what is delivered/supported in the production environment)

	Maximum On-Line Store Size
	

	Maximum Off-Line Store Size (type of off-line storage)
	

	Available Documentation
	

	System Performance Metrics
	

	Hardware Platforms and Peripherals Supported
	

	Operating Systems Supported
	

	Networks Supported
	

	Protocols Supported
	

	Training and Customer Service Plans
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	Product Name and Version Number:
	

	Sponsoring Organization:
	

	Date Submitted:
	

	

	OPTIONAL FEATURE
	DOD 5015.2-STD

SOURCE

PARAGRAPH
	COMPLIANCE

REQUESTED

	
	
	YES
	NO

	Global Change Capability
	C3.2.1
	
	

	Bulk Load Capability
	C3.2.2
	
	

	Interface to other Software Applications
	C3.2.3
	
	

	Report Writer Capability
	C3.2.4
	
	

	On-Line Help Capability
	C3.2.5
	
	

	Document Imaging Capability
	C3.2.6
	
	

	Fax Integration Capability
	C3.2.7
	
	

	Bar Coding Capability
	C3.2.8
	
	

	Retrieval Assistance Capability
	C3.2.9
	
	

	File Plan Component Selection/Search Capability
	C3.2.10
	
	

	Workflow/Doc Management Features
	C3.2.11
	
	

	Records Management Forms Production
	C3.2.12
	
	

	Print File Label Capability
	C3.2.13
	
	

	Internal Viewer Capability
	C3.2.14
	
	

	Web Capability
	C3.2.15
	
	

	Government Information Locator Service
	C3.2.16
	
	

	Enhanced Support for Off-Line Records
	C3.2.17
	
	

	Others:
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	Note 1:  This form is to be submitted by organizations/vendors requesting Compliance of a group of products that have been integrated to satisfy the mandatory requirements or to provide additional functional features.

	Note 2: Please provide an architecture drawing that shows how the products are integrated and the interfaces among them. A data flow diagram is adequate for this purpose. A process diagram is also adequate if it identifies the interfaces and data.

	Note 3:  Indicate which product(s) is used to perform the mandatory functions listed below.

	

	Product 1 Name/Version:
	

	Product 2 Name/Version:
	

	Product 3 Name/Version
	

	DOD 5015.2-STD Requirements Allocation
	PRODUCT 1
	PRODUCT 2
	PRODUCT 3

	Managing Records
	
	
	

	Accommodating Dates and Date Logic
	
	
	

	Implementing Standard Data
	
	
	

	Backwards Compatibility
	
	
	

	Implementing File Plans
	
	
	

	Scheduling Records
	
	
	

	Declaring and Filing Records
	
	
	

	Filing Electronic Mail Messages
	
	
	

	Storing Records
	
	
	

	Retention and Vital Records Management
	
	
	

	Screening Records
	
	
	

	Closing Record Folders
	
	
	

	Cutting Off Record Folders
	
	
	

	Freezing/Unfreezing Records
	
	
	

	Transferring Records
	
	
	

	Destroying Records
	
	
	

	Cycling Vital Records
	
	
	

	Searching for and Retrieving Records
	
	
	

	Access Control
	
	
	

	System Audits
	
	
	

	System Management
	
	
	

	Additional Baseline Requirements
	
	
	


APPENDIX E – RMA Requirements Allocation and SetUp

Table 1 provides detailed information about how the RMA solution meets DOD 5015.2-STD requirements, specifically whether the requirement is met in a typical installation,
 requires custom installation and whether it requires additional modules and/or third party software.

The following keywords describe how the requirement is allocated within the solution and any additional steps necessary to configure the solution to DOD 5015.2-STD compliance.

TYPICAL – Included in typical out-of-the-box installation.

CUSTOM – Must use custom installation to select/deselect options necessary to meet the DOD 5015.2-STD requirement.  Identify specific options to be selected and/or deselected.

EXPANDED – Requires additional module(s) and/or license(s); identify module(s).

3rd PARTY – Provided by third party, installed separately.  Identify third party product and note if a separate license is required.

CONFIGURATION – Configuration of installed functionality.

DOCUMENTATION – Provided by included application documentation, information on the vendor website, or documents provided to testers.  Specify where the information is found.

	Table 1.  Requirements Allocation and Setup

	DOD 5015.2
	Requirement
	Allocation and Setup in Solution

	C2.1.  General Requirements

	C2.1.1.
	RMAs shall manage records in accordance with this Standard, regardless of storage media or other characteristics. 
	

	C2.1.2.
	RMAs shall correctly accommodate and process information that contains dates in current, previous, and future centuries The capability shall include, but not be limited to, century recognition, calculation, and logic that accommodates same century and multi-century formulas and date values, and date interface values that reflect the century.  RMAs shall store years in a 4-digit format.  Leap year calculations shall be accommodated (e.g., 1900 is not a leap year; 2000 is a leap year).
	

	C2.1.3.
	RMAs shall allow for the implementation of standardized data in accordance with DOD 8320.1-M, "DOD Data Administration Procedures."  When selecting commercial-off-the-shelf (COTS) products to support RMA requirements, selection criteria should include the feasibility and capability of the COTS products to implement and maintain DOD data standards.  This requirement implies the capability for adding user-defined metadata fields and modifying existing field labels.
	

	C2.1.4.
	RMAs shall provide the capability to access information from their superceded repositories and databases.  This capability shall support at least one previously certified version of backward compatibility.
	

	C2.1.5.
	C2.1.5.  Accessibility.  The available documentation for RMAs shall include product information that describes features that address 36 CFR parts 1194.21 and 1194.31.  For web-based applications, 36 CFR part 1194.22 shall also apply.
	

	C2.2.1.  Implementing File Plans

	C2.2.1.1.
	RMAs shall provide the capability for only authorized individuals to create, edit, and delete file plan components and their identifiers.  Each component identifier shall be linked to its associated component and to its higher-level component identifier(s).  Mandatory file plan components are shown in Table C2.T1. 
	

	C2.2.1.2.
	RMAs shall provide the capability for authorized individuals to designate the metadata fields that are to be constrained to selection lists.  RMAs shall provide the capability for authorized individuals to create and maintain selection lists (e.g., drop-down lists) for metadata items that are constrained to a pre-defined set of data.
	

	C2.2.1.3.
	RMAs shall provide the capability for only authorized individuals to create, edit, and delete record folder components and their identifiers.  Each component identifier shall be linked to its associated component and to its higher-level file plan component identifier(s).  Mandatory record folder components are shown in Table C2.T2.
	

	C2.2.1.4.
	RMAs shall ensure that identifiers (e.g. folder identifiers, record category identifiers, etc) are unique so that ambiguous assignments, links, or associations cannot occur.
	

	C2.2.1.5.
	RMAs shall provide the capability to allow only an authorized user to define and attach user-defined business rules and/or access logic to any metadata field including user-defined fields.
	

	C2.2.1.6.
	RMAs shall provide the capability to sort, view, save, and print user-selected portions of the file plan, including record folders.
	

	C2.2.2.  Scheduling Records

	C2.2.2.1.
	RMAs shall provide the capability for only authorized individuals to view, create, edit, and delete disposition schedule components of record categories.  
	

	C2.2.2.2.
	RMAs shall provide the capability for defining multiple phases (e.g. transfer to inactive on-site storage, transfer to off-site storage) within a disposition schedule.
	

	C2.2.2.3.
	RMAs shall provide the capability for only authorized individuals to define the cutoff criteria and, for each life cycle phase, the following disposition components for a record category: Retention Period, Disposition Action, Interim Transfer or Accession Location (if applicable).
	

	C2.2.2.4.
	RMAs shall, as a minimum, be capable of scheduling and rescheduling each of the following three types of cutoff and disposition instructions:  Time Dispositions, Event Dispositions, and Time-Event Dispositions.
	

	C2.2.2.5.
	RMAs shall provide the capability to automatically calculate the complete life cycle, including intermediate phases, of record folders and records.
	

	C2.2.2.6.
	RMAs shall provide the capability for rescheduling dispositions of record folders and/or records during any phase of their life cycle if an authorized user changes the disposition instructions.  This requirement includes the capability to change the cutoff interval of disposition instructions and to change the retention period associated with a disposition.
	

	C2.2.2.7.
	The RMA shall provide recalculation of the record lifecycle based on changes to any lifecycle date and set the filing status (i.e., open, closed) of the folder according to the business rules associated with date change(s).
	

	C2.2.3.  Declaring and Filing Records

	C2.2.3.1.
	RMAs shall provide the capability to associate the attributes of one or more record folder(s) to a record, or for categories to be managed at the record level, provide the capability to associate a record category to a record.
	

	C2.2.3.2.
	Mandatory record metadata components are shown in Table C2.T3. of the standard.  Mandatory in the Structure column indicates that the field shall be present and available to the user either as read/write or as read only depending upon the kind of data being stored.  Mandatory in the Data Collection Required by User column indicates that RMAs shall ensure population of the associated data structure with non-null values.  For fields that are not mandatory in the Data Collection column, RMAs shall behave in a predictable manner as a result of queries or other operations.
	

	C2.2.3.3.
	RMAs shall provide the capability for only authorized individuals to create, edit, and delete record metadata components, and their associated selection lists.
	

	C2.2.3.4.
	RMAs shall provide the capability for authorized individuals to select where data collection for optional metadata fields is mandatory for a given organization.
	

	C2.2.3.5.
	RMAs shall assign a unique computer-generated record identifier for each record they manage regardless of where that record is stored.
	

	C2.2.3.6.
	RMAs shall provide the capability to create, view, save, and print the complete record metadata, or user-specified portions thereof, in user-selectable order.
	

	C2.2.3.7.
	RMAs shall provide the capability for authorized individuals to arrange record metadata components and user defined record components on data entry screens to be used for filing.
	

	C2.2.3.8.
	RMAs shall prevent subsequent changes to electronic records stored in its supported repositories.  The content of the record, once filed, shall be preserved.
	

	C2.2.3.9.
	RMAs shall not permit modification of the metadata fields indicated by this Standard as not editable.
	

	C2.2.3.10.
	RMAs shall (for all records) capture, populate, and/or provide the user with the capability to populate the metadata elements before filing the record.  RMAs shall ensure that fields designated mandatory for data collections are non-null before filing the record.
	

	C2.2.3.11.
	For records that are being filed via user interface, RMAs shall provide the user with the capability to edit the record metadata prior to filing the record, except for data specifically identified in this Standard as not editable.  For autofiling, RMAs shall provide the user the option of editing the record metadata prior to filing.
	

	C2.2.3.12.
	Dates captured electronically shall be valid dates as defined in paragraph C2.1.2.  Where data entry/capture errors are detected, RMAs shall prompt the user to correct the error.  These prompts shall provide guidance to the user in making corrective actions, for example "Date format incorrect – use MM/DD/YYYY."
	

	C2.2.3.13.
	RMAs shall restrict the capability to only authorized individuals to define and add user-defined metadata fields (e.g. project number, budget line) for site-specific requirements.
	

	C2.2.3.14.
	RMAs shall provide the capability to view, save, or print the metadata associated with a specified record or set of records or user-specified portions thereof, in user-selectable order.
	

	C2.2.3.15.
	RMAs shall provide the capability for only authorized individuals to limit the record folders and record categories presented to a user or workgroup.  Based on these limits, RMAs shall present to users only those record categories or folders available to the user or workgroup for filing.
	

	C2.2.3.16.
	RMAs shall provide the capability for only authorized individuals to change a record folder or record category associated with a record.
	

	C2.2.3.17.
	RMAs shall provide a capability for referencing or linking and associating supporting and related records and related information, such as notes, marginalia, attachments, and electronic mail-return receipts, etc., to a specified record.  RMAs shall allow only authorized individuals to change or delete links and associations.
	

	C2.2.3.18.
	RMAs shall provide the capability to link original superseded records to their successor records.
	

	C2.2.3.19.
	RMAs shall provide the capability to support multiple renditions of a record.  These shall be associated and linked.
	

	C2.2.3.20.
	RMAs shall provide the capability to increment versions of records when filing.  RMAs shall associate and link the versions.
	

	C2.2.3.21.
	RMAs shall link the record metadata to the record so that it can be accessed for display, export, etc.
	

	C2.2.3.22.
	RMAs shall provide the capability for only authorized individuals to modify the metadata of stored records.  However, RMAs shall not allow the editing of metadata fields that have been specifically identified in this Standard as not editable.
	

	C2.2.3.23.
	RMAs shall enforce data integrity, referential integrity, and relational integrity.  
	

	C2.2.3.24.
	RMAs shall provide the capability to automatically synchronize multiple databases and repositories.
	

	C2.2.3.25.
	RMAs shall provide the capability for users to create and maintain shortened "quick–pick" lists from the authorized lists.
	

	C2.2.3.26.
	RMAs shall provide the capability for users to create and maintain templates that automatically populate commonly used data into record metadata fields.
	

	C2.2.4.  Electronic Mail

	C2.2.4.1.
	RMAs shall treat e-mail messages the same as any other record, and these shall be subject to all requirements of this Standard.
	

	C2.2.4.2.
	RMAs shall capture and automatically store the transmission and receipt data identified in Table C2T4., if available from the e-mail system, as part of the record metadata when an e-mail message is filed as a record.  RMAs shall provide the capability for editing Subject or Title, Author or Originator, Addressee(s), and the Other Addressee(s) metadata fields prior to filing.  All other fields are not editable.
	

	C2.2.4.3.
	RMAs shall provide the user the option of filing e-mail and all its attachment(s) as a single record, or filing selected e-mail item(s) as individual record(s), or to do both.  When the attachment(s) is (are) filed as individual record(s), the user shall be provided the capability to enter the metadata required in table C2.T3.
	

	C.2.2.5.  Storing Records

	C2.2.5.1.
	RMAs shall provide at least one portal that provides access to all associated repositories and databases storing electronic records and their metadata.
	

	C2.2.5.2.
	The RMAs shall prevent unauthorized access to the repository(ies) U.S.C. 3105.
	

	C2.2.5.3.
	RMAs shall manage and preserve any record in any supported repository, regardless of its format or structure, so that, when retrieved, it can be reproduced, viewed, and manipulated in the same manner as the original.
	

	C2.2.5.4.
	RMAs shall allow only authorized individuals to move or delete records from the repository.
	

	C2.2.6.1.  Screening Records

	C2.2.6.1.1.
	RMAs shall provide for sorting, viewing, saving, and printing list(s) of record folders and/or records (regardless of media) based on any combination of the following:  Disposition Eligibility Date, Disposition Action, Current Location, Transfer or Accession Location, Vital Records Review and Update Cycle Period or Date. Record Category Identifier, Folder Unique Identifier, Location, User Definable Fields.
	

	C2.2.6.1.2.
	RMAs shall provide for sorting, viewing, saving, and printing life cycle information, eligibility dates, and events of user-selected record folders and records.
	

	C2.2.6.1.3.
	RMAs shall allow the user to select and order the columns presented in the screening results list(s).
	

	C2.2.6.1.4.
	RMAs shall provide authorized individuals with the capability to indicate when the specified event has occurred for records and record folders with event and time-event driven dispositions.
	

	C2.2.6.1.5.
	RMAs shall provide for sorting, viewing, saving, and printing lists and partial lists of record folders and/or records that have no assigned disposition.
	

	C2.2.6.2.  Closing Record Folders

	C2.2.6.2.1.
	RMAs shall provide a capability for authorized individuals to close record folders to further filing after the specified event occurs.
	

	C2.2.6.2.2.
	RMAs shall provide the capability only to authorized individuals to add records to a previously closed record folder or to reopen a previously closed record folder for additional public filing.
	

	C2.2.6.3.  Cutting Off Record Folders

	C2.2.6.3.1.
	RMAs shall be capable of implementing cutoff instructions for scheduled and unscheduled record folders.  RMAs shall identify record folders eligible for cutoff, and present them only to the authorized individual for cutoff approval.  The cutting off of a folder shall start the first phase of its life cycle controlled by the records schedule.
	

	C2.2.6.3.2.
	RMAs shall provide the capability to only authorized individuals to add records or make other alterations to record folders that have been cut off.
	

	C2.2.6.4.  Freezing/Unfreezing Records

	C2.2.6.4.1.
	RMAs shall provide the capability for only authorized individuals to extend or suspend (freeze) the retention period of record folders or records beyond their scheduled disposition.
	

	C2.2.6.4.2.
	RMAs shall provide a field for authorized individuals to enter the reason for freezing a record or record folder.
	

	C2.2.6.4.3.
	RMAs shall identify record folders and/or records that have been frozen and provide authorized individuals with the capability to unfreeze them.
	

	C2.2.6.4.4.
	RMAs shall allow authorized individuals to search, update, and view the reason for freezing a record or record folder.


	

	C2.2.6.5.  Transferring Records

	C2.2.6.5.1.
	RMAs shall identify and present those record folders and records eligible for interim transfer and/or accession.
	

	C2.2.6.5.2.
	RMAs shall, for records approved for interim transfer or accession and that are stored in the RMA's supported repository(ies), copy the pertinent records and associated metadata of the records and their folders to a user-specified filename, path, or device.  For permanent records to be accessioned to the National Archives, the accessioning file(s) be made to conform to one of the formats and media specified in 36 CFR 1228.270.
	

	C2.2.6.5.3.
	RMAs shall, for records approved for accession and that are not stored in an RMA supported repository, copy the associated metadata for the records and their folders to a user-specified filename, path, or device.  For permanent records to be accessioned to the National Archives, the metadata shall be made to conform to one of the formats and media specified in 36 CFR 1228.270.
	

	C2.2.6.5.4.
	RMAs shall, for records approved for interim transfer or accession, provide the capability for only authorized individuals to delete the records and/or related metadata after successful transfer has been confirmed.  RMAs shall provide the capability to allow the organization to retain the metadata for records that were transferred or accessioned.
	

	C2.2.6.5.5.
	RMAs shall provide documentation of transfer activities.  This documentation shall be stored as records.
	

	C2.2.6.6.  Destroying Records

	C2.2.6.6.1.
	RMAs shall identify and present the record folders and records, including record metadata, that are eligible for destruction, as a result of reaching that phase in their life cycle.  Records assigned more than one disposition must be retained and linked to the Record Category with the longest retention period.  Links to Record Categories with shorter retention periods should be removed as they become due.
	

	C2.2.6.6.2.
	RMAs shall, for records approved for destruction, present a second confirmation requiring authorized individuals to confirm the delete command, before the destruction operation is executed.
	

	C2.2.6.6.3.
	RMAs shall delete electronic records approved for destruction in a manner such that the records cannot be physically reconstructed.
	

	C.2.2.6.6.4.
	RMAs shall provide an option allowing the organization to select whether to retain or delete the metadata of destroyed records.
	

	C2.2.6.6.5.
	RMAs shall restrict the records destruction commands to authorized individuals.
	

	C.2.2.6.6.6.
	RMAs shall provide documentation of destruction activities.  This documentation shall be stored as records.
	

	C2.2.6.7.  Cycling Vital Records

	C2.2.6.7.1.
	RMAs shall provide the capability for authorized individuals to enter the Vital Records Review and Update Cycle Period when creating or updating the file plan.
	

	C2.2.6.7.2.
	RMAs shall provide the capability to enter the date when the records associated with a vital records folder have been reviewed and updated.
	

	C2.2.6.7.3.
	RMAs shall provide a means for identifying and aggregating vital records due for cycling.
	

	C2.2.6.7.4.
	RMAs shall provide a means for identifying and aggregating vital records by previous cycle dates.
	

	C2.2.6.8.  Searching for and Retrieving Records

	C2.2.6.8.1.
	RMAs shall allow users to browse the records stored in the file plan based on their user access permissions.
	

	C2.2.6.8.2.
	RMAs shall allow searches using any combination of the record and/or folder metadata elements.
	

	C2.2.6.8.3.
	RMAs shall allow the user to specify partial matches and shall allow designation of "wild card" fields or characters.
	

	C2.2.6.8.4.
	RMAs shall allow searches using Boolean and relational operators: "and," "and not," "or," "greater than" (>), "less than" (<), "equal to" (=), and "not equal to" (<>), and provide a mechanism to override the default (standard) order of precedence.
	

	C2.2.6.8.5.
	RMAs shall present the user a list of records and/or folders meeting the retrieval criteria, or notify the user if there are no records and/or folders meeting the retrieval criteria.  RMAs shall allow the user to select and order the columns presented in the search results list for viewing, transmitting, printing, etc.
	

	C2.2.6.8.6.
	RMAs shall allow users the ability to search for null or undefined values.
	

	C2.2.6.8.7.
	RMAs shall provide to the user's workspace (filename, location, or path name specified by the user) copies of electronic records, selected from the list of records meeting the retrieval criteria, in the format in which they were provided to the RMA for filing.
	

	C2.2.6.8.8.
	RMAs shall provide the capability for filed e-mail records to be retrieved back into a compatible e-mail application for viewing, forwarding, replying, and any other action within the capability of the e-mail application.
	

	C2.2.6.8.9.
	When the user selects a record for retrieval, RMAs shall present a list of available versions, defaulting to the latest version of the record for retrieval, but allow the user to select and retrieve any version.
	

	C2.2.7.  Access Controls

	C2.2.7.
	Table C2.T5. summarizes requirements that refer to "authorized individuals" and offers additional information regarding example user-type roles and responsibilities.  In general, Application Administrators are responsible for setting up the RMA infrastructure.  Records Managers are responsible for records management administration.  Privileged Users are those who are given special permissions to perform functions beyond those of typical users.  RMAs shall provide the capability to allow organizations to define roles and responsibilities to fit their records management operating procedures.
	

	C2.2.7.1.
	The RMA, in conjunction with its operating environment, shall use identification and authentication measures that allow only authorized persons access to the RMA.  At a minimum, the RMA will implement identification and authentication measures that require the following: Userid, Password and alternative methods, such as Biometrics, Common Access Cards (CAC), or Public Key Infrastructure (PKI).
	

	C2.2.7.2.
	RMAs shall provide the capability for only individuals with Application Administrator access to authorize access capabilities to any combination of the items identified in Table C2.T5. to individuals and to groups.
	

	C2.2.7.3.
	RMAs shall provide the capability to define different groups of users with different access privileges.  RMAs shall control access to file plan components, record folders, and records based on group membership as well as user account information.  At a minimum, access shall be restricted to appropriate portions of the file plan for purposes of filing and/or searching/retrieving.
	

	C2.2.7.4.
	If the RMA provides a web user interface, it shall provide 128-bit encryption and be public key infrastructure enabled, as well as provide all the mandatory access controls.
	

	C2.2.7.5.
	RMAs shall support simultaneous multiple-user access to all components of the RMA, the metadata, and the records.
	

	C2.2.8.  System Audits

	C2.2.8.1.
	The RMA shall provide an audit capability to log actions, date, time, unique object identifier(s) and user identifier(s) for actions performed on the following RMA objects: User Accounts, User Groups, Records, Associated metadata elements, and File plan components.  These actions include retrieving, creating, deleting, searching, and editing actions.
	

	C2.2.8.2.
	The RMA shall provide a capability whereby only authorized individuals can determine which of the objects and specified actions listed in subparagraph C2.2.8.1. are audited.
	

	C2.2.8.3.
	The RMA, in conjunction with its operating environment, shall provide audit analysis functionality whereby an authorized individual can set up specialized reports to: determine what level of access a user has and to track a user's actions.  There are the specified actions listed in subparagraph C2.2.8.1.  Facilitate reconstruction, review, possible compromise of sensitive information, or denial of service.
	

	C2.2.8.4.
	RMAs shall provide the capability to file an audit data as a record.
	

	C2.2.8.5.
	The RMA, in conjunction with its operating environment, shall allow only authorized individuals to export and/or backup and remove audit files from the system.
	

	C2.2.8.6.
	The RMA, in conjunction with its operating environment, shall not allow audit logs to be edited.
	

	C2.2.9.  System Management

	C2.2.9.1.
	The RMA system shall provide the capability to automatically create backup or redundant copies of the records and their metadata.
	

	C2.2.9.2.
	The method used to back up RMA database files shall provide copies of the records and their metadata that can be stored off-line and at separate location(s) to safeguard against loss due to system failure, operator error, natural disaster, or willful destruction.
	

	C2.2.9.3.
	Following any system failure, the backup and recovery procedures provided by the system shall ensure: data integrity by providing the capability to compile updates (records, metadata, and any other information required to access the records) to RMAs, ensure these updates are reflected in RMA files, and ensuring that any partial updates to RMA files are separately identified.  Also, any user whose updates are incompletely recovered, shall, upon next use of the application, be notified that a recovery has been attempted.  RMAs shall also provide the option to continue processing using all in-progress data not reflected in RMA files. 
	

	C2.2.9.4.
	The system shall provide the capability to rebuild from any backup copy, using the backup copy and all subsequent system audit trails.
	

	C2.2.9.5.
	The system shall provide for the monitoring of available storage space.  The storage statistics shall provide a detailed accounting of the amount of storage consumed by RMA processes, data, and records.  The system shall notify individuals of the need for corrective action in the event of critically low storage space.
	

	C2.2.9.6.
	The RMA, in conjunction with its operating environment, shall have the capability to activate a keyboard lockout feature and a screen-blanking feature.
	

	C4.1.  Requirements for RMAs supporting Management of Classified Records

(Submit only if you are requesting testing of Chapter 4)

	C4.1.1.
	Mandatory Metadata Fields for Classified Records.  RMAs shall provide a capability by which a user can add metadata that describes a classified record.  These metadata elements are shown in Table C4.T1.
	

	C4.1.2.
	Initial and Current Classification.  RMAs shall populate the Current Classification field with the Initial Classification data when the Initial Classification is first entered.
	

	C4.1.3.
	Current Classification.  RMAs shall provide a capability by which a user can edit the Current Classification field prior to filing.
	

	C4.1.4.
	Originally Classified Records.  RMAs shall require that when the "Derived From" field is not completed, the "Classified By" and "Reason(s) for Classification" fields must be completed.
	

	C4.1.5.
	Derivatively Classified Records.  When the "Derived From" field is populated, RMAs shall provide the option of capturing multiple "Reason(s) for Classification" and "Classified By" fields.
	

	C4.1.6.
	Derivative Sources.  When the classified information is derived from multiple sources, RMAs shall provide the capability to enter multiple sources.
	

	C4.1.7.
	Declassify On Event.  When "Event" is selected in the "Declassify On" field, the RMA shall prompt the user to enter text that describes the declassification event.
	

	C4.1.8.
	Declassify On Time Frame.  When a date is inserted in the "Declassify On" field, RMAs shall verify that the date is no more than the mandated period of time from the Publication Date.  If that time frame is exceeded, an alert will be presented to the user.  This mandatory period is currently 10 years.
	

	C4.1.9.
	Maintaining the Declassify On Time Frame.  RMAs shall provide the capability for authorized individuals to establish and maintain the period of time used to verify the "Declassify On" field, both to make the retention period more restrictive or to accommodate changes to the mandatory retention period.
	

	C4.1.10.
	Classification Guides.  RMAs should provide a capability that allows an authorized individual to establish an automatically triggered classification mechanism.  When a designated classification guide indicator is entered in the "Derived From" field, the following fields are automatically populated:  Reason(s) for Classification, Initial Classification, and Declassify On.
	

	C4.1.11.
	Confirming Accuracy Prior to Filing.  RMAs shall provide the capability to confirm the accuracy of all user editable metadata items prior to filing.
	

	C4.1.12.
	Editing Records.  RMAs shall allow only authorized individuals to edit metadata items after a record has been filed.
	

	C4.1.13.
	Restricted Data and Formerly Restricted Data.  The following metadata items are not applicable for records containing Restricted Data or Formerly Restricted Data [Supplemental Marking(s)] and shall be disabled: Downgrade On, Declassify On.
	

	C4.1.14.
	Current Classification.  When the entry in the "Current Classification" field is changed, RMAs shall ensure that "Upgraded On," "Downgraded On," or "Declassified On" field, whichever is appropriate, is populated with an appropriate date field.
	

	C4.1.15.
	Exemption Categories.  RMAs shall provide the capability for an authorized individual to enter or update exemption category(ies) in the "Declassify On" field.
	

	C4.1.16.
	Record History Audit.  The RMA shall capture and link an audit history of each record by capturing the replaced metadata value and the person who entered that value, and appending them to a record audit history file.  The metadata fields to be captured shall be authorized individual selectable.
	

	C4.1.17.
	Using the Record History Audit.  The RMA shall provide the capability to view, copy, save, and print the record history file based on user permissions; shall not allow the editing of the record history file; and shall provide the capability for only authorized individuals to delete the record history file.
	

	C4.1.18.
	Marking Printouts and Displays.  Current classification, reasons for classification, and downgrading instructions shall be required metadata items for displays, printouts, reports, queries, review lists, etc.  The highest classification level shall be displayed when aggregate results are displayed.
	

	C4.1.19.
	The RMA, in conjunction with its operating environment, shall ensure that if there is a conflict between the individual's access criteria and access criteria of the group(s) assigned, the individual's access criteria shall take precedence.
	

	C4.1.20.
	The RMA shall provide a capability whereby authorized individuals restrict access to records and their metadata based on access criteria.  In addition to baseline access restriction capabilities, these additional criteria include: Current Classification, Supplemental Marking List, Metadata Elements identified by the organization to be used for access control.
	

	C4.1.21.
	Access Control.  Table C4.T2. summarizes requirements that refer to "authorized individuals" and offers additional information regarding user-type responsibilities.  In general, Application Administrators are responsible for setting up the RMA infrastructure.  Records Managers are responsible for records management administration.  Privileged Users are those who are given special permissions to perform functions beyond those of typical users.
	

	
	
	


TERMS AND CONDITIONS FOR TESTS
CONDUCTED AND FURNISHED

BY THE


JOINT INTEROPERABILITY TEST COMMAND

(Tests Conducted for Commercial Vendors)

DATE:  
NAME AND ADDRESS OF COMPANY / INDIVIDUAL:
XYZ Corporation

ATTN:




Phone:  

Street Address



E-mail: 

City, State Zip

NAME OF TEST OR NATURE OF TEST SERVICE:
Test of Records Management Application Software.  Test dates:  

SPECIFIC ITEM(S) TO BE TESTED: 

RMA Software v__
PURPOSE:
Perform test and evaluation of RMA Software v___ for compliance to DOD 5015.2-STD under the DOD Records Management Program. 

ESTIMATED TEST AND TEST SERVICE FEES:  

Government Services:

$  ________



Travel:

$  ________


  Total:

$  ________


Whereas XYZ Corporation (Purchaser) has requested, and the Joint Interoperability Test Command (JITC), Fort Huachuca, Arizona (hereinafter referred to as the Government) has agreed to conduct and/or furnish certain tests and/or test services as described above, the purchaser and the Government do now therefore agree to the following terms and conditions which shall govern the conduct and/or furnishing of such tests and/or test services.

1.
Purchaser will provide to the Government the above described item(s) and any additional required software for the purpose as herein stipulated, and, for items that successfully complete the tests and evaluations, for reference purposes for two years after completion of the tests. 

2.
All software and documents provided by the Purchaser to the Government in conjunction with tests and evaluations accomplished under this agreement shall be considered to contain all proprietary informational notifications for Purchaser protection.  In the event the Government shall break this proprietary provision, Purchaser shall be entitled to (1) injunctive relief, in addition to any other remedies provided by law; (2) the termination of this agreement; (3) the immediate return of all equipment(s) and respective software to Purchaser.

3.
The tests and test services shall commence on a date and at such time convenient to the Government who will notify the Purchaser of the scheduled date(s) and the estimated completion date(s).  The beginning and estimated completion dates are to be furnished for planning purposes only; the Government may, at its discretion, change such dates or terminate the test prior to completion with or without prior notice to the Purchaser.  The Government shall not become liable to the Purchaser as a result of or because of such changes or termination.

4.
In consideration of the test and test services to be conducted and furnished by the Government, the Purchaser agrees to pay to the Government the cost thereof as determined by the Government, it being mutually agreed that such cost shall include:

a.  Direct material and labor costs.

b.  Allocable direct and indirect overhead costs.

c.  For tests conducted at the JITC, other government facility, or other facility contracted for by the government, all costs necessary to restore the test facilities to their pre-test conditions.

d.  Packing, crating, and drayage costs not borne directly by the Purchaser.  The Purchaser will bear all costs for transportation, packing, crating and drayage, including that which the Government may, for its own convenience, perform or cause to be performed.

5.
The Purchaser shall pay to the Government, prior to commencement of the test and/or test services, the aforementioned sum (at page one above entitled "Estimated Test and Test Service Fees", payable to the "Joint Interoperability Test Command".

6.
It is understood and agreed that the Government will not incur costs which exceed the estimated amount cited at "Estimated Test and Test Service Fees" above, without prior notice to the Purchaser of the revised estimated cost and receipt of a deposit from the Purchaser of such additional sum as may be required to cover the additional estimated costs.  The Government agrees to return to the Purchaser, upon completion or termination of the test and/or test services, any funds which the Purchaser has deposited with the Government on account of the test and/or test services and which the Government has not obligated in the performance of requested tests and/or test services.

7.
The Purchaser and the Government agree that:


a.  The Government will assume no responsibility or liability for damages to, or destruction of any equipment(s), to include all software herein described, provided under this agreement, except as may be caused by gross negligence or willful misconduct on the part of any Government officers, employees, or agents who have supervision or direction of all or substantially all of the test facilities or services in the execution of this agreement.  Purchaser shall be responsible for all maintenance and repair of provided equipment(s) except as occasioned by gross negligence or willful misconduct on the part of any Government officers, employees, or agents who have supervision or direction of all or substantially all of the test facilities or services in the execution of this agreement.


b.  For tests conducted at a third party facility contracted by JITC, unless otherwise agreed to by all parties, upon completion or termination of the test and/or test services, and receipt by the Purchaser of notification of such completion or termination, the Purchaser will promptly remove the test item(s) from the third party premises.


c.  The Government will at all times protect and safeguard information that the Purchaser has identified as proprietary confidential in nature or as a Purchaser's trade secret.  The Government may divulge such information only to those United States Government personnel and Government Contractors directly involved in the tests and evaluations conducted pursuant to this agreement, and then only on a bona fide need-to-know basis.  Government Contractors will be required to sign a nondisclosure agreement.

8.
The Government authorizes the Purchaser to further distribute or circulate reports and other documents developed by the Government and provided to the Purchase as a result of the tests.  However, the Government is not endorsing the purchaser's product over any other product that has successfully completed similar tests conducted by the Government; therefore, the Purchaser agrees not to circulate, refer to, or otherwise use for publicity or advertising purposes the results of these tests conducted by the Government in any manner that will bear a connotation of endorsement of a product by the Government.

9.
It is understood that the Government will accept the item(s) listed above for the stated test and information submitted for use in such test shall not be disclosed outside the Government, except that such information may be disclosed to foreign governments when tests are conducted for, or on behalf of, private foreign industry, or used for any purpose other than such test provided that such test does not in itself imply a recognition of novelty or originality or a contractual relationship such as would render the Government liable to pay for any use of the information used in the test to which it would otherwise lawfully be entitled, or which is in the public domain or available from other sources.

10.
The Government reserves the right to limit the number and term of visits by observers and/or test participators.

11.
Other terms may be added in individual cases, to include in all cases reporting procedures and requirements.

12. The government point of contact is Mr. Stephen Matsuura, (520) 533-4345.

IN WITNESS WHEREOF, the parties hereto have executed this TEST AND/OR TEST SERVICES AGREEMENT AND LICENSE as of the date first above written.


PURCHASER



GOVERNMENT
BY____________________


BY_________________________


(SIGNATURE)



(SIGNATURE)
_______________________


______Contracting Officer ______


(TITLE)




(TITLE)
_______________________


____________________________


(DATE)




(DATE)

JITC
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Product Information





JITC and Test Sponsor








RMA Software Compliance Test





Test Sponsor





Test Scripts





Test Sponsor





RMA Software


Application Forms


Product Information








JITC





DOD 5015.2-STD


RMA CTE Process and Procedures Document


RMA Test Procedures








� "Typical" and "Custom" installation come from the MS Windows paradigm.





