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Joint Interoperability Test Command (JTx)
MEMORANDUM FOR DISTRIBUTION

SUBJECT:  [Limited
 | Extension of ] Joint Interoperability Test Certification
 of the [<program name>, ] <system name>, Version <sys version-id>
References
:  (a)  DoDD 4630.05, "Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS)," 5 May 2004


(b)  CJCSI 6212.01E, "Interoperability and Supportability of Information Technology and National Security Systems," 15 December 2008

[(c) through (<last reference>), see enclosure 1]

1.
  References (a) and (b) establish the Joint Interoperability Test Command (JITC), as the responsible organization for interoperability test certification.

2.
  The [<program name>, ]<system name>, Version <sys version-id> was evaluated for interoperability and is certified as interoperable as described in table 1.  Table 2 summarizes the Net-Ready Key Performance Parameter (NR-KPP) and any other interoperability requirements status, based on the requirements cited in table 3.  If appropriate, add:  The evaluation for this certification was performed using requirements created in accordance with the NR-KPP definition of CJCSI 6212.01D.
[Changes to v3.5d]

[IA table updated to specifically cover PIT designations.]

[Example distribution list updated to reflect electronic distribution.]

Table 1.  Identification/Overall Certification Status

	System ID

	Program

	[<program name>] 

	
	System 

	<system name> 

	
	Type

	<system type> 

	
	Tracking

	<ditpr id>, <it registry id>, <jcpat-e registration #>; <stp system #>  

	
	Increment

	[<increment id>]  

	
	Version

	<sys version id> 

	
	Remarks

	[<remarks>] 

	
	Mission Area /COIs

	<mission area list> ; <applicable coi list> 

	Status

	Type of Evaluation/

Certification

	NR-KPP | I-KPP


	
	Status

	[Extension of] Full | Limited
  
<expected operational impact of any discrepancies>

	
	Operational Environment

	<qualifying remarks>  

	
	Remarks

	<remarks>  

	
	Expiration

	Four (4) years after the date of this memorandum, or upon changes that affect interoperability.

	
	ICTO Status

	N/A | <icto information>  

	
	ITP IWL    (Delinquency List)

	N/A | <iwl recommenation> 

	Legend: 

COI
- Community of Interest

DITPR
- DoD Information Technology Portfolio Repository

ICTO
- Interim Certificate to Operate

ITP
- Interoperability Test Panel

IWL
- Interoperability Watch List
	JCPAT-E
- Joint C4I Program Assessment Tool – Empowered

N/A
- Not Applicable

NR-KPP
- Net-Ready Key Performance Parameter

STP
- System Tracking Program



	Notes:
  

1  System meets all the ……….




Table 2.  Net-Ready Status

	Interoperability Requirement

	Status

	Remarks


	
	Threshold
	Objective

	

	NCOW RM Compliance (net-centricity)

	<status>

	<status>
	<status_remarks>


	Net-Centric Services
/Data

	<status>
	<status>
	<status_remarks>


	IPv6

	<status>

	<status>
	<status_remarks>  

	Information Exchange

	<status>
	<status>
	<status_remarks>  


	KIPs Compliance

	<status>
	<status>
	<status_remarks>


	IA Compliance

	<ia_status>

	<ia_status>

	<status_remarks>


	Other

	
	
	

	DISR Compliance

	<status>

	<status>

	<status_remarks>


	[Secure Voice KPP]

	<status>
	<status>
	<status_remarks>


	<nr-kpp compliance statement, if not standard 6212.01E wording>


	Legend: 

COI
- Community of Interest

DISR
- DoD Information Technology Standards Registry

IA
- Information Assurance

IPv6
- Internet Protocol Version 6

KIP
- Key Interface Profile
	KPP
- Key Performance Parameter

N/A
- Not Applicable

NCOW RM - Net-Centric Operations and Warfare Reference 


  Model

SUT
- System Under Test



	Notes:
  

1  SUT meets all the…………




Table 3.  Capabilities/Requirements Source

	Requirements
	J-6 Certified Requirements Citation


	
	Type

	CPD | ISP | TISP | NR-KPP Package | ORD | I-KPP Package | Other

	
	Title
	<document title>

	
	Date
	<document date>

	
	J-6 Certification

	I&S | Interoperability | Supportability; <j-6 cert date>


	
	JCPAT-E ID
	<jcpat document control number>


	
	DARS (architecture source)

	<source of NR-KPP machine-readable information>

	
	Remarks

	<remarks>


	Legend: 

C4I
- Command, Control, Communications, Computers, and


  Intelligence

DARS
- DoD Architecture Registry System

GSCR
- Generic Switching Center Requirements

ID
- Identification

I&S
- Interoperability & Supportability

JCPAT-E
- Joint C4I Program Assessment Tool-Empowered


	NR-KPP
- Net-Ready Key Performance Parameter

N/A
- Not Applicable

SUT
- System Under Test

TISP
- Tailored Information Support Plan

	Notes:
  

1  SUT meets all the ………….


3.
  This finding is based upon interoperability testing conducted by a multi-Service team led by the JITC.
  The Certification Testing Summary (see enclosure) documents the test results and describes the test network and system configuration used during testing.  System interoperability should be verified before deployment in an operational environment that varies significantly from the test environment.

4.
  The detailed status of the <system name> is indicated below in tables <table #> through <table #>, with further details provided in enclosure 2, Certification Testing Summary. 

Table <table #>.  Interface Status

	#
	Interface

	Version

	Critical

	KIPs

	Status

	Remarks


	I1
	<interface name>
	<ver id>
	Y | N
	<list of kip #>
	<cert status>
	<cert remarks>

<cert remarks> ::= <degree of interoperability> <expected operational impact of discrepancies>

	I2
	
	
	
	
	
	

	I3
	[Following are example entries.]

	I4
	Good
	1.1
	Y
	K1, K2
	Certified
	All critical requirements met.  Minor operational impacts associated with 23 discrepancies.

	I5
	CP (Bad)
	.05
	N
	K4
	Not-certified
	Critical requirements not met.  Failed to reliably exchange data, resulting in critical operational impact.

	I6
	Unknown - Not tested
	n/a
	N
	K3
	Not Tested
	Interfacing system not available.  Testing planned for increment 8, June 2005.

	I7
	Not implemented
	n/a
	Y
	
	Not-certified
	Interfacing system not implemented.  Operational impact is moderate because an alternate interface exists.

	
	
	
	
	
	
	

	Legend:

N
- No


	Y
- Yes

	Notes:

1.  Interface….  


Table <table #>.  IA Compliance Status

	IA Requirements
	Status
	Remarks

	
	Threshold

	Objective

	

	IA Configurations used in Test Environment

	<ia_config_status>

	<detailed ia configuration info/limitations>


	DIACAP | NISCAP | <other ia> Accreditation
	<ia_status>

	<ia_status>

	<ia requirements/results info>


	OR for PIT use the following type of entry

	Platform IT (PIT) Exemption
	<pit requirements status>

	<pit designation/results info>


	

	[IA Compliance (JITC assessments)]

	<ia_jitc_assess_status>

	<detailed ia results/impacts>


	Legend:

IA
- Information Assurance


	IT – Information Technology

PIT – Platform IT

	Notes:

1.  IA….  


5.  JITC distributes interoperability information via the JITC Electronic Report Distribution (ERD) system, which uses Unclassified-But-Sensitive Internet Protocol Router Network (NIPRNet) email.  More comprehensive interoperability status information is available via the JITC System Tracking Program (STP).  The STP is accessible by .mil/.gov users at https://stp.fhu.disa.mil/ (NIPRNet).  Test reports, lessons learned, and related testing documents and references are on the JITC Joint Interoperability Tool (JIT) at http://jit.fhu.disa.mil/ (NIPRNet).

6.
  The JITC CTT | system point of contact (POC) is <CTT/system poc contact info>; test POC is <test poc name>, DSN <test poc dsn phone> or commercial (520) <test poc phone>, e-mail:  <test poc e-mail>.

FOR THE COMMANDER:

# Enclosure a/s
<portfolio/division chief name>

Chief


<portfolio/division name>

Distribution (electronic mail):

<latest distribution list, for interoperability test certs>
<program management office (sponsor) distribution>

<other activities distribution, as required>

[Obtain the latest distribution list before finalizing the letter – interoperability certification letters must include ITP membership (the standard list from Policy Team).  The action officer should add the PMO, proponent, or other interested, authorized parties as desired.

Note that the ERD “interop core list” includes the addressees below, except for the PMO.  Additional addressees should be added to the project specific ERD distribution list.

The memorandum and ERD electronic distribution lists must match!]

[Following are for example purposes only.]

Distribution (electronic mail): 

Joint Staff J-6

Joint Interoperability Test Command, Liaison, TE3/JT1

Office of Chief of Naval Operations, CNO N6F2

Headquarters U.S. Air Force, Office of Warfighting Integration & CIO, AF/XCIN (A6N)

Department of the Army, Office of the Secretary of the Army, DA-OSA CIO/G-6 ASA (ALT),  

  SAIS-IOQ

U.S. Marine Corps MARCORSYSCOM, SIAT, MJI Division I

DOT&E, Net-Centric Systems and Naval Warfare

U.S. Coast Guard, CG-64

Defense Intelligence Agency

National Security Agency, DT

Defense Information Systems Agency, TEMC
Office of Assistant Secretary of Defense (NII)/DOD CIO

U.S. Joint Forces Command, Net-Centric Integration, Communication, and Capabilities 

  Division, J68
Program Manager, xxxxxxxxxxxxxxxxxxx, Attn:  yyyyyyyyyyyyyyyy,

  Building 1234, Fort M, NJ 00000-0000
[If there are fewer than four (4) references used in the letter, then list all of them in the main body of the letter.  However, if there are four (4) or more references, then list the third, fourth, etc. in this enclosure.

References should be used in the letter/summary report, and should appear in the order they are referenced.

Same style of quote marks should be used as on the first page of the memo.]

[Following are just an example.]

(c) Joint Interoperability Test Command (JITC), “Net Ready - Key Performance Parameter Evaluation Test Plan,” June 2007

(d) Defense Information Systems Agency (DISA), “Department of Defense Voice Networks Generic Switching Center Requirements (GSCR),” Change 2, December 2006
(e) Department of Defense (DoD) Internet Protocol Version 6 (IPv6) Transition Office (DITO), “DoD Chief Information Officer (CIO) Memorandum, IPv6,” 9 June 2003
(f) DoD CIO Memorandum, “Internet Protocol Version 6 (IPv6) Interim Transition Guidance,” 29 September 2003
(g) Joint Requirements Oversight Council, “Global Information Grid (GIG) Mission Area Initial Capabilities Document (MA ICD),” JROCM 202-02, 14 Aug 2004
(h) Joint Program Management Office, “Command Control, Communications, Computers, and Intelligence Support Plan (C4ISP), for the Composite Health Care System II, Block 2,” March 2004

(i) Joint Interoperability Test Command, “Interoperability Certification Evaluation Plan, Composite Health Care System II, Block 2,” June 2004

This template provides implementation details and guidance, but does not eliminate the need to comply with the JITC interop instruction and 6212, enclosure E.

Example wording must be tailored to the specific situation – it must make sense!!

Also, everything in the memo should be supported by details in the summary.  The summary should not just be a cut ‘n’ paste of what is in the memo.

Letter/Summary Editing Rules and Frequently Made Mistakes

General:

· Left and right margins on the letter should be 1 inch.

· The letter and additional references use Times New Roman, 12 point font.  Other enclosures should be Arial or Times New Roman.]

· Periods at the end of sentences, paragraph titles, etc. are followed by two (2) spaces, as are colons.

· A comma is used before the last item of a series (e.g., A, B, and C.  Not A, B and C, unless logically B&C combined is the same type of item as A.)

· Quotation marks around the title of a document appear after the punctuation, for example, “This is done correctly,” even though syntactically strange.

Specific:

Subject:  Include the system acronym (as well as the full name) in the subject.  This aids in searching the JIT and other interoperability databases.  (Also applies to USMTF, TADIL, and similar acronyms.)  Headers on subsequent pages should match the subject.

List of enclosures:  If all of the enclosures are completely defined in the text (i.e., the complete title is used), the enclosure list can be “3 Enclosures  a/s.”  Otherwise, a numbered list of enclosures should be provided.

Acronyms

DoD – Department of Defense – No need to define in memorandum, but may be useful on commercial letters or for foreign customers.
NIPRNet – Unclassified-but-Sensitive Internet Protocol Router Network.

SIPRNet – Secret Internet Protocol Router Network.

NR-KPP Specific Information

[Following tables are needed in the summary.  As is the case with net-centricity, when there is something meaningful to report (i.e., all entries are not N/A), it may be appropriate to add them to the memo in summary form.  (I.e., the summary should contain detailed tables, with rolled up summary tables in the memo.)  Only the memo portion of the letter is ERD’d, so ensure that all of the critical status information is contained in the memo.  If the following tables are too large to be included in the memo, they should appear in the summary or a separate enclosure.  E.g., if only a few KIPs apply, the table will be small enough to appear in the memo in its entirety.]

Table <table #>.  NCOW RM Net-Centric Status

	NCOW RM Requirement

	Status

	Remarks


	
	Threshold
	Objective
	

	
	
	
	

	CES (NCES)

	<status>
	<status>
	<status_remarks>  

	Services

	<status>
	<status>
	<status_remarks>


	Data

	<status>
	<status>
	<status_remarks>


	
	
	
	

	[<coi id> COI

	<status>
	<status>
	<status_remarks>


	Services

	<status>
	<status>
	<status_remarks>  

	Data
]
	<status>
	<status>
	<status_remarks>


	
	
	
	

	
	
	
	

	IPv6
	<status>
	<status>
	<status_remarks>  

	
	
	
	

	Legend: 

IPv6
- Internet Protocol Version 6


	N/A
- Not Applicable

NCOW RM - Net-Centric Operations and Warfare Reference 


  Model



	Notes:
  

1  SUT meets all the…………




Table <table #>.  Interface Status

	#
	Interface

	Version

	Critical

	KIPs

	Status

	Remarks


	I1
	<interface name>
	<ver id>
	Y | N
	<list of kip #>
	<cert status>
	<cert remarks>

<cert remarks> ::= <degree of interoperability> <expected operational impact of discrepancies>

	I2
	
	
	
	
	
	


	Legend: 

N
- No
	Y
- Yes

	Notes:
  

1  SUT meets all the…………




Table <table #>.  Information Exchange Status

	IE #
	Name

	Producer/

Sender ID

	Consumer/

Recipient ID106
	Critical

	Inter-face ref

	Status

	Remarks


	IE1
	<ie name>
	<node name>
	<node name>
	Y | N
	<list of interface #>
	<status>
	<status_remarks>  

	IE2
	
	
	
	
	
	
	

	IE3
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


	Legend: 

N
- No
	Y
- Yes

	Notes:
  

1  SUT meets all the…………




Table <table #>.  KIPs Compliance Status

	KIP Ref #
	Family

	Name

	Version/

date

	Implentation Phase

	Inter-face ref

	Status

	Remarks

(Including Consumer/Provider)


	
	[Following are example entries.]

	
	Transport Family KIPs

	
	2.0

1 June 2007
	
	
	
	

	K1
	Transport
	UHF-Band SATCOM
	DISR Baseline Release 07-2.0 

2007-06-27
	T
	I1
	Not met.
	Provider.  This software version not certified for UHF SATCOM DAMA.  MIL-STD-188-181A not conformant.  Critical operational impact.

	K2
	Transport
	Ku-Band SATCOM
	DISR Baseline Release 06-1.0 

2006-02-21
	O
	I2
	Met
	Provider/Consumer.  SATCOM Certification: PaAmSat US-7744

Interoperability testing did not identify any instances of significant non-conformance to standards.

All information exchange requirements met.

	K3
	Transport
	Global Positioning System
	DISR Baseline Release 06-1.0 

2006-02-21
	O
	I4
	Not Tested
	Not Tested

	
	AES Family KIPs
	
	1.0 Review Draft

24 Feb 2006
	
	
	
	

	K4
	AES
	Content Discovery
	DISR Baseline Release 06-1.0 

2006-02-21
	T
	I1, I2, I3
	
	DISR status is Emerging.  Required waiver provided by….

	
	
	
	
	
	
	
	


	Legend:

O
- Objective


	T
- Threshold

	Notes:

1.  KIPs compliance was….


Table <table #>.  Standards Conformance Status

	DISR

Service Area / Service

	Standard / Standards Profile

	Name

	Interface Cross-ref

	Status

	Remarks


	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


	Legend: 

DISR
- DoD Information Technology Standards Registry


	

	Notes:
  

1  Standards conformance was verified by….




CERTIFICATION TESTING SUMMARY

[Following is just an outline – contents must be tailored for the specific situation.]

1.  PROGRAM/SYSTEM NAME.  [<program name>, ] <system name>, Version <sys version id>
2.  SPONSOR.  Organization (PMO/system sponsor) sponsoring the evaluation.

3.  SYSTEM POC.  <stp system poc>
  (Include DSN and commercial phone numbers, and e-mail, if available.)
4.  TESTERS.  Identify the major test organizations involved with the test(s).
5.  SYSTEM DESCRIPTION.  <av-1 info>  

Provide a brief description of the system under test.  This information should be oriented toward a reader not familiar with the specific system.  Sufficient detail should be provided to allow the reader to understand what was tested, how it was tested, and be able to grasp the significance of the results.  As a minimum, the type of system, its place in a family of systems (FoS)/system of systems (SoS), or as an infrastructure component, if applicable, and any unique characteristics should be noted.
6.  OPERATIONAL ARCHITECTURE.  <ov-1/2 info>  

Graphically depict the architecture and interfaces representative of the deployed system. (The NR-KPP should contain an operational concept graphic.)
7.  INTEROPERABILITY REQUIREMENTS.  <capabilities/requirements source>  <nr-kpp requirements>
[This section should be structured to reflect the NR-KPP and other interoperability requirements.]

JITC evaluates the NR-KPP statement (the table with five (5) items, specifying threshold/objective requirements) and associated NR-KPP (the package containing the NR-KPP statement, architecture products, and related information), as described in 6212, enclosure E.  All known requirements for an increment must be addressed.  
7.1  NCOW RM.  <net-centric req’s> <ov-7/sv-11 info>

Document the enterprise-level (core and COI) services.  These should be SOA-type services (e.g., DDMS-WebService), not other capabilities that are sometimes referred to as “services.”  Associated with services are shared data items (registered in the DoDMetadata Registry or similar enterprise catalog).  Net-centric services/data also have standards/schemas associated with them.  One enabling technology for net-centricity is IPv6, which should also be reported.
7.2  Information Exchange.  <sv-1/2 info> <interface req’s>  <ov-3/sv-6> <information exchange req’s>
Provide the interface requirements matrix and criticality of the mission that the interface supports.  (The NR-KPP should contain a system interface description graphic or equivalent information.)  

Develop suitable matrices tailored to the nature of the systems and requirements.  If IERs (OV-3) have been defined in system requirements documents, these must be addressed, along with any other interoperability performance parameters that apply to the individual interfaces.  The requirements may be specified in other terms (e.g., SV-6 for automated data exchanges), however, the equivalent information exchange must be provided:  interfaces, IERs, and related interoperability requirements (e.g., QoS timeliness).  Other interoperability-related KPPs may provide additional performance attributes that must be considered, such as timeliness criteria from the GIG MA ICD.

7.3  KIPs.  <kip declaration table info>
Requirements will normally be derived from the KIP declaration table (see 6212). 

JITC evaluates the KIP compliance element of the NR-KPP, as part of Joint interoperability Test & Certification processes, IAW CJCSI 6212.01. JITC has been developing KIP test methodologies, plans, and procedures as KIPs mature from draft to mandated status. KIPs define “key” interfaces between systems, and only a portion of a complete protocol stack (e.g., some KIPs address transport or network layers, while others define application-level services), so more than one KIP may apply to an interface. A system’s KIP requirements are specified in the KIP Declaration Table of the NR-KPP. KIP compliancy includes both standards conformance and information exchange, assessed during standards conformance (DT) and interoperability (OT) testing, respectively. Results are reported in JITC Interoperability Test Certifications.  
7.4  IA.  <general ia req’s>
Interoperability testing must be performed in an operationally realistic environment, with an approved IA configuration.  A statement verifying that this was done needs to be made, or, if the configuration varied from the approved one, an explanation needs to be provided, including any impact on the validity of test results and conclusions.

The other aspect of IA that JITC reports on is any known status of IA, such as an IATO or ATO.  JITC is not required to test IA, however, if JITC has performed the IA assessments, then the status should be reported as such (i.e., met, not met, rather than merely “verified.).  
7.5  Other

Document interoperability requirements other than from the four (4) elements.  This includes DISR (TV-1) requirements specified in the NR-KPP statement, but not defined as an NR-KPP “element.”  Other KPPs and requirements that are obviously interoperability requirements should be documented in this section.  

7.5.1  DISR  <tv-1 info>
TV-1 requirements.  If large (e.g., > 50 entries), details should be provided in the detailed test report.  If the same level of attention or inattention was applied equally to all standards, this can be treated in a general manner. 

7.5.2  <misc requirements from other KPPs, etc.>
List other interoperability requirements that appear outside of the NR-KPP – i.e., ones that are not covered above, or warrant reporting separately.  These may include GIG MA ICD requirements, requirements that do not appear in architecture products because of their nature (e.g., a need for two interfaces/physical links to be able to operate simultaneously).  
8.  TEST NETWORK DESCRIPTION.  Describe the network used for the test.  Graphically depict the network architecture that was employed to evaluate interoperability.  Include a listing of interoperability testing sites.  Briefly discuss any differences between the test network and the operational architecture and explain the significance to the certification.
9.  SYSTEM CONFIGURATION.  Document how the system was configured during test to include hardware model and software versions, if applicable.  (Firmware is software, and should have version ID.)
10.  TESTING LIMITATIONS.  CJCSI 6212 requires tests to employ production representative systems in as realistic an operational environment as practicable, including use of authorized IA configurations.  Identify any testing limitations that may affect the interpretation of the results.  Provide an assessment of the effect of these limitations on the ability to assess technical performance.  For any limitations, provide a recommendation for mitigating the impact of the limitations.  Additional testing may be warranted in cases where the operational architecture is incomplete or numerous configurations are possible; it is appropriate to recommend verifying the interoperability of untested configurations.
11.  INTEROPERABILITY EVALUATION RESULTS.

 [This section should be structured to reflect the NR-KPP and other interoperability requirements, and should mirror section 7.]

<net-ready status>

Provide a summary net-ready KPP status (see memo, table 2).

Information used to determine the certification status is not limited to the current testing.  Results from previous testing, DT/OT, standards conformance, and other sources should be used if it contributes to the evaluation of interoperability.  Known problems from exercises and demonstrations should be factored into the evaluation, even if the problems may not have surfaced in the latest test campaign. 

Interoperability testing, by its nature, produces results that apply to interoperability evaluation of the interfacing systems.  If there is sufficient information to certify (or not certify) the interfacing systems, it may be appropriate to issue formal certification letters for those other systems.  
Each section below requires <results & status/remarks> in addition to the basic requirements.  Requirements may be an abbreviated form of those in section 7 to allow room for the status and associated remarks, and results, as necessary.  If there is no detailed test report, results must be presented in sufficient detail to support the conclusions and status determination.  All known requirements for an increment shall be identified and evaluated.

JITCI 380-50-2 further explains the interoperability status determination.

If different software/hardware versions have been used during testing, the results matrix or text shall identify which version was used for which result.  A short assessment must be provided on the impact of any changes to the systems or test environment that may impact interpretation of the results.  The validity of results collected with older system versions or prior to corrective modifications (i.e., patches/fixes) must be established.

11.1  NCOW RM.  <net-centric req’s> <results & status/remarks>
11.2 Information Exchange.  <interface req’s>  <results & status/remarks> <information exchange req’s> <results & status/remarks>

In this section, depict interoperability results with supporting documentation to include a listing of all interfaces, whether certified, not-certified, or not tested.  Interfaces are “certified” by JITC, rather than merely having a status of “met.”  The status of an interface includes consideration of standards conformance, including any KIPs, and the information exchanges over the interface. 

Include a short narrative of significant findings for each interface tested.  Requirements matrices shall list all interfaces and identify interfaces that are not implemented or have not been tested.  An explanation shall be provided for untested interfaces, and any plans for future testing should be described.

There may be requirements for a system to interface with the same version or a previous version of itself or other systems/system components.  If so, interfaces should include entries for the different versions.  

11.3 KIPs.  <kip declaration table info>  <results & status/remarks>

Compliance will include any standards conformance testing/certification, commercial certification (e.g., commercial SATCOM), vendor declaration of conformance, etc., and verification that information exchanges pass successfully over the associated interfaces.  The test methodology, detailed procedures, etc. for a KIP are on the JITC KIP website:  http://jitc.fhu.disa.mil/kip/index.html.  (Standards conformance alone is insufficient to ensure interoperability, especially when there are configuration options and other potential obstacles along the wire.  Also, most KIPs do not cover the entire protocol stack of an interface, nor do they necessarily address other factors, so standards conformance and KIP compliance must be supplemented by IOP testing.)  Results should make it clear as to what was/wasn’t tested and how the testing was performed – i.e., at least imply the confidence level of the results (e.g., there is a considerable difference between passing a formal standards conformance test and a vendor merely declaring conformance).  The results should at least summarize the nature of any problems and include the expected operational impact.  The detailed KIP compliance testing process tables would not normally be part of a cert letter, but should appear in the detailed test report or otherwise be available.

11.4  IA.  <general ia req’s>  <results & status/remarks>
Report on the testing configuration and known IA status (e.g., if an ATO has been granted).  If JITC performed the entire IA assessment, this will be documented in a separate report.  [See section 7.]

11.5  Other

[See section 7.]

11.5.1  DISR  <tv-1 info>  <results & status/remarks>
[See section 7.]

11.5.2  <misc requirements from other KPPs, etc.>  <results & status/remarks>
[See section 7.]

12.  TEST AND ANALYSIS REPORT.  <detailed report citation> | <rationale for not producing a report>
[Identify any report used to publish JITC’s testing results.  Include any online registry or database which contains information associated with the testing.]
Example (no report):  In agreement with the XYZ Test Director, JITC did not produce a separate test report for this assessment.  
Example: Detailed results are documented in the JITC report, “The Joint Thingie (TJT), Version 4.2, Interoperability Test Report,” dated 28 June 2008.  

The JITC distributes interoperability information via the JITC Electronic Report Distribution (ERD) system, which uses NIPRNet e-mail.  More comprehensive interoperability status information is available via the JITC System Tracking Program (STP).  The STP is accessible by .mil/.gov users on the NIPRNet at https://stp.fhu.disa.mil/.  Test reports, lessons learned, and related testing documents and references are on the JITC Joint Interoperability Tool at http://jit.fhu.disa.mil (NIPRNet).
NR-KPP Statement [CJCSI 6212.01E]

	KPP
	Threshold (T)
	Objective (O)

	Net-Ready: The

capability, system,

and/or service

must support Net-

Centric military

operations. The

capability, system,

and/or service

must be able to

enter and be

managed in the

network, and

exchange data in a

secure manner to

enhance mission

effectiveness. The

capability, system,

and/or service

must continuously

provide survivable,

interoperable,

secure, and

operationally

effective

information

exchanges to

enable a Net-

Centric military

capability.
	The capability, system, and/or

service must fully support execution

of joint critical operational activities

and information exchanges identified

in the DOD Enterprise Architecture

and solution architectures based on

integrated DODAF content, and must

satisfy the technical requirements for

transition to Net-Centric military

operations to include:

1) Solution architecture products

compliant with DOD Enterprise

Architecture based on integrated

DODAF content, including specified

operationally effective information

exchanges

2) Compliant with Net -Centric Data

Strategy and Net-Centric Services

Strategy, and the principles and rules

identified in the DOD Information

Enterprise Architecture (DOD IEA),

excepting tactical and non-IP

communications

3) Compliant with GIG Technical

Guidance to include IT Standards

identified in the TV-1 and

implementation guidance of GIG

Enterprise Service Profiles (GESPs)

necessary to meet all operational

requirements specified in the DOD

Enterprise Architecture and solution

architecture views

4) Information assurance

requirements including availability,

integrity, authentication,

confidentiality, and non-repudiation,

and issuance of an Interim

Authorization to Operate (IATO) or

Authorization To Operate (ATO) by

the Designated Accrediting Authority

(DAA), and 5) Supportability

requirements to include SAASM,

Spectrum and JTRS requirements.
	The capability, system, and/or

service must fully support

execution of all operational

activities and information

exchanges identified in DOD

Enterprise Architecture and

solution architectures based on

integrated DODAF content, and

must satisfy the technical

requirements for transition to

Net-Centric military operations to

include

1 Solution architecture products

compliant with DOD Enterprise

Architecture based on integrated

DODAF content, including

specified operationally effective

information exchanges

2) Compliant with Net -Centric

Data Strategy and Net-Centric

Services Strategy, and the

principles and rules identified in

the DOD IEA, excepting tactical

and non-IP communications

3) Compliant with GIG Technical

Guidance to include IT Standards

identified in the TV-1 and

implementation guidance of

GESPs, necessary to meet all

operational requirements

specified in the DOD Enterprise

Architecture and solution

architecture views

4) Information assurance

requirements including

availability, integrity,

authentication, confidentiality,

and non-repudiation, and

issuance of an ATO by the DAA,

and 5) Supportability

requirements to include SAASM,

Spectrum and JTRS

requirements.


NR-KPP Statement [CJCSI 6212.01D]

	KPP
	Threshold (T)
	Objective (O)

	Net-Ready: The

system must

support Net-

Centric military

operations. The

system must be

able to enter and

be managed in the

network, and

exchange data in a

secure manner to

enhance mission ffectiveness.  The

system must

continuously

provide survivable,

interoperable,

secure, and

operationally

effective

information exchanges to enable a Net-Centric military capability.
	The system must fully

support execution of joint

critical operational activities

identified in the applicable

joint and system integrated

architectures and the system

must satisfy the technical

requirements for transition

to Net-Centric military

operations to include

1) DISR mandated GIG IT

standards and profiles

identified in the TV-1,

2) DISR mandated GIG KIPs

identified in the KIP

declaration table,

3) NCOW RM Enterprise

Services

4) Information assurance

requirements including

availability, integrity,

authentication,

confidentiality, and non-repudiation,

and issuance of

an Interim Approval to

Operate (IATO) by the

Designated Approval

Authority (DAA), and

5) Operationally effective

information exchanges; and

mission critical performance

and information assurance

attributes, data correctness,

data availability, and

consistent data processing

specified in the applicable

joint and system integrated architecture views.
	The system must fully

support execution of all

operational activities

identified in the applicable

joint and system

integrated architectures

and the system must

satisfy the technical

requirements for Net-

Centric military operations

to include

1) DISR mandated GIG IT

standards and profiles

identified in the TV-1,

2) DISR mandated GIG

KIPs identified in the KIP

declaration table,

3) NCOW RM Enterprise

Services

4) Information assurance

requirements including

availability, integrity,

authentication,

confidentiality, and non-repudiation,

and issuance

of an Approval to Operate

(ATO) by the Designated

Approval Authority (DAA),

and

5) Operationally effective

information exchanges;

and mission critical

performance and

information assurance

attributes, data

correctness, data

availability, and consistent

data processing specified

in the applicable joint and system integrated architecture views.
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�  A “Limited” certification can be used when the minimum (threshold) values of the NR-KPP elements have not been met and where useful capabilities are provided and there are no expected critical operational impacts or adverse effects on the interoperability environment.


�  "Non-Certification" if the NR-KPP is not met and there are critical operational impacts.  Tailor the rest of the document appropriately.


�  If there are more than three references, list the additional references in enclosure 1, starting with reference (c).


�  Paragraph 1 establishes JITC's authority to certify systems.


�  Paragraph 2 lists the overall system status (provided in table 1).  Provide additional details in supporting tables/paragraphs – keep paragraph 2 short and to the point.  If there are interoperability deficiencies related to Interoperability & Supportability Certifications, standards conformance issues, previous Interoperability Test Certifications, Information Assurance deficiencies, etc., then describe those factors and how they affect this certification.  Other considerations might be a change in operational requirements or actual use, known problems in interfacing systems (and the interoperability status of interfacing systems), the supporting communications infrastructure, observations made during exercises, demonstrations, and deployments, etc.  Be specific.  Provide the facts and rationale that led to the determination of the assigned interoperability status.  Briefly describe the more significant expected operational impacts and any unresolved interoperability issues.


For a “limited” certification, replace the first sentence with the following:


2.  The [<program name>, ]<system name>, Version <sys version-id>, meets some of its interoperability requirements, and specified interfaces are certified as interoperable as described below.  However, the overall system is not certified because of untested critical requirements [tailor to fit the actual situation].  





For a system that is not being certified (“Non-Cert”), replace the first sentence with the following, and make appropriate changes to the subject, header, status, etc.:


2.  The [<program name>, ]<system name>, Version <sys version-id>, does not meet critical interoperability requirements, and is not certified.





� This section identifies the system we are certifying.


� Enter the formal name (with acronym) of the program, if applicable.  Most systems fall under some program.


� Enter the formal name (with acronym) of the system/system component we are certifying.


� Enter the type of system.  We should be more specific than merely IT or NSS, e.g., communications, network component, etc.  We should point out if the system is a subsystem or member of an FoS/SoS.  DITPR has system type info of limited use (e.g., "IT (not NSS)"), but our focus should be on identifying unique characteristics that helps explain what we are certifying.  DoDAF used to have a "system-type" but is apparently not used in the current version.  Eventually, there will be an NCOW RM taxonomy for system type -- in the meantime, try to provide something meaningful, as noted above.


� Tracking provides info to identify unambiguously the system in the major interoperability databases.


DITPR/IT are in � HYPERLINK "https://ditpr.dod.mil/" ��DITPR�.  JCPAT-E registration number is not a document control number.  It should not be of the format yy-nnnnn or Ay-nnnn.  � HYPERLINK "https://stp.fhu.disa.mil" ��STP� system number.


Example:  DITPR ID 1234, IT Registry ID 32111, JCPAT-E 0123, STP 207


� �Increments may be referred to as spirals, blocks, phases, etc.


� Version identification of the system we are certifying.  Version identification is mandatory.  If there is no version ID, we should not be issuing a cert.


� Clarification of what we are certifying, especially if this is part of an FoS/SoS, a system component, has multiple configurations, etc.  Are we certifying an entire platform, a component on a platform, a network infrastructure component?


� Primary and other mission areas/COIs.  Mission areas and COIs mat be obtained from DITPR or capability documents.  Example:  Warfighter MA; Intel COI


� This section describes the interoperability status.


� Enter the type of requirements (usually the type of KPP).


� With rare exceptions, I-KPP is no longer valid.  See rules in CJCSI 6212


� Enter the status of the certification with respect to the KPP statement.  The status must refer to threshold/objective values.


Example:  Limited – threshold/objective NR-KPP not satisfied.  Expected operational impacts are minor.


� For "limited" certifications, explain in the remarks below the reason why we are issuing a limited certification (rather than a full certification or non-certification) and any plans for future system development and testing that will allow a full system certification, i.e. provide the "way ahead" to a full certification.


� Enter the operational environment for which the system is being certified.  Some systems may operate in a number of environments.  Some systems are constrained to operate only in certain environments.  This entry serves to qualify the certification environment.  Examples:  Certified for DHS operations only;  DISN-E only;  Joint use  [Default value.]


� Remarks should contain a clarification of status, caveats, major testing limitations, rationale for the limited certification.  CJCSI 6212 requires tests to employ production representative systems in as realistic an operational environment as practicable, including use of authorized IA configurations.  �Examples:  Passed all critical requirements for initial operational environment, Not all possible configurations were tested, The user should verify interoperability before deployment in an operational environment that varies significantly from the test environment.


� Note that an extension of certification has the same expiration date of the base certification.


� The ITP issues ICTOs with the stipulation that the system receive a JITC interoperability certification,   therefore it is important to note any ICTO information, including ICTO expiration date or status.  Examples:  N/A; No ICTOs have been issued for this version of the system; Active, ICTO expires on 30 Sept 2007.


� ITP Interop Watch List (Delinquency List).  For a non-certification, we may recommend putting the system on the ITP IWL.  If we are certifying something previously recommended for the IWL and all critical discrepancies have been corrected, we should note that.  Examples:  N/A;  System is not on the IWL nor the JS delinquency list.


<Recommendations for watch list, delinquency process, etc.>


� Interoperability requirements derived from NR-KPP elements, NR-KPP statement, and other interoperability requirements, to include other KPPs related to interoperability.


� Status must be one of:  N/A, Met, Not Met, or Not Tested.  Partially Met may be substituted for a Not Met, if appropriate.  IA is reported as Verified unless JITC actually performed the IA assessment.  Status in this table is a roll-up of the status of the subordinate items.


� �This is the degree of compliance with requirements and the expected operational impact of discrepancies.  If the status is N/A, then remarks should briefly explain why.


Do not cut and paste examples without tailoring them to the specific situation


� Objective value is the more stringent criterion.  If the threshold is Not Met, the objective must be Not Met or Not Tested.  In most cases, a Not Tested reflects the objective status most accurately.  A Not Met (Partially Met) requires identification of what items were not met and the expected operational impact.


� JITC evaluates two (2) of the five (5) net-centric criteria to determine NCOW RM compliance (net-centricity).  These are services and standards.  Other criteria (e.g., concept and common language) are assessed during capability document review.  The net-centric checklist and 6212 checklists were created for document assessments, not JITC NR-KPP evaluation.


� Status will be N/A until NCES is available or similar COI services are available.  


� Example (Status is N/A):  Requirements did not specify any enterprise-level (core or COI) services or data.


� Motherhood in requirements is not a substitute for actual web services and enterprise-level shared data.  The system must have SOA requirements and use the appropriate standards to have real net-centric requirements.


� Net-centric data is similar to net-centric services.  The purpose of net-centric services is to exchange data, i.e. enterprise-level data requirements without associated services are probably not net-centric.  In unusual situations, it may be appropriate to have separate entries for services and data.


� Examples:  Critical COI and CES services are not functional; Not interoperable with NCES messaging, discovery, storage; Expected operational impact is major, as no workarounds exist.


� IPv6 compliance is reported separately as it is considered an important enabling technology for net-centricity, and IPv6 requirements derive from more than one source.


� �Status should be N/A or Not Tested, unless IPv6 standards are required for the current increment.  A transition plan is not an operational requirement that can be implemented and tested, i.e. if the system has a transition plan, but has not implemented the IPv6 standards, and is not required to, then the status should be N/A.  Note that if the system has a current IPv6 requirement, but has not implemented it, the status would be Not Met.  Example:  Current increment has no IPv6 requirements.  System has a transition plan that includes IPv6 in future increments.


� Information exchanges, as would be defined in an OV-3, including non-automated exchanges (e.g., voice) which are not included in an SV-6 data exchange view per strict interpretation of DoDAF rules.  This is the roll-up of interface and information exchange status to include QoS attributes (e.g., timeliness, accuracy, completeness).The assessment of the integrated architectures is done as a part of capability document reviews, not JITC interoperability evaluation.  


� Enter the roll-up of compliance to KIPs.  If the KIPs specification documents have not been approved, the status should be N/A.  Note that DISR KIPs standards profiles are specified in the DISR and may be mandated, even though the KIPs specification documents are draft.


� Example (for situation where KIPs are not mandated):  Current draft KIPs are not yet mandated and compliance status cannot be assigned.  


� �CJCSI 6212 requires that testing environments employ realistic IA configurations and for JITC to report any known IA status.  JITC does not assess IA compliance, unless requested to do so.


� Status should be Verified (IATO and no critical discrepancies) or Not Met.  Status should only be Met if JITC performed the IA assessment.  This is because there are requirements in addition to being granted merely an IATO/ATO.


� Status should be Verified (ATO and no critical discrepancies) or Not Met.  Status should only be Met if JITC performed the IA assessment.  This is because there are requirements in addition to being granted merely an IATO/ATO


� Remarks should confirm that the appropriate test configuration was used or note any limitations, and should describe the IA status/impacts.  Example:  Testing used the approved IA configuration in an operationally realistic environment.  IA testing by other organizations resulted in an IATO….


� Use for other interoperability requirements not covered above – e.g., simultaneous use of two SATCOM channels, other interoperability related KPPs.  Note that the status of “other” requirements is not rolled up.


� DISR compliance is specified in the NR-KPP statement for 6212.01D -- earlier NR-KPP statements did not specify DISR compliance and it is N/A for this situation.  There are also standards associated with the other NR-KPP elements, such as NCOW RM and KIPs, so statements about DISR non-compliance should clarify situations where the only critical issues are related to other elements.  (For example, if there is 100% compliance except for some KIP standards, this should be mentioned so that it is clear that the system would have passed except for the discrepancies that were reported under the KIP elements.)  The bottom line, however, is that the DISR compliance status is with respect to the entire TV-1.  


� �Status should be Met or Not Met.


� Status should be Not Tested unless there was a serious and thorough attempt to determine standards conformance for every standard/standards profile in the TV-1.


� Having a waiver to use a retired, emerging, or non-DISR standard/standards profile does not preclude having to test the standard.  It may be more informative to also address the DISR compliance that has not been reported separately under another element, e.g. situations where the only non-compliance was associated with KIPs non-compliance.  Examples:  DISR compliance was addressed primarily during KIPs compliance evaluation (which included standards conformance assessments), vendor declaration of conformance, and a static analysis of the implemented standards/standards profiles with TV-1 specifications (inclusive of applicable NCOW RM and KIPs standards specifications).  Interoperability testing did not identify any critical non-conformance issues that could be associated with standards implementations.


The DISR compliance was addressed primarily during information exchange evaluation.  Interoperability testing did not identify any critical non-conformance issues.


� This item is an example of another interoperability requirement not covered in the NR-KPP statement.  Do not include this item unless specifically called out by the requirements.


� Example:  All secure voice exchanges met the 99.9% objective requirement.


� Standard NR-KPP compliance statements from .01D and .01E are included at the end of this template.


� Identify the source of requirements.  �Multiple document entries may be appropriate if requirements are derived from two documents, such as both a CPD and ISP.


� Type should be CPD unless JCIDS documents are not required, when an ISP/TISP may be used.  Use of other requirements must be coordinated with Policy Team.


� Enter the type and date of J-6 certification of requirements.  J-6 certification letter should be on JCPAT-E.


� Example:  I&S Certification; 28 June 2006


� Examples:  A6-0592  07-00252


� NR-KPP information (e.g., integrated architecture information) is to be provided in machine-readable form and accessible in an online architecture repository.  The DARS (or Service/organization repository) identifying information should be provided, including names, versions, and location (e.g., URL).  Sponsor must also provide appropriate automated tools for processing and analyzing NR-KPP information.  (See CJCSI 6212.)


� Enter clarifying information, especially for anything that deviates from the ideal situation, e.g. CPD or ISP.  Note if requirements or test criteria were also derived from other sources, such as the GSCR or ICDs.


� Examples:  Requirements are defined in CPD and certified NR-KPP package.  The system was tested to requirements contained in the TISP and GSCR (Change 2, December 2006).  The XYZ subsystem components were evaluated against the GIG Mission Area Initial Capabilities Document (MA ICD) (16 August 2004) criteria for information integrity.


� Describes the testing and test environment.  If there are notable deviations from an operationally realistic environment, these test limitations should be noted here and described in more detail in the certification testing summary (and table 1, status/remarks, as appropriate).  Any significant deviations between the test network or test methods and the operational environment should be stated along with any impact on interpreting the test results.  Examples include different test/operational software/hardware configurations, simulation of portions of the operational architecture, use of clean test networks (i.e., the system behavior under error conditions or adverse/highly dynamic network environments was not observed), low target densities and atypical message/communication loads, and other constraints on testing.


� Tailor the text to document the test venues, dates, and participants.


� Enter the status of interface certifications, KIP (optional), IA, IER (optional), etc.  Tailor as needed.  The order of the tables should reflect the order in the Net-Ready Status table


� The evaluation includes a determination of the interoperability status of external system interfaces.  Interoperability certifications are issued for all the requirements of a system, even though the latest testing may have addressed only a single interface.  The certification should provide a snapshot of the current interoperability status of every interface.  If the type of interface varies (some joint, some combined), this should be shown in the table or described in the text.  If some interface requirements were tested with a previous version of the system, this must be clearly indicated in the table, and there must be some rationale for the continued certification of these interfaces.  If multiple versions of a system may be deployed (or the system is deployed such that it must be interoperable with itself), there should be a table entry indicating the interoperability status of the previous version(s) with the current system.


� The "interface" name should be a meaningful name of the external system nodes in SV-1/2, OV-1/2 diagrams, SV-6/OV-3, etc.  Interfaces, the lines between the bubbles, in architecture products are sometimes assigned labels (e.g., "A01") that are not meaningful for joint interoperability certification purposes.  Depending on the type of system and the philosophy used to develop the integrated architecture products, the appropriate connectivity to certify may actually represent needlines (e.g., OV-1 connectivity), interfaces (e.g., SV-1 connectivity), or physical links (e.g., SV-2 connectivity).  Ideally, the connectivity between system nodes should be labeled to indicate the interface/external node(s) and this is what should be certified at the system level.  Some logical interfaces may be implemented over more than one physical link (e.g., UHF SATCOM link with a separate backup Ku SATCOM link) and these may be represented in the architecture products as one interface or two or more separate interfaces, but all should be addressed and depicted in a manner that clearly portrays the relationships.  Certification of system components, commonly done for network infrastructure components, may have physical links for "interfaces”.  Interfacing "nodes" may also represent a number of physical nodes (e.g., "XYZ users" may be a number of client nodes on a network).  If the connectivity between nodes is not a simple point-to-point interface, the information exchanges may occur simultaneously among a number of nodes (common with some RF methods).  Finally, some versions of the DoDAF allowed null entries for net-centric nodes (e.g., name of the net-centric service provider was blank), however, a meaningful identification must be used if this situation occurs (i.e., do not leave the interface name blank).  The "interfaces" being certified should clearly track with the architecture products.  Indentation or a hierarchical numbering scheme (1.0, 1.1, 1.2; 2.0) may be used to clarify situations such as multiple logical interfaces riding over a single physical link (e.g., Teleport link provides logical interfaces to NIPRNET, DSN, etc. "services").


� Version is the version ID of the interfacing system node.  This is necessary for tracking when changes occur in the interoperability environment, as well as recording exactly what was tested.


� Criticality, used to determine if a threshold or objective requirement.


� Enter the KIP reference number, from the KIP Compliance table, of the KIPs that apply to the interface.  If only one or two, the actual KIP names could be used.


� The status of an interface may be:  Certified, Not Certified, or Not Tested.  In rare cases, an N/A may be appropriate if the current increment does not have a certain requirement but is listed to show future increments.  If an interface is required, but is not implemented (by either the SUT or interfacing systems), it does not meet requirements and its status is Not Certified.  If required information exchanges across an interface do not work for any reason (SUT, interfacing systems, communications infrastructure), then the status is Not Certified -- where the fault lies does not affect the status from a joint perspective.


� Enter the degree of compliance with requirements and the expected operational impact of discrepancies, if any.


� NR-KPP statement requires IATO.


� NR-KPP statement requires ATO.


� CJCSI 6212 requires testing of production representative systems in as realistic an operational environment as practicable, including use of authorized IA configurations.  �This reflects on the adequacy of testing, not directly on whether the SUT met IA requirements (though indirectly it does demonstrate some portions of IA requirements).


� The IA status may be:  Met, Not Met, or Not Tested (only for the case where it is unknown if the proper configuration was used).


� Example (Met):  The system under test was configured in its approved DITSCAP | DIACAP configuration during all testing.  Example (Not Met):  JITC IA team conducted retina scans of XYZ.  XYZ configurations were not consistent with the DIACAP Package.  The impact on test results is....  Additional testing after resolution of the issues is recommended to verify that the proper configuration does not adversely affect interoperability of the ZZZ interface.


� Status should be Verified (IATO and no critical discrepancies) or Not Met.  Status should only be Met if JITC performed the IA assessment.


� Status should be Verified (ATO and no critical discrepancies) or Not Met.  Status should only be Met if JITC performed the IA assessment.


� Explain the IA status.  Cite any specific memoranda, including the date.  For an IATT, IATO, or ATO, the Authorization Termination Date (ATD) shall be included.  Examples:  DAA provided a waiver on 2 Nov 04.  Further DIACAP testing scheduled for 3 Feb 05.  The Designated Approving Authority (DAA) has granted an IATO, dated....  


� Status should be Verified or Not Met.  Status should only be Met if JITC performed the IA assessment.


� Provide info on the PIT designation, any PIT requirements, and explain the status, as needed.  Example:  The DAA designated the SUT a PIT in “Pit declaration memo,” dated 34 Dec 2015.  The SUT met all req’s specified in the PIT memo.


� Optional:  Enter information on JITC IA testing.  If no additional testing was performed, but this entry is left in the table, the status must be N/A.


� Optional:  Enter the status of IA testing performed by JITC:  Met or Not Met.


� Example (Not Met):  Xyz had Category I and II vulnerabilities which were not resolved during testing.  Based on the JITC Information Assurance Assessment Team assessment, the XYZ system possesses a low IA posture...


� Enter the JITC POC information – tailor as needed.


� This table provides more detailed results of the NCOW RM element of the NR-KPP.  If there are a number of non-core services/data items, this table must be accompanied by more detailed information for each service/data item, including appropriate version identification information.  The organization of the information may also need to be tailored to reflect the development methodology.  For example, if enterprise-level (core or COI) functionality is rolled out by “capability module” deployments, the identification of the services/data, including version identification information, will need to reflect this.


While the NR-KPP statement refers to “NCOW RM enterprise services”, the purpose of services is to share data.  This is clarified in enclosure E of CJCSI 6212.  There should be a corresponding table showing net-centric requirements (as is done for interfaces, IERs, etc.), or, as with the other tables, for simple situations this information may be combined into a single table.  If data requirements were voluminous, it would be more appropriate to document the details in the detailed test report and summarize the information for the cert letter.  (Title of tables should reflect contents, e.g., use of the terms "requirements" and "status.") 


� JITC evaluation of net-centricity revolves around actual performance of net-centric capabilities.  This includes enterprise-level SOA services/data (including netops) and IPv6.  Evaluation of the data portion may include verifying that data is registered in the DoD MetaData registry (or similar COI registry/catalog), validating the schema, verifying proper tagging, etc.  NCOW RM checklists and the 6212 checklist are intended primarily for use during document assessment (i.e., JCPAT requirements reviews).  These checklists contain criteria that are important from a static analysis viewpoint, such as whether the common language/lexicon is used.  Such criteria should be addressed during requirements review, but are mostly OBE by the time of interoperability evaluation.  Other "services" such as NIPRNET or DSN are not SOA services.  Note also that there may be IA and other enterprise-level requirements beyond services and data -- if directly related to interoperability, these should also be addressed.


� Same as memo Net-Ready status table.


� Same as memo Net-Ready status table, although at a more detailed level.


� Core enterprise-level services/data.


� Core services.  Note that NCES may actually support true net-centric SOA type services (e.g., discovery) and other “net-centric” type services such as collaboration, which may not use the web services protocols specified for NCOW RM and DoD web services compliance.  For core services, version identification information must be provided, however, further implementation details are usually not needed, as they should be documented by NCES.


� Examples:  Critical CES services not functional.  All critical requirements (messaging, collaboration) met.  Not interoperable with NCES messaging, discovery, and storage.  Expected operational impact is major, as no workarounds exist.


� Core data items.  These will almost always be associated with one or more services.  For core data items, version identification information must be provided, however, further implementation details are usually not needed as they should be documented by NCES.


� Examples:  �Shared data not registered in DoD MetaData Registry or catalogs. Did not meet XML compliance testing requirements....


� COI enterprise-level services/data.  There should be a set of entries for each COI.  Additional detail, relative to that provided for core services/data, is required to identify the registry/catalog, storage, etc. locations, any COI-specific constraints or rules, etc.  This is especially important since there is no overarching systems engineering of COI implementation techniques.


� Example:  System is fully compliant with Intel COI threshold requirements.


� Enterprise-level net-centric services used by a COI.  


� Enterprise-level shared data used by a COI.  


� Examples:  All critical COI data registered.  All COI transfers use registered data.  Some non-critical data not registered – minor operational impact.


� Interface requirements and status are required in the summary to support results reported in the memorandum.  For very simple situations, this information may be combined into one table.  For more complex situations where the status also includes detailed results, these are best separated.  The format includes only the minimum essential information and needs to be supplemented with more detail.  Results must be included if there is no detailed test report associated with the cert letter.  (Title of tables should reflect contents, e.g., use of the terms "requirements" and "status.")


Depending on the situation, it may be clearer to include a column identifying the information exchanges associated with the interface, similar to what is done for KIPs.


� [See memo interface status table for a description. 


� [See memo interface status table for a description. 


� Criticality, used to determine if a threshold or objective requirement.


� Enter the list of KIP reference numbers that apply to the interface.  If only one or two, the actual KIP names could be used.


� Interface status may be:  Certified, Not Certified, or Not Tested.  In rare cases, an N/A may be appropriate if the current increment does not have a current requirement but is being listed merely to show future increments.  If an interface is required, but is not implemented (by either the SUT or interfacing systems), it does not meet requirements and is Not Certified.  If required information exchanges across an interface do not work for any reason (SUT, interfacing systems, communications infrastructure), then the status is Not Certified -- where the fault lies does not affect the status from a joint perspective.


�� �This documents the degree of compliance with requirements and the expected operational impact of discrepancies.


� Information exchange requirements/status.  Should identify the info exchanges over the interfaces at the level of an OV-3.  (At some levels of decomposition, an SV-6 may identify tens of thousands of data exchanges -- such detail is more appropriate in a detailed test report.)  The information exchanges must include non-automated exchanges, such as voice (strictly speaking, an SV-6 does not include non-automated exchanges) as they would be documented in an OV-3.  The format includes the minimum essential information and may be supplemented with the type of exchange, format, etc.


(Title of tables should reflect contents, e.g., use of the terms "requirements" and "status.")


� Enter a short identifying name of the interface.


� Sending and receiving nodes.  These must track with the information identifying needlines/interfaces/physical links, including "net-centric" nodes, depending on how the "interfaces" have been defined.


� Criticality, used to determine if a threshold or objective requirement.


� � HYPERLINK  \l "memo_interface_table_interface_reference" ���PAGE \# "'Page: '#'�'"  �Page: 3����Interface cross-reference.  This is a reference that identifies the interface(s) over which the exchange occurs - either number or name.


� �Status must be one of:  Met, Not Met, Not Tested.  N/A would only be appropriate if the list of exchanges included requirements from a future increment (as defined in the certified requirements).


� � HYPERLINK  \l "memo_interface_table_remarks" ���PAGE \# "'Page: '#'�'"  �Page: 3����This is the degree of compliance with requirements and the expected operational impact of discrepancies


� KIPs compliance table should conform to the KIP declaration table in the NR-KPP, assuming that it was created correctly.


� KIP family ID.  KIPs appear as appendices in the KIP Family documents.


� �KIP name.  KIPs appear as appendices in the KIP Family documents.  Formal name, etc. is on DISROnline.


� Note that there is a separate date/version for the KIP family document, and the DISR KIP standards profile.


� � HYPERLINK  \l "net_ready_status_table_KIP_status" ���PAGE \# "'Page: '#'�'"  �Page: 4����This is used to identify the threshold/objective values in the NR-KPP status table.  The requirements document should specify which KIPs are threshold/objective requirements (implementation phase) in the KIP declaration table.


� �Reference to interface(s) that KIP applies to – either number or name.


� Status must be one of:  N/A, Met, Not Met, Not Tested.  This is the status of standards conformance and information exchanges over the interface(s).


� �This is the degree of compliance with requirements and the expected operational impact of discrepancies.


� This entry merely identifies the version of the KIP family documentation, so criticality and status are not required.  Status does not need to be rolled up to the family level.


� Conformancy to TV-1 standards.  This status is rolled-up to report on the DISR compliance portion of the NR-KPP statement.  Net-centric and KIP standards conformance may be reported under other NR-KPP elements.  If the TV-1 and testing included standards reported in other elements, this fact should be noted.  It is not particularly helpful to fail a system under multiple NR-KPP elements for the same issue without also noting what the status would have been without the common issue.  I.e., if there are instances of non-conformance that are reported under other elements, the overall standards conformance status should include the status/remarks associated with the subset of standards not reported separately, or treated in a similar fashion.  (E.g., All standards conformant, except those associated with GPS KIP, as reported in the KIPs compliance table.)  See the memo NR-KPP status table for additional notes.


� DISROnline “service” areas.


� Standard ID.  Example:  MIL-STD-188-181A


� Formal name of the standard.  If the short name/nomenclature does not identify version ID, then it should be included in the name or a separate version ID column.


� �PAGE \# "'Page: '#'�'"  �Page: 5���Interface cross-reference.


� �PAGE \# "'Page: '#'�'"  �Page: 5����PAGE \# "'Page: '#'�'"  �Page: 5���Status must be one of:  Met, Not Met, Not Tested.  This is the status of conformance to the standard/standards profile.


� Degree of conformance and expected operational impact.


Remarks should also indicate if a waiver applies and the method used for determining status, such as vendor letter of compliance, certification by testing organization associated with a standards body, etc.  General remarks about methods should be made in the document text associated with the table, rather than repeating the same information hundreds of times.


� In general, this will be the system POC info, as documented in the STP for system entries representing a single system.
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