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CHAPTER 1

INTRODUCTION
1-1 JOINT INTEROPERABILITY CERTIFICATION REQUIREMENT.  Joint interoperability certification is required by Chairman, Joint Chief of Staff Instruction (CJCSI) 6212.01A and Department of Defense Instruction (DoDI) 4630.8 (References A and B of Appendix D) if a system does all of the following:

· Produces, uses or exchanges information in any form electronically,

· Passes information to or from other Commanders-In-Chief (CINCS), Services and Agencies (C/S/As).

· Is intended for operational use.

The Joint Interoperability Test Command (JITC) is the sole DoD certifier for Joint and Combined interoperability.  To accomplish this mission for Tactical Digital Information Link (TADIL), United States Message Text Formatting (USMTF) and associated data links, JITC efforts include:

· Review of Mission Need Statements (MNSs), Operational Requirements Documents (ORDs) and System Interface Design Handbooks (IDHs).

· Review of program managers’ test plans,

· Review of C/S/As test results,

· Conduct of joint interoperability certification tests in coordination with the C/S/As Primary Test Unit Coordinator (PTUC),

· Life cycle support for C/S/As systems.

1-2 PURPOSE.  In accordance with (IAW) references A and B of Appendix E, this Joint Interoperability Test Plan (JITP):

· Establishes the concept and methodology for Joint Interoperability Testing (JIT) of the implementation of TADIL in participating Non-Command and Control (Non-C2) or Command, Control, Communications, Computers, and Intelligence (C4I) systems, to include the translations of data made available to the system by the various feeds found in the operational environment, 

· Establishes the concept and methodology for JIT of the implementation of USMTF in participating systems,

· Defines the basis for detailed test scheduling, design, conduct, analysis and the reporting of test results.

1-3  SCOPE.  This JITP describes joint interoperability testing of the TADIL and USMTF standards, as described in the Military Standards (MIL-STDs) and system IDHs, and certification testing of C4I systems and equipment that implement these standards.  Appendices A and B provide detailed test concepts for TADIL and USMTF, respectively.

1-4  APPLICABILITY.  This JITP applies to the following:

· Army, Navy, Marine Corps and Air Force,

· CINCs,

· National Security Agency (NSA),

· Defense Information Systems Agency (DISA),

· Joint Interoperability and Engineering Organization (JIEO),

· Joint Interoperability Test Command (JITC),

· Other DoD components as designated

1-5  WEB SITE INFORMATION.   Further information regarding TADIL and USMTF POCs, schedules, test summaries and testing data can be found at the following web sites:


TADIL





JITC web site:  http://jitc.fhu.disa.mil/tadil


USMTF



JITC web site: http://jitc.fhu.disa.mil/usmtf


CHAPTER 2


TESTING TYPES

2-1  GENERAL.  JIT consists of two types of testing:  MIL-STD Maintenance Testing (MMT),  and JIT of C4I Systems/Software Certification/Recertification Testing.

2-2  MILITARY STANDARD MAINTENANCE TESTING (MMT).  MMT evaluates the impact of Interface Change Proposals (ICPs) which have been developed to enhance the MIL-STD, correct known deficiencies, or change design philosophy.  Throughout the operational life of the standard, it is necessary to incorporate changes to satisfy operational requirements.  These changes are submitted into the configuration management process via ICPs IAW JIEO/JITC Plan 3200 "DoD Information Technology (IT) Standards Management Plan" (Reference H of Appendix E).  The appropriate Configuration Control Board (CCB) determines the requirement for the ICPs to be tested and recommends to what extent they should be tested.  The CCB can direct that an ICP be evaluated in a dedicated MMT or can approve an ICP for implementation without testing.  Upon CCB notification that an MMT is required, the JITC drafts and jointly coordinates test and analysis procedures with the C/S/As that satisfy stated test objectives.  Based on the results of this testing, the participating C/S/As, via the Joint Analysis Review Panel (JARP), recommend to the Commander, JITC, whether the ICP should be approved for incorporation into the MIL-STD.  The Commander, JITC, forwards the test report based on Joint Analysis Review Panel (JARP) results with his recommendation on the ICP to the Chairman of the CCB for final ICP action.

2-3 JOINT INTEROPERABILITY TESTING (JIT) OF C4I SYSTEMS
A.  IAW references A and B of Appendix E, JIT provides the basis for the certification of C4I systems for use in specified TADIL and USMTF networks.  Based on the results of this testing, the participating C/S/As, via the JARP, recommend to the Commander, JITC, whether or not the software of the system under test (SUT) should be certified. The Commander, JITC, makes the final determination.  


B.  It is the responsibility of each C/S/A to conduct a full functional and service level test to verify the system conforms to the appropriate MIL-STD and system IDH prior to scheduling a JIT. The JIT should not be used as a developmental testbed.
C.  Because it is neither feasible nor cost effective to test all conceivable C4I system configurations, interoperability testing provides a reasonable and affordable confidence vice an absolute guarantee of interoperability.  Systems will be tested in a configuration which represents the typical operational environment.

1.  During initial certification testing all of the SUT implemented functional areas, modes of operation, messages, and message fields are tested.  




a.  When the testing of all data elements and ranges of values is not possible, a random sampling of values and data elements will be tested. 




b.  When a system has gone through service level testing by a C/S/A, the JITC may review the test results and determine if a reduced amount of message field value testing can be accomplished during the JIT. 



2.  During recertification testing of modified software, 100% of the messages, fields and data items that have been changed or added since the last test plus a sampling of the unchanged functions to account for approximately 60% of the SUTs total implementation is tested.  All JITC Trouble Reports (TRs) that have been corrected by the C/S/A for the SUT will be tested.



3.  Testing is also conducted on the translation from any feed, i.e., Intelligence or USMTF that result in the automatic generation of TADIL message data. TADIL messages output from a system to a directly linked unit, other than a TADIL system, will also be tested, e.g., a TADIL system linked to a Global Command and Control System (GCCS).

D.  Protective coding (negative) testing may be included in TADIL and USMTF testing. This confirms that the system software is designed to protect itself from transmitting and processing invalid or erroneous data.  Test procedures may introduce a random sampling of erroneous messages or data sequences from specific functional areas previously known to cause problems in the network.  Responses of all participating systems are monitored to verify that required protective coding is in place and that no adverse situations occur as a result.


E.  Quick Reaction testing will occasionally be done when systems need to be tested prior to deployment.  When this occurs, JITC will attempt to gather participants from each C/S/A, however, if they are not available, testing will be done with the systems that are available or may be conducted with simulators because of scheduling or timing constraints.  Analysis will consist mainly of on-line analysis with some off-line analysis.  PTRs will be written and distributed for comment.  A mini-JARP will be held if necessary and JITC will produce a quick look message and Test Report.  This type of testing would normally apply to program updates that need to be deployed immediately and can’t wait to be included in the normal testing schedule.  Systems will be scheduled for normal testing for a more in-depth look at a later date.

CHAPTER 3

TEST ACTIVITIES

3-1  TEST SCHEDULES.   To allow the C/S/As to identify and commit resources required for JITs, the Commander, JITC, in coordination with the C/S/As, establishes and publishes a TADIL test schedule semi-annually.  This schedule is coordinated with the JITC System Tracking Program (STP) and the requirements of the appropriate CCB. 

3-2  JOINT TACTICAL DATA LINK LABORATORY (JTDL)  The JITC's Joint Tactical Data Link Laboratory (JTDL) employs the Joint Interoperability Evaluation System (JIES) to conduct TADIL JITs.  The JIES connects with C/S/A Tactical Data Systems (TDSs) located at Operational Facilities (OPFACs) throughout the Continental United States (CONUS) through a leased line network.  Systems not located at one of the OPFACs may be connected through a dial-up phone line.  This enables the JITC to connect and test anywhere in the world.  The JIES contains the hardware and software necessary to conduct and evaluate test operations. Sensor stimulators are used to generate sensor inputs to S/A TDSs.


A.  The distributed sites involved in testing are linked together by secure voice and digital data links.  Before and after tests, these links may be used for other test-related communications.


B.  The JITC is responsible for technical management of all test systems involved in the test, including communication links connecting distributed sites.  The JITC is responsible for maintaining JIES equipment at remote sites with C/S/A support IAW Memorandums of Understanding (MOUs).  IAW approved MOUs, C/S/As are responsible for operating and maintaining their own TDS equipment used during tests. 

3-3  USMTF JOINT MESSAGE ANALYSIS LABORATORY (JMAL)  The JMAL employs a Message Analysis System (MAS) (IRIS Message Format System (MFS), etc.), a personal computer (PC) based system used to validate and verify USMTF message types and detect the errors therein.  Through coordination with the respective C/S/A PTUCs, messages are input into the system via an off-line modem, Automatic Digital Network (AUTODIN), direct computer-to-computer connections, or direct magnetic media exchange. Messages input via AUTODIN include the JITC as an information addressee on all messages.  The messages are recorded on magnetic media at the Fort Huachuca communications center, and then transferred to the JITC for analysis.  Direct magnetic media transfer allows the SUT to input messages via the MAS when AUTODIN and modem access are not available.


A.  Testing may be conducted onsite at the SUT or via distributed testing using a modem or AUTODIN.  During distributed testing, non-secure/secure voice communications and USMTF communications are coordinated by the JITC.


B.  The JITC is responsible for maintaining the MAS. 

3-4  CONTINUOUS COMPREHENSIVE EVALUATION (CCE):  CCE is a testing concept that involves evaluation of systems throughout the program life cycle.  The basic concept includes:


A.  Identifying new systems that require joint interoperability  testing and certification,


B.  Working with each C/S/A early in the life cycle to identify  potential problems and pitfalls during service level testing,


C.  Reviewing C/S/A service level test procedures, TRs, and test  reports, 


D.  Using C/S/A test results as input to the certification decision in order to minimize the time and cost of JIT,


E.   Participating in service level testing and other available testing opportunities, when resources are available, in an attempt to minimize the time and cost of JIT.

CCE is differentiated from traditional testing methods only in that testing is not left as the last action accomplished before a system is fielded.  CCE is intended to lessen the time and cost of JIT by shortening the detail of testing needed.  This allows the JITC to concentrate on areas known to cause interoperability problems in an operational environment. 

When feasible, the JITC will make use of CCE procedures.  CCE may not be applicable in all joint interoperability testing situations, however, sharing information and testing results prior to JIT can alleviate duplication of effort.  The feasibility of applying CCE to joint TADIL or USMTF testing will be determined on a case-by-case basis.  

3-5  TEST CYCLES.  Test cycles allow for coordinating the preparation, execution, evaluation, and reporting of testing.  Each period within the cycle consists of one or more of the activities outlined below depending upon the procedural interface being tested (TADIL or USMTF), and is addressed in appendices A or B.

A.  Test Planning/Preparation

1.  Scheduling of tests is coordinated between the JITC and participating C/S/As.  PTUCs are responsible for maintaining schedules for their respective C4I systems.  The JITC conducts detailed test scheduling conferences for TADIL testing on a semi-annual basis and for USMTF on a quarterly basis. These scheduling conferences are conducted in conjunction with a scheduled JARP.   The JITC, in coordination with the C/S/As, shall determine the number of SUTs scheduled for a test to be consistent with the time period allowed for the JIT.  The detailed test schedule specifies the SUTs, type of test, test dates, JARP dates, JITC Test Director and supporting analyst, PTR transmission dates, and test participants.  Changes to this schedule can be requested at any time by the C/S/A PTUC by contacting the TADIL Branch of the JITC to coordinate the change.  The TADIL test schedule is available on the JITC TADIL Internet Web Site at http://jitc.fhu.disa.mil/tadil. 

2.  Each C/S/A will provide at least one participant for each joint test.

3.  Other than the SUT, only joint certified systems are allowed to participate in the USMTF or TADIL testing network in support of joint certification tests, except in rare instances and with the approval of all C/S/As.

4.  During TADIL tests, simulation test tools may be used to create required test events that cannot be accomplished by participating Tactical Data Systems (TDSs).

5.  Each test is planned IAW this JITP.  The JITC establishes test objectives and works with the C/S/A SUTs to develop test procedures that meet specific test requirements.  The test procedures are distributed to all C/S/A participants for review and approval.

6.  C/S/A Test Directors (TDs) conduct pretest reviews of the JITC test procedures, provide comments, and ensure their systems are ready for testing. 

7.  Developmental testing can be accommodated by the JITC to assist the C/S/As in preparing for their system's certification test.  Developmental testing is done on a reimbursable basis if testing exceeds 4 hours or one thousand dollars ($1,000).

B.  Test Execution

1.  The JITC TD controls test conduct in coordination with the C/S/A TDs. The SUT is exercised by exchanging messages based on test events and stimulated sensors to test conformance and confirming interoperability IAW applicable MIL-STDs, system IDHs, and approved ICPs.

2.  The JITC establishes and maintains the communications with the C/S/A laboratories, test participants, and the distributed participating test units (PTUs).

3.  During TADIL test execution, the C/S/As and the JITC monitor, record, and extract test data IAW the "Multi-TADIL Data Extraction & Reduction Guide" (DERG) (Reference J of Appendix E) to support post-test analysis.  This Data Extraction (DX) is reduced and uploaded on a daily basis during testing to the JITC TADIL web page on the Secret Internet Protocol Router Network (SIPRNET).  Information on how to access the JITC TADIL web page, a password-protected web site controlled by the JIEO Center for Standards, is available at http:/jitc.fhu.disa.mil/tadil. 

4.  The test participants also perform on-line analysis, enabling a TD to determine if test events that produced questionable results should be repeated. 

5.  Participating systems shall not be altered during a test without concurrence of the JITC and C/S/A TDs.

6.  If a SUT is capable of operating simultaneously on multiple data links (e.g., perform concurrent operations), providing data translations from one message standard to another (e.g., TADIL-A/J forwarders), or parsing or relaying messages to/from USMTF systems, these capabilities will be tested during joint certification testing.  The appropriate TADIL or USMTF personnel will validate their respective areas. 

C.  Test Analysis and Evaluation

1.  Definitive analysis addresses all issues for which the testing was conducted.  This includes identification of all conflicting implementations or violations of the standards and approved ICPs by the SUT or any other participating system.

2.  C/S/As and the JITC will write Preliminary Trouble Reports (PTRs) in the format described in Appendix A for TADIL and Appendix B for USMTF.  PTRs are consolidated by the JITC and published as an agenda for review by the JARP.

3.  The JITC convenes the JARP to review and finalize the disposition of the PTRs and determine actions to resolve those problems identified as a result of testing and to recommend certification or noncertification for each SUT.  The JARP may also recommend decertification of any other participating system.

D.  Test Reporting.  The JITC documents test results and conclusions in a test report following completion of the JARP.  The test report summarizes JARP actions and any outstanding actions or substantive issues.  It also contains the determination of the Commander, JITC, whether the SUT is certified or noncertified or whether a proposed ICP is recommended for incorporation into the MIL-STD.   It may also contain a determination of decertification of any participating system.

3-6  OTHER TEST METHODS.  The JITC JTDL provides the most effective method of conducting interoperability certification testing but other methods may be used when necessary or appropriate.  Any method used for joint interoperability certification testing must meet testing requirements specified in references A and B of Appendix E and this JITP.  During the test planning cycle, any participating C/S/A may recommend an alternate method of testing.  Joint coordination is conducted by the JITC to validate any alternate method and to document joint agreement on its use.  The following contains examples of alternate methods of testing currently defined but other methods may also supplement distributed testbed testing.

A.  Testing during exercises or during operational tests may allow the JITC to observe areas not seen in a laboratory environment.  The JITC may accomplish this using the deployable Joint Operational C4I Analysis Team  (JOCAT) and record DX, analyze and provide results to the JARP in conjunction with a normal JIT.  Software versions must be the same.  If requested, DX will be made available for S/A analysis.

B.  Results from C/S/A service level testing may be used to reduce the cost of JIT as discussed in paragraph 3-4, CCE.  If testing uncovers problems related to conformance, rather than interoperability, these items will be investigated and detailed in the test report.

CHAPTER 4

TEST PROCEDURES

4-1  GENERAL.  Test procedures detail the information and provide guidance required for the conduct of a test from initiation to completion.  They are in sufficient detail to provide each test participant with a clear understanding of the planned test activities.  Test procedures are prepared by the JITC in coordination with the C/S/As and distributed to all test participants.  The test procedure specifies test objectives and performance criteria and contains the individual test events that must be executed to ensure test objectives are met.  Special instructions are included for clarification when necessary.  At a minimum, test procedures will include:

A.  Identification of required resources and participants.

B.  Test configuration.

C.  Test objectives.

D.  Performance criteria.

E.  Test events - detailed procedures for test conduct.

F.  Analysis procedures.

G.  Special instructions (as required).

H.  Data collection, recording and reduction requirements.

I.   Network designs, as required.

J.  TRs declared ready for test.

K.  Approved ICPs.

4-2  TADIL SYSTEM IMPLEMENTATION REQUIREMENTS.  The JITC produces test procedures based on a system's implementation.  When a system’s implementation changes, or a new system requires certification, the implementation must be provided in the form of an ICP to the JIEO for CCB staffing and approval IAW JIEO Plan 3200, "DoD Information Technology (IT) Standards Management Plan" (Reference H of Appendix E). The implementation ICP is posted on either the unclassified or classified JIEO web sites, as appropriate, to make it available for all the C/S/As to review.  (System implementation ICPs will normally be automatically approved by the CCB.)   System implementation and description, preferably in the form of an ICP, must be provided to the JITC five months prior to the test date to allow JITC sufficient time to produce the test procedure.  If the system implementation and description are not available at that time, JITC may reschedule the test to another test window.

4-3 TROUBLE REPORTS (TRs).  It is the responsibility of each C/S/A PTUC to advise the JITC when TRs are ready for test, preferably when the system’s IDH is provided.  These TRs will be noted in the Test Procedure at the appropriate event to be validated during testing.  If analysis finds that the problem no longer exists, the responsible C/S/A should submit a PTR to JITC recommending closure of the TR.  The TR will then be closed with concurrence of the JARP. 

4-4 APPROVED INTERFACE CHANGE PROPOSALS (ICPs).   


A.  It is the responsibility of each C/S/A PTUC to advise the JITC when an ICP has been implemented by a system so it can be incorporated into the test procedure.  ICP implementation should be provided to JITC five months prior to the test.


B.  As ICPs are approved and incorporated into the MIL-STD, JITC will update the Master Test Procedure (MTP) accordingly.

4-5  MASTER TEST PROCEDURE (MTP).  An MTP is designed to test every message and protocol within a given MIL-STD.  Sections within each MTP are developed for all functional areas, such as Air Surveillance, Surface Surveillance, Air Control, etc., and are appendices to this JITP.  As ICPs are approved by the CCB, test events are incorporated into the appropriate MTP.  Due to the size of the MTPs, they are maintained separately.

4-6  INDIVIDUAL TEST PROCEDURES (ITP).  An ITP is a subset of the MTP and is developed specifically for the SUT and includes all elements of information necessary to meet stated test objectives.  Events within the test procedure are defined in such a manner that the retesting of a particular event does not require a retest of all events.  
CHAPTER 5

ANALYSIS PROCEDURES

5-1  GENERAL.  For both TADIL and USMTF, analysis is used to evaluate the degree of interoperability achieved on the specified joint interface.  Problems and discrepancies identified during analysis are documented in PTRs and are transferred to the JITC and to all other test participants IAW a predetermined schedule for processing.

5-2  DATA EXTRACTION (DX).   DX is the process of collecting raw test data from specific extraction points and saving it for later processing and analysis.  During TADIL testing, the time of extraction, time tags, origin of data extraction and identification of data link or medium over which the message was exchanged are added in order to provide complete traceability and chronology at the time of data conversion and reduction.  The common formats necessary to meet analysis requirements for TADIL testing are detailed in the DERG (Reference J of Appendix E).  All TADIL systems will reduce their data IAW the DERG.   DX PTRs are written against systems which do not comply with the current DERG.  Data reduction for USMTF testing is performed as detailed in the test procedure.

5-3  TEST ANALYSIS.  Test analysis consists of on-line analysis performed during the test, and post-test analysis performed at the individual test sites.

A.  On-line Analysis.  During the test, JITC and C/S/A analysts perform on-line analysis.  This includes a check of message protocols, origin of messages, message sequences, positional displays of tracks, and reply and receipt compliance.

B.  TADIL Post-test Analysis.  Following the test, JITC and C/S/A analysts review data recorded during the test as a means of determining whether the stated objectives were met.  For this to happen, the raw recorded data is reduced into the man-readable format specified by the DERG and shared among all test participants.

C.  USMTF Post-test Analysis.  USMTF post-test analysis includes the validation and verification of message types exchanged and archived during the test.  MAS reports and message printouts with error notations are manually confirmed.  Supporting documentation from MIL-STD-6040, system implementation documents, screen printouts and other amplifying data, e.g., test log entries, are consolidated.  All test participants share this data, allowing analysts to determine whether the stated test objectives were met.
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CHAPTER 6

PRELIMINARY TROUBLE REPORT PROCEDURES

6-1  GENERAL.  Preliminary Trouble Reports (PTRs) document problems pertaining to the MIL-STD, system implementation, system hardware or software, test design, doctrine, etc. They are also used to document reference publication errors, test inconsistencies and unexecuted or improperly executed test events.  All problems discovered during and after testing are reported to the JITC in the form of PTRs (Appendix A for TADIL and Appendix B for USMTF).  PTRs are also used to recommend modification or closure of open TRs.

6-2  PTR SUBMISSION
A.  Any C/S/A and the JITC may submit PTRs.  Problems should be stated as clearly and as fully as possible, supported by applicable DX and MIL-STD references.  The originator assigns a security classification, based on content, IAW JIEO Circular 3010, "Procedural Interface Standards Security Classification Guide" (Reference K of Appendix E).  Each originator also assigns their own unique four-character originator number to each submitted PTR according to the number assignments specified in Appendix A (TADIL) and Appendix B (USMTF). 

B.  C/S/A-generated PTRs must be submitted to the JITC.  TADIL PTRs must be uploaded to the JITC TADIL web site on the SIPRNET. USMTF PTRs may be sent via Internet e‑mail to the address designated in the test procedure or via SIPRNET e-mail to usmtf@honor.jitc.disa.smil.mil, as appropriate.  Submission of PTRs by any other means may only be used with prior coordination at the pretest brief.

C.  Test analysts have approximately fifteen working days after test completion to complete their analysis and generate PTRs.  However, if tests are scheduled back-to-back, test analysts have fourteen days after completion of the last test to complete their analysis and generate PTRs.  Test analysts then have five working days to complete analysis of all C/S/A PTRs prior to the JARP.

D. PTRs are prepared using the current Joint Preliminary Trouble Report Processing System (JPTR) for TADIL, the Joint MTF Preliminary Trouble Report Processing System (JMPTR), and the JPTR/JMPTR Users Guide (Reference L of Appendix E). PTR formats are provided in Appendix A (TADIL) and Appendix B (USMTF).  Current JPTR software is maintained on the JITC TADI web site.

6-3  PTR PROCESSING.  Upon receipt, JITC control numbers are assigned to all PTRs.  Numbering begins at 001 for each test and continues sequentially.  Multiple PTRs documenting the same problem are consolidated by the JITC during preparation of the JARP agenda.  All PTRs are then evaluated at the next scheduled JARP.  During the JARP, PTRs can be validated, withdrawn by the originator, deferred to the next JARP, or voted invalid.  If the problem is valid, an Office of Primary Responsibility (OPR) is assigned and the PTR is given a seven-character TR number (refer to paragraph 7-3).

6-4  NETWORK/OPERATIONAL IMPACT STATEMENT.  The C/S/As and the JITC determine whether a PTR has documented a system anomaly that exhibits, or has the potential for significant adverse impact to the joint network.  This can be identified during PTR generation or during PTR discussion at a JARP.  An impact statement is written to document the specific consequences and is added to the assigned TR by the JARP prior to validation.   Any one or a combination of C/S/As or the JITC subject matter experts may provide the impact statement.  If the JARP participants cannot agree on the specific wording for a single impact statement, multiple impact statements may be written for the same TR.   If the JITC finds a TR that needs an impact statement added after the JARP has concluded, it will be referred back to the C/S/A for coordination, review and comment.

6-5   NETWORK INTEROPERABILITY IMPACT CATEGORY
The JARP will assign a Network Interoperability Impact Category  (Critical, Moderate, or Minor) to each TR as a number is assigned.  The purpose of assigning categories is to assist decision-makers in gauging the seriousness of the network interoperability impact that results from the discrepancy documented in the TR.  Definitions of each category, along with specific examples, are provided below.  As these categories are considered guidelines, mitigating circumstances may cause a slightly different category to be assigned to any particular TR.

Category 1 – Critical

An error which prevents accomplishment of an essential function, for which no alternative work-around solution exists.  Reloading or restarting the software is not an acceptable workaround solution.  Overly complex actions that place an unacceptable burden on the system operator are also not acceptable workaround solutions.  Additionally, an error which prevents accomplishment of an essential function, jeopardizing personnel safety, or causing an unrecoverable data loss is considered to be Critical.

Examples

· System incorrectly reports critical data upon assuming Reporting Responsibility (R2).
· System fails to forward critical data as received, or does not forward all data to all links. 

· System crashes for any reason, e.g., on receipt of erroneous messages. 

· System causes a track to go unreported, e.g., fails to assume R2 after receipt of a drop track. 

· System incorrectly resolves R2 identity conflicts. 

· System does not display a critical identity conflict, e.g., HOSTILE to FRIEND. 

· System does not display critical data or incorrectly displays critical data. 

Category 2 - Moderate
An error that degrades performance of an essential function, for which there is a reasonable alternative work-around solution.

Examples

· System incorrectly reports or fails to forward non-critical data. 

· System transmits less than the required number of messages for critical data, e.g., commands. 

· System does not display non-critical data or incorrectly displays non-critical data. 

· System transmits extraneous messages that significantly contribute to network loading. 

Category 3 - Minor
An error which is an operator inconvenience or annoyance and does not affect a required function.  System documentation errors are considered to be minor.

Examples

· System fails to display/report non-mission essential data, e.g. Altitude Source, fails to terminate control prior to dropping track. 

· System transmits extraneous messages that contribute slightly to network loading or transmits fewer than the required messages for non-critical data. 

· Implementation Specification discrepancies, e.g., system receives Height Source of Aircraft report, but Implementation Specification shows "Does Not Process" or vice versa. 

CHAPTER 7


JARP PROCEDURES

7-1  GENERAL.  JARPs are generally convened approximately four to six weeks after each JIT. JARPs accomplish various tasks associated with identifying and resolving problems noted during testing.  


A.  A MMT JARP analyzes the results of an ICP test and makes a recommendation for or against incorporating the ICP into the appropriate MIL-STD. This process is accomplished by analyzing test results and reviewing all PTRs. 


B.  A JIT JARP analyzes test results in order to make a recommendation for or against certification of the SUT(s) for use with systems of other C/S/As in a joint network. The JARP may also recommend decertification of any system participating in a test.

7-2  JARP ORGANIZATION.  The JARP consists of a JITC chairman, one voting member from each C/S/A, and additional supporting C/S/A representatives as necessary.  All members attending the JARP should have sufficient expertise to adequately address technical evaluations and network/operational impact statements.  In addition, personnel from the JITC attend to provide technical and administrative support.

A.  TADIL JARP Membership.  Each S/A (Army, Navy, Marine Corps, Air Force and NSA) will appoint one voting member (the CINCs are not permanent voting members of the TADIL JARP).  The JARP chairman does not vote in TADIL JARPs.

B.  USMTF JARP Membership.  The C/S/As will appoint voting members as follows: Each S/A (Army, Navy, Marine Corps, Air Force, DIA and NSA) will appoint one voting member.  The CINCs combine their position through one voting member IAW current Joint Staff procedures and directives.  The USMTF JARP chairman may vote to break a tie.

7-3  JARP ACTIVITIES
A.  The JARP reviews and evaluates the analysis of test results as documented in PTRs.  Each PTR on the agenda, including PTRs deferred from previous JARPs, is discussed in order, and its status determined.  PTRs may be withdrawn by the originator, deferred to another JARP, determined to be invalid, or validated and assigned a TR number and an action Office of Primary Responsibility (OPR).  The JITC can be assigned as the OPR for a TR for items such as uncompleted events, for JIES and MAS problems, or for network problems.  All PTRs on the agenda must be addressed and given a status by the end of the JARP.  If an impasse occurs, the JARP is polled and the majority opinion determines the status for the PTR in question.  

B.  TRs Under Test:  TRs can be closed or modified at each JARP.  TRs against the SUTs can only be closed by the JARP, unless test circumstances warrant administrative closure.  USMTF TRs against a SUT for no longer existing data codes, fields, sets, segments, and message types  (and which are not found in other message types) may be administratively closed.  The OPR of a Class A TR must evaluate the final ICP to determine if the CCB addressed the original problem and provided sufficient clarification.  If the problem has been resolved through ICP action or CCB guidance, and a Configuration Control Board Directive (CCBD) is issued, the Class A TR will be closed.

C.  Each C/S/A has one vote, with a simple majority of the votes carrying each issue. In the event of a tie, the USMTF JARP chairman can cast a tie-breaking vote.  All C/S/As must be ready to vote when positions are taken.  Additional time for C/S/As to consider their positions will be made available as necessary.  Deferred votes or abstentions are not allowed.  This requirement applies to all issues voted including JARP recommendations for or against incorporating an ICP into the MIL-STD or certification, noncertification of a SUT or decertification of any other participating system.

D.  If the JARP determines that the PTR requires action, a TR number is assigned. The TR number is composed of two letters (JM for USMTF, JT for TADIL A/B, or JJ for TADIL J) and the next available number plus a suffix to indicate the TR class (e.g., JT0001A, JM0002A, etc.) as follows (appropriate letters will be added as necessary):

1.  Class A (Interface Problems).  This class identifies problems with the MIL-STD.  An example of this class of problem would be an ambiguity in the MIL-STD or the failure of a message format to meet operational requirements.  This class of TR requires that the OPR generate an ICP that is forwarded to the appropriate CCB for action.  The CCB is considered to be the final authority on standards issues.

2.  Class B (Systems and/or Software Problems).  This class identifies program coding errors or system design problems which require corrections in a C/S/A system to effect compliance with the MIL-STD or to meet interoperability requirements.  Also included are software errors that impact on the interface, failure of an automated system to interface as specified or Data Extraction errors.

3.  Class C (Test Problems).  This class identifies any errors associated with test procedures, interpretation of test procedures, or operator errors that result in incomplete or improperly executed events.  

4.  Class D (Simulator, Data Extraction, Gateway, and/or other Laboratory Software and Hardware Problems).  This class identifies problems or limitations with the laboratory hardware and/or software used during testing. 

5.  Class H (Hardware Problems).  This class identifies problems or limitations with a C4I system's hardware, which impact joint interoperability.

6.  Class I (Interface Design Handbook Problems).  This class identifies problems with a system's Interface Design Handbook or System Description.

7.  Class J (Joint Doctrine/Procedures).  This class identifies deficiencies in joint doctrine or procedures that were identified during testing.  A letter signed by the Commander, JITC, is forwarded to the Interoperability Test Panel (ITP) of the Military Communications-Electronics Board (MCEB) identifying a problem that is beyond the scope of the JARP to resolve.  The JARP chairman reports the ITP decision to the JARP when available.


E.   A Network Interoperability Impact Category will be assigned to all TRs IAW paragraph 6-5.


F.  Decertification Process: Occasionally, testing may reveal critical C4I system problems that warrant the decertification of a previously certified system.  During a JARP, the C/S/As and the JITC will review decertification of a system.  When a C/S/A or the JITC believes a system should be considered for decertification, a PTR will be written stating the rationale for decertification, e.g., number of significant TRs, etc.  The JARP will discuss the rationale and make a recommendation to the Commander, JITC. Examples are as follows:

1.  Due to limited resources, a test did not include participants from all C/S/As but it still resulted in the certification of a SUT.  During subsequent testing with participation from all C/S/As, significant interoperability and compatibility problems were found.  The JARP and the JITC may determine these problems warrant decertification of the system.  Under these circumstances, the JARP assigns TRs documenting the new problems and JITC issues a decertification letter.

2.  Systems may also become decertified when uncorrected TRs cause it to no longer remain interoperable.  For example, a system becomes certified and continues to participate in testing, however, it does not come back in for a certification because the software has not been updated.  As testing progresses, TRs continue to be assigned to the system while it is a test participant.  When the TRs assigned have impact on the network, the system must be examined and it may be recommended for decertification.  

G.  Prior to the conclusion of the JARP, a vote of each C/S/A is taken concerning the recommendations to be made to the Commander, JITC.  In the case of MMT testing, the JARP recommends for or against incorporation of the ICP(s)into the appropriate MIL-STD. For JIT testing, the JARP recommends certification or noncertification of the version of system software to operate in the joint network, based on technical and operational evaluation.  The JARP may also recommend decertification of any other participating unit. The JARP can recommend a retest of the areas that were not adequately evaluated during a test.  (NOTE:  JITs often include Combined Interoperability Testing of foreign nations. This testing is covered under the JIEO/JITC Plan 3014(X), "Operational Maintenance Test Plan" for each nation and not addressed in this document.  C/S/As do not vote for certification or noncertification of foreign nations. )

H.  Each C/S/A provides a signed position paper with amplifying statements with their vote that is included in the test report.  These written statements must be provided to the JARP chairman prior to adjournment.  The JARP chairman reads all comments submitted to allow for a reply, if desired.  Statements should contain, as a minimum:

1.  Overall impression, including a certification, noncertification or decertification recommendation.  


a.  Recommendations for noncertification should be considered when the deficiencies identified by the open TRs assigned to the SUT indicate that the system cannot perform its operational mission (as identified in its system description) in the joint network and/or degrades the operations of another system. TRs that remain open against the SUT, which were not ready for test, will also be reviewed by the JARP prior to voting to determine overall impact on the network.


b.  Recommendations to decertify participating systems will also identify the deficiencies identified by open TRs that indicate the system cannot perform its operational mission (as identified in its system description) in the joint network and/or it degrades the operations of another system. 

2.  Functional areas impacted, including a technical and operational evaluation of the TRs effect on the tested system's mandatory operational implementation.

3.  C/S/A assessment of impact on the joint network or the SUT.


I.  In the event a C4I system/software version is not certified, all TRs that were tested shall remain open.  In addition, the TRs written against the version that failed certification will remain in effect until future versions demonstrate that these problems no longer exist, or they are administratively closed.


J.  If the JITC believes a SUT certification or noncertification recommendation by the JARP should be reversed, the issue will be brought back to the C/S/As, usually via email.  C/S/As have the opportunity to review and provide input.  If there is still disagreement, a meeting will be held (via secure voice, or Video Teleconference (VTC) if possible) to discuss the issue.  If no agreement can be reached, the issue will be documented by JITC with C/S/A input to be forwarded to the IPT of the MCEB for resolution.  The ITP will report back to the JARP chairman, who will report ITP action to the JARP when it is available.

7-4  JARP RESPONSIBILITIES

A.  Commander, JITC, will:

1.  Appoint the JARP chairman.

2.  Provide administrative support to the JARP to include publishing and distributing the JARP agenda, the test report, certification, noncertification or decertification letter and an update to the TR Status Document.

B.  The JARP Chairman will:

1.  Ensure all attendees have the proper security clearances.

2.  Ensure a JARP agenda is available for all attendees.


3.  Ensure reference documentation and DX from all C/S/As is available for use during the JARP.

4.  Conduct the JARP, ensuring all PTRs are discussed and properly processed, as well as any other discussion items.

C.  The C/S/As will:

1.  Appoint a voting member.

2.  Provide advisors, as required, to the voting member.  The advisors must have sufficient expertise to discuss problems found and to address network/operational impact statements.

3.  Advise the JARP Chairman of the identity and security clearances of all attendees.  Clearances are to be on file in the appropriate Security Office prior to the beginning of each JARP.

4.  Ensure timely submission of PTRs and DX to the JITC and other participants, as required.



5.   Pretest responsibilities for C/S/As include:


a.  Provide system implementation, descriptions  and TRs ready for test to the JITC IAW paragraph 4-2 and 4-3.  


b.  Provide JITC with a brief description of changes to their system in sufficient time to write a test procedure.

7-5 JIT TEST REPORT.  The JITC publishes and distributes a test report approximately four weeks after the conclusion of the JARP.  The test report summarizes JARP actions and includes JARP minutes.  Multi-system testing of five or more systems for USMTF adds one to two weeks to the publishing and distribution of a test report.  The test report contains the recommendation of the JARP and the decision of the Commander, JITC, as to whether the SUT is certified for use in a joint operational environment and any restrictions on its planned use.  It is the responsibility of the C/S/A PTUC to distribute test reports to their operational components.

7-6  MMT TEST REPORT.  This report is published and distributed two to four weeks after the conclusion of the JARP.  The test report summarizes JARP actions and is forwarded with the Commander's, JITC, recommendation to the chairman of the CCB.

7-7  JOINT TROUBLE REPORT STATUS DOCUMENT.  The JITC provides configuration management of all assigned TRs, to include publishing the Joint TADIL TR Status Document and the Joint USMTF TR Status Document following each JARP.  These documents contain all assigned TRs arranged by C4I system for each C/S/A.  JITC posts complete documents and document updates on the JITC TADIL web site.

APPENDIX A

TACTICAL DIGITAL INFORMATION LINK (TADIL)

A-1  GENERAL.  This appendix provides supplemental details to facilitate the maintenance of current and future TADIL standards and the certification of interoperable C4I system software for use on operational TADIL networks.  The test cycle will approximate the schedule in Figure A-1.

A-2  TEST POLICIES.
1.  Uncertified software versions are not allowed to participate in JITs, with the exception of the SUTs, except in rare instances and with the approval of the C/S/As.

2.  Multiple SUT forwarding units should not be tested during the same JIT, however, there may be circumstances when this will be necessary.  

3.  Each C/S/A will provide a TDS to participate in each JIT. Attempts will be made to have at least one moving TDS present during all JITs in order to test the exchange of positional data.

4.  Each participating unit will begin to bring up their communications and TDS two hours prior to test time each evening.

5.  Systems that have made no software changes are required to participate in at least three JITs during the 36 months following their last certification to remain certified. Systems desiring certification based on this provision will submit a PTR requesting the certification and reference the three tests used for the justification.  The PTR shall list all TRs (TR number and title) assigned against the system which resulted from those tests. The JARP will also address all other open TRs when evaluating the system for certification.  

6.  As systems implement new TADIL standards (e.g., VMF) and the number of operational systems implementing those standards is limited, they will be tested as thoroughly as possible until other operational systems are available. 

7.  At any time during test conduct, the TD of the SUT may determine it appropriate to discontinue testing and declare a NO TEST.  Normally this declaration automatically cancels the post-test analysis and the JARP for the SUT.  

a.  If only one system is under test, the test can be downgraded and continued as an informal test if all participating C/S/As agree.   The TD of the SUT may request that PTRs be written and an informal JARP will be held to validate them as deferred PTRs. 

b.  If there are other SUTs and the NO TEST SUT has previously certified software, the NO TEST SUT cannot “stand down," but must continue the test with the previously certified software.  If previously certified software does not exist, testing will continue without the system.

c.  For a multiple-SUT JARP, when one SUT has declared a NO TEST, TRs will not be assigned against that SUT, but may be assigned against the SUTs previously certified software used to complete the test.   No vote will be taken for the NO TEST system and the test report will reflect the NO TEST declaration.

8.  When any JIT is not completed and a SUT did not declare a NO TEST, the analysis and JARP continues on schedule.  It is the JARP's responsibility to determine if enough testing was accomplished to validate the SUT's software.

a.  If the JIT is validated by the JARP, a certification or noncertification recommendation will be made to the Commander, JITC.

b.  If the JIT is considered incomplete, TRs will still be assigned during the JARP.  If there are no changes to the software, the next test of the system will test only those areas that were not completed.  If software changes are made, a new JIT is required.  The incomplete test status remains in effect until the 36-month test window is exceeded, at which time the partial test becomes invalid.  Once the system has been thoroughly tested, all TRs assigned at both JARPs will be considered when voting to recommend certification or noncertification.

9.  The JITC is obligated to issue a test report once formal testing has begun.  Test reports are issued on any test with or without a JARP once formal testing has begun.

10.  It is acceptable to verify TR corrections for systems not under test in either of the following two instances as long as it is coordinated with the JITC prior to the JIT:  

a.  When a system is participating in a JIT that allows for the right conditions to test a TR that was not available during the original certification test.

b.  DX software corrections may be verified during JITs as necessary.

c. TRs found during exercises may be tested to confirm validity of the problem.

TADIL TEST CYCLE

(Timeline in Weeks)

WEEK 1
(-21)
IMPLEMENTATION AND TEST TRs



  RECEIVED AT JITC

WEEK 1-13
(-21)
TEST PROCEDURE DEVELOPED

WEEK 13-14
(- 8)
C/S/A REVIEW OF DRAFT TEST PROCEDURE

WEEK 15-16
(- 6)
COMMENTS INCORPORATED

WEEK 17
(- 4)
FINAL TEST PROCEDURE DISTRIBUTED

WEEK 19
(- 2)
PRE-TEST BRIEF CONDUCTED

WEEK 21-22
(+ 0)
TEST CONDUCT


  (DX loaded to JITC TADIL web site daily)

WEEK 23-25
(+ 3)
POST-TEST ANALYSIS


  (PTRs written by C/S/As and JITC)

WEEK 26
(+ 4)
PTRS LOADED TO JITC TADIL web site


  (All analyze their PTRs.  JITC consolidates


  PTRs for JARP agenda)

WEEK 28
(+ 6)
JARP CONDUCTED

WEEK 29-31
(+ 9)
TEST REPORT DEVELOPED


  TR STATUS DOCUMENT UDPATED

WEEK 32
(+10)
CERTIFICATION LETTER AND TEST REPORT


  DISTRIBUTED


TR STATUS DOCUMENT DISTRIBUTED

NOTE:
This schedule is only approximate.  Exact schedule may 


vary although this sequence will always be followed.
Figure A-1 TADIL TEST CYCLE
A-3  TADIL PTR INSTRUCTIONS.


1.  The C/S/As and the JITC upload PTRs to JITC TADIL web site on the SIPRNET on a predetermined schedule. 


2.  The JITC provides C/S/As with the JPTR, a database application designed to standardize the PTR preparation and exchange process and to automate, as much as possible, the tasks associated with processing PTRs.  The current version of JPTR is maintained on the JITC TADIL web site on the SIPRNET.


3.  The following describes the data requirements for each field of the PTR form (see Figure A-2).


a.
OPR/ACT SYS:  The Office of Primary Responsibility/Action System is completed by the originator.  Maximum of 14 characters. This block identifies the system the PTR is written against.  Only one system is allowed per PTR, e.g., CV/LHD(C2P).  


b.
JARP DATE: JARP date is completed by the originator.  Maximum of 11 characters.  The program prompts for the JARP Date when starting up and inserts it in each PTR automatically, e.g., 07/28/1999.


c.
TEST TYPE:  Completed by the originator.  Maximum of 26 characters.  This identifies the SUT and test type, i.e., CT or MMT.  The program prompts for the Test  Type when starting up and inserts it in each PTR automatically, e.g., AEGIS CT.


d. 
TEST:  Completed by the originator. Maximum of 5 characters.  This identifies the JIT test number in which the trouble was discovered,  The program prompts for the Test when starting up and inserts it in each PTR automatically, e.g., JIT-98-10.  


e.
ORIG. NO:  Originator Number is completed by the originator.  Maximum of 4 characters.  This is the sequential number assigned by each C/S/A prior to submission to the JITC.  See paragraph 6-2B for numbering assignments, e.g., J001.


f.
CTL NO:  A Control Number is assigned by the JITC as a cross-reference of PTRs for the JARP agenda, e.g., 003.


g.
RELATED MESSAGES:  Completed by the originator.  Maximum of 25 characters.  This indicates which TADIL messages are involved in the PTR, e.g., M.2/82.


h.
PAGE:  Completed by the originator. Maximum of 8 characters.   This identifies the page in the test procedure where the trouble occurred, e.g., B-25.


i.
EVENT:  Completed by the originator.  Maximum of 8 characters.  This identifies the event from the test procedure where the trouble occurred, e.g., 1.1.a.


j.
TIME:  Completed by the originator.  Maximum of 4 characters.  This is the 4-digit Greenwich Mean Time (GMT) time (to the whole minute) when the trouble occurred or began, e.g., 0014.



k.
DAY:  Completed by the originator.  Maximum of 2 characters.  Completed by the originator.  This identifies the JIT test day (starting with 1) on which the trouble occurred.


l.
MIL-STD/DOCUMENTATION REFERENCE:  Completed by the originator.   Maximum of 70 characters.  PTRs require a page and paragraph number as well as the identity of the document, e.g., MIL-STD-6011B, P. 20, Para. 2.a.


m.
PROBLEM STATEMENT:  Completed by the originator. The body of the statement can be a maximum of 14 lines of 70 characters each.  Each PTR contains only one problem.  This block has two parts.  



(1)
Part one is a Short Title.  This should be a short, unclassified sentence defining the problem.  The Short Title is a mandatory field of the PTR.  



(2)
Part two is an accurate description with track numbers and circumstances surrounding the trouble.  The originator assigns a security classification after careful consideration of the material IAW JIEO Circular 3010 (Reference L of Appendix D).



(3)
Network/Operational Impact statements are also included here. 


n.
SUPPORTING DATA:  Completed by the originator.  Maximum of 15 lines.  This section indicates which C/S/As DX was used when the trouble was discovered, along with precise times and DX contents.  Several C/S/As DX may be listed.  This section is also classified IAW JIEO Circular 3010 (Reference L of Appendix D).


o.
RESOLUTION:  Completed during the JARP.


p.
TR NO:  Completed during the JARP.


4.  The JPTR marks and prints PTRs with the appropriate classification markings. The JPTR will select the highest classification level used in the PROBLEM STATEMENT, SHORT TITLE, or SUPPORTING DATA sections as the overall classification of the PTR.


5.  C/S/A IDENTIFIERS. This number consists of one alphabetic character which identifies the initiator's C/S/A and three numeric characters which identifies the PTR.  PTR numbers are assigned sequentially using their assigned block of numbers for each test. PTRs should be arranged and numbered in the order of the test procedure, i.e., section, page, event, and time, prior to number assignment.  C/S/A identifiers and PTR number block assignments are as follows:


a.  USA


A001 - A199 (CECOM) 


P001 - P199 (ACCOM)


b.  USN


N001 - N199 (ACDS)


N200 - N399 (SUT)


N400 - N699 (NCTSI)


N700 - N999 (ATDS)


c.  USAF


F001 - F199 (Langley AFB)

F200 –F299 (Other AF Systems)
F300 - F399 (AF PTU)

F500 - F699 (Tinker AFB)


d.  USMC


M001 - M199


e.  NSA


S001 - S199


f.  JITC


J001 - J199

NOTE:  Special PTR identifiers are assigned as necessary to meet TADIL testing requirements.

TADIL PRELIMINARY TROUBLE REPORT

OPR / ACT SYS


JARP DATE
TEST TYPE
TEST
ORIG NO.
CTL NO.

RELATED MESSAGES
PAGE
EVENT
TIME
DAY



MIL-STD / DOCUMENTATION REFERENCE



(   )  PROBLEM STATEMENT 

        SHORT TITLE:  (U)



(    ) SUPPORTING DATA



(    ) RESOLUTION




TR NO.



All portions of this PTR are


DERIVED FROM:
JIEO Circular 3010
UNCLASSIFIED unless marked with


  

February 1998
a higher classification



DECLASSIFY ON:
Upon Service/Agency










declassification of system










implementation and

        vulnerability data

Figure A-2  TADIL PTR
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APPENDIX B

US MESSAGE TEXT FORMATTING

B-1  GENERAL.  This appendix provides supplemental details to facilitate the maintenance of current and future operational USMTF standards and the certification of interoperable C4I system software for use on operational USMTF networks.  The test cycle will approximate the schedule in Figure B-1.

B-2  USMTF SYSTEMS.
1.  USMTF Message Preparation Software.  Message Preparation Systems are systems that assist in the preparation of USMTF messages, implement all or part of the USMTF standard, and perform validation checking to insure that the messages produced are formatted in compliance with the USMTF standard.  Testing of such software is necessary to verify that the software generates messages IAW the USMTF standard and does not cause or contribute to C4I non-interoperability in joint or combined operations.  Interoperability certification is required before this software can be fielded.  Certification is obtained through participation with C4I systems in scheduled JITs.

2.  USMTF Message Processing System.  USMTF message processing systems are systems that: 

a.  Automatically parse information from incoming messages, and with little or no human intervention, update a C4I system database or display. 

b.  Automatically query the C4I system database to generate, with or without human intervention, valid USMTF messages for transmission.  

c.  Validate USMTF messages IAW the current USMTF standard.

Testing and joint certification of such systems is necessary to ensure that the information is generated IAW the USMTF standard, information exchange requirements are met and that the received information is processed IAW the system implementation of the USMTF standard.

B-3  TEST STEPS.  To prepare for and conduct certification tests for USMTF message preparation software or message processing systems, the following steps, as a minimum, must be accomplished: 

1.  System Specification Review.  A joint review of the specifications of the system identified for testing is accomplished.  This is done to:

a.  Determine test and analysis requirements.

b.  Determine what portions of the standard (e.g., USMTF message types, TADIL capability, segments, sets, fields, data items) are implemented by the system.

c.  Develop and provide a system/site connectivity diagram for each SUT showing all hardware and interfaces used in the data path.


2.  Develop Test Procedure.  The JITC, in conjunction with C/S/As, develops a test procedure to test the system's ability to generate USMTF messages as described in the MIL-STD.  Once the system's implementation of the standard has been determined, the JITC develops and distributes test procedures for systems being tested for joint interoperability certification. Prior to distribution, all participants review the test procedures, which include the messages that will be used during the test.  The test procedure is designed to test each message type used by the system. The segments, sets, fields and data items used in the test events are limited to a representative sample of those implemented by the system. The JITC distributes the prepared test messages to test participants prior to the test or upon request.  The C/S/As receive a listing of the messages that are to be received and parsed by the system.  The C/S/As participating in the test may develop and submit their own test events to ensure specific concerns are addressed.  C/S/As exercising this option must submit their test events and a description of the anticipated results to the JITC at least three weeks prior to the start of the test.

3.  Test Conduct.  Input/transmit USMTF test messages.  IAW  the specific  test procedure, each test message is introduced into the C4I system/software under test by the most practical means.  Any problems that occur during this phase are documented as PTRs for later analysis.  When appropriate, several USMTF message processing systems and/or message preparation software systems may be tested concurrently to make maximum use of test resources.  The method of input, dependent upon system capabilities, is accomplished by the following means:

a.   The developing C/S/A or the JITC transmits USMTF messages to the SUT using a system-specific communications interface that could include AUTODIN, tactical communications links, the Internet, the SIPRNET, or a STU-III.

b.  Another C/S/A prepares and transmits USMTF messages from a previously certified C4I system to the SUT using a system-specific communication interface that could include AUTODIN, tactical communications links, the Internet, the SIPRNET, or a STU-III.

c.   USMTF messages are introduced into the SUT using floppy disks or magnetic tape transfer.  

4.  Test Analysis.  For systems being tested for joint interoperability, the JITC validates and verifies each of the USMTF test messages on the MAS.  Errors detected are researched and documented as PTRs. The MAS printouts, reports, and all PTRs are provided to all participating C/S/As in a JARP agenda. A JARP is convened to consider all PTRs and open TRs against the SUT. The JARP recommends to the Commander, JITC, certification, noncertification, or decertification based on technical and operational evaluation. The Commander, JITC, conducts an independent evaluation and issues a joint interoperability certification letter for each SUT.
USMTF TEST CYCLE

(Timeline in Weeks)

WEEK 1
(-12)
IMPLEMENTATION RECEIVED AT JITC

WEEK 1-6
(-12)
TEST PROCEDURE DEVELOPED

WEEK 7
(-  6)
C/S/A TEST PROCEDURE REVIEW

WEEK 8
(-  5)
COMMENTS INCORPORATED INTO TEST



  PROCEDURE

WEEK 9
(-  4)
FINAL TEST PROCEDURE DISTRIBUTED

WEEK 10-11
(-  2)
COMMUNICATION LINKS TESTED

WEEK 12-13
(+ 0)
TEST CONDUCTED

WEEK 14-16
(+ 3)
POST-TEST ANALYSIS



  (PTRs written by C/S/As and JITC) 

WEEK 17
(+ 4)
PTRS LOADED ONTO JITC WEB SITE



  (All analyze all PTRs.  JITC consolidates PTRs



   for JARP agenda) 

WEEK 18
(+ 5)
JARP CONDUCTED

WEEK 19-20
(+ 7)
TEST REPORT DEVELOPED



TR STATUS DOCUMENT UPDATED

WEEK 22
(+ 9)
CERTIFICATION LETTER AND TEST



  REPORT DISTRIBUTED



TR STATUS DOCUMENT DISTRIBUTED

NOTE: This schedule is only approximate.  Exact schedule

may vary although this sequence will always be followed.

Figure B-1 USMTF TEST CYCLE

B-4  USMTF PTR INSTRUCTIONS.


1.  The C/S/As and the JITC exchange PTRs on a pre-determined schedule as specified in the test procedure. Test participants may submit PTRs to the JITC up to ten working days after the end of the test.


2.  The JITC provides C/S/As with the Joint USMTF Preliminary Trouble Report Processing System (JMPTR), a database application designed to standardize the USMTF PTR preparation and exchange process and to automate, as much as possible, the tasks associated with processing PTRs.  The current version of JMPTR is maintained on the JITC TADIL web site on the SIPRNET and on the JIEO USMTF Internet web site.


3.  The following describes the data requirements for each field of the PTR form (see Figure B-2).



a.
OPR/ACT SYS:   Office of Primary Responsibility/Action System is completed by the originator.  Maximum of 14 characters.  This block identifies the System Under Test (SUT) against which the PTR is written.  Only one SUT is allowed per PTR.



b.
JARP DATE:   Completed by originator.  Maximum of 10 characters, e.g., 07/28/1999.



c.
TEST TYPE:   Completed by the originator.  Maximum of 26 characters.  This identifies the test type; e.g., Certification Test (CT), Recertification Test (RT), Conformance Evaluation (CE).



d.
TEST:   Completed by the originator.  Maximum of 13 characters.  This identifies the JIT test number in which the trouble was discovered, e.g., 98-2.



e.
ORIG. NO.:   Originator Number is completed by the originator.  Maximum of 5 characters.  This is the sequential number assigned by each C/S/A or SUT prior to submission to the JITC.  See paragraph 3 for numbering assignments, e.g., J001.



f.
CTL NO.:   The Control Number is assigned by the JITC as a cross-reference of PTRs for the JARP Agenda, e.g., 001.



g.
AUTHOR:   Completed by the originator.  This block identifies the person who wrote the PTR.



h.
MIL-STD/DOCUMENTATION REFERENCE:   Completed by the originator. Maximum of 60 characters.  PTRs that are generated due to violations of the MIL-STD/IDH require a page and paragraph number.  PTRs generated against any other documentation must identify the document, page number, and paragraph.



i.
MESSAGE IDENTIFICATION:  Completed by the originator.  USMTF message map lines are extracted from the JITC, C/S/A, and SUT test messages.  Message name (MTF Identifier), originator (test message/file number), set name, field number, and data items using the Field Format Index Reference Number/Field Use Designator Number (FFIRN/FUDN) are extracted from the test message and cross-referenced with MIL-STD-6040.



j.
PROBLEM STATEMENT/SHORT TITLE:   Completed by the originator.  The originator assigns a security classification after careful consideration of the material.  Classification will be IAW JIEO Circular 3010 (Reference L of Appendix E).  The body of the statement can be a maximum of 14 lines.  Each PTR will contain only one problem.  This block has two parts.  Part one is a Short Title defining the problem.  The Short Title is a mandatory field of the PTR.  Part two is an accurate description with amplifying information and circumstances surrounding the problem.  Include sufficient information so the analysis team or other interested parties can duplicate the problem.  Operational Impact statements can be included here.



k.
OPERATIONAL IMPACT:   Completed by the originator.  Several lines in this block may be extended by continuing the comments in the following SUPPORTING DATA block. 



l.
SUPPORTING DATA:   Completed by the originator.  Maximum of 13 lines.  Indicates additional specific information about the problem.  For example, operating system anomalies, unique system implementation of MIL-STD-6040, and data conversion problems during communications link transfers are the kinds of additional conformance and interoperability issues discovered during testing.  This section is classified IAW JIEO Circular 3010 (Reference L of Appendix E).



m.  TR NO.:  This block is completed during the JARP. The C/S/A voting representatives determine, by consensus, whether a PTR becomes a TR.

4.  The JMPTR marks and prints PTRs with the appropriate classification markings. The JMPTR will select the highest classification level used in the PROBLEM STATEMENT, SHORT TITLE, or SUPPORTING DATA sections as the overall classification of the PTR.


5.  C/S/A IDENTIFIERS. This number consists of one alphabetic character which identifies the initiator's C/S/A and three numeric characters which identifies the PTR.  PTR numbers are assigned sequentially using their assigned block of numbers for each test. PTRs should be arranged and numbered in the order of the test procedure, i.e., section, page, event, and time, prior to number assignment.  C/S/A identifiers and PTR number block assignments are as follows:


a.
USA
A001 - A199


b.
USCINCS
C001 - C199


c.
DIA
D001 - D199


d.
JITC
J001 - J199


e.
USMC
M001 - M199


f.
USN
N001 - N199


g.
NSA
S001 - S199


h.
USAF
F001 - F199
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US MESSAGE TEXT FORMATTING (USMTF)

PRELIMINARY TROUBLE REPORT

OPR/ACT SYS


JARP DATE
TEST TYPE
TEST
ORIG NO.
CTL NO.



AUTHOR:

MESSAGE IDENTIFICATION:

MSGID:                                                                             TEST MESSAGE:

    MTF Identifier 

SET NAME:                             FIELD NO:                       FFIRN/FUDN:      /

MIL-STD-6040 / DOCUMENTATION REFERENCE



(    )    PROBLEM STATEMENT

           SHORT TITLE (U)



(    ) OPERATIONAL IMPACT 



(    ) SUPPORTING DATA



(U) RESOLUTION
TR NO



All portions of this PTR are


 DERIVED FROM:
JIEO Circular 3010

UNCLASSIFIED unless marked with





February 1998

a higher classification


 
DECLASSIFY ON: 
Upon Service/Agency











declassification of system 











implementation and











vulnerability data

Figure B-2 USMTF PTR
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APPENDIX C

STANDARDS CONFORMANCE TESTING

C-1 GENERAL


A.  Standards Conformance Testing (SCT) is conducted by C/S/As prior to joint interoperability testing (JIT) to ensure that C4I systems meet the protocol guidelines set forth in appropriate MIL-STDs and enhance the likelihood that JIT will result in system certification. Commercial system developers are highly encouraged to conduct this testing for the same reason. 


B.  JITC experience has demonstrated that SCT still leaves the potential for incompatibility between systems that implement technical requirements differently.  As such, joint interoperability certification is required prior to fielding the software in a C4I system that links to the joint community.  SCT, no matter how successful, does not relieve a system from the requirement to satisfactorily complete joint interoperability certification testing.

C.  The JITC maintains Master Test Procedures designed to exercise specific TADIL and USMTF messages and data values.  In addition, USMTF test messages are updated each year by the JITC for use in joint interoperability certification testing and will be provided to the developer for use in CTS testing when they become available.


D.  SCT is conducted by the JITC on a reimbursable basis.

C-2 TADIL SYSTEMS.  SCT for TADIL systems is conducted between the JITC and the system under test using simulators.  Testing is conducted in a stand-alone configuration and does not include other C/S/A systems unless specifically requested by the customer. The JITC will conduct data analysis and provide test results directly to the customer. 

C-3  USMTF SYSTEMS.


A.  Commercial Systems (no government sponsor).  Testing is conducted between the JITC and the commercial system using USMTF test messages.  SCT is normally conducted in a stand-alone configuration and does not include other C/S/A systems.  C/S/As will be invited to participate as an observer at their own expense.  The JITC (and test observers, if any) will conduct data analysis, write PTRs, and provide test results directly to the customer.  JITC will consider participating C/S/A input when drafting test results and the standards conformance letter.


B.  Government Sponsored Systems with a JITC Test Director.  SCT is conducted between the JITC and the system under test using USMTF test messages.  C/S/As will be invited to participate as an observer at their own expense.  The JITC (and test observers, if any) will conduct the analysis, write PTRs, and provide test results directly to the customer.  JITC will consider participating C/S/A input when drafting test results and the standards conformance letter.


C.  Government Sponsored Systems with a C/S/A Test Director.  SCT is conducted by the C/S/A Test Director using USMTF test messages.  C/S/As will be invited to participate as an observer at their own expense.  The C/S/A SUT TD will prepare the test procedure and submit it to the JITC for review and approval.  The C/S/A SUT TD will coordinate the test with the developer and the JITC, direct the conduct of the test, analyze the test results, write PTRs and prepare the test report.  The C/S/A SUT TD will submit the test report to the JITC with a recommendation on whether the SUT conforms to the standard.  JITC will review the test report and supporting data, consider C/S/A input, if any, and prepare the standards conformance letter.

APPENDIX D

ACRONYMS

ACDS
Advanced Combat Direction System

ACT SYS
Action System

AMCOM
Air and Missile Command

ATDS
Air Tactical Data System

AUTODIN
Automatic Digital Network

C/S/A
Commander-In-Chiefs/Services/Agencies

C2
Command and Control

C4I
Command, Control, Communications, Computers,


  and Intelligence

CCB
Configuration Control Board

CCBD
Configuration Control Board Directive

CCE
Continuous Comprehensive Evaluation

CE
Conformance Evaluation

CECOM
Communications and Electronics Command

CINCS
Commanders-In-Chief

CJCSI
Chairman, Joint Chief of Staff Instruction

CONUS
Continental United States

CTL NO
Control Number

CT
Certification Test

DERG
Multi-TADIL Data Extraction and Reduction Guide

DIA
Defense Intelligence Agency

DISA
Defense Information Systems Agency

DoD
Department of Defense

DoDI
Department of Defense Instruction

DX
Data Extraction

FFIRN/FUDN
Field Format Index Reference Number/Field Use Designator Number

GCCS
Global Command and Control System

GMT
Greenwich Mean Time

IAW
In Accordance With

ACRONYMS (Cont’d)

ICP
Interface Change Proposal

IDH
Interface Design Handbook

ITP
Interoperability Test Panel 

JARP
Joint Analysis Review Panel

JIEO
Joint Interoperability & Engineering Organization

JIES
Joint Interoperability Evaluation System

JIT
Joint Interoperability Test

JITC
Joint Interoperability Test Command

JITP
Joint Interoperability Test Plan

JMAL
Joint Message Analysis Laboratory

JMPTR
Joint MTF Preliminary Trouble Report Processing System

JOCAT
Joint Operational C4I Analysis Team

JPTR
Joint Preliminary Trouble Report Processing System

JTDL
Joint Tactical Data Link Laboratory

MAS
Message Analysis System

MCEB
Military Communications-Electronics Board

MIL-STD
Military Standard

MOU
Memorandum of Understanding

MSGID
Message Identity

MMT
Military Standards Maintenance Testing

MNS
Mission Needs Statement

MTP
Master Test Procedure

NCTSI
Navy Center for Tactical Systems Interoperability

NSA
National Security Agency

OPFAC
Operational Facilities

OPR
Office of Primary Responsibility

ORD
Operational Requirements Document

ORIG NO
Originator Number

PC
Personal Computer

POC
Point of Contact

PTR
Preliminary Trouble Report

ACRONYMS (Cont’d)

PTU
Participating Test Unit

PTUC
Primary Test Unit Coordinator

RT
Recertification Test

SCT
Standards Conformance Testing

SIPRNET
Secret Internet Protocol Router Network

STP
System Tracking Program

SUT
System Under Test or Systems Under Test

TADIL
Tactical Digital Information Link

TD
Test Director

TDS
Tactical Data System

TR
Trouble Report

USA
United States Army

USAF
United States Air Force

USCINCs
United States Commanders-in-Chief

USMC
United States Marine Corps

USMTF
United States Message Text Formatting

USN
United States Navy

VMF
Variable Message Format

VTC
Video Teleconferencing

WWW
World Wide Web
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