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EXECUTIVE SUMMARY

Department of Defense (DoD) Instruction 4630.8 and the Chairman of the
Joint Chiefs of Staff Instruction (CJCSI) 6212.01 establish the Defense
Information Systems Agency, Joint Interoperability Test Command (JITC), as the
sole Department of Defense certification authority for Joint and Standards
Conformance Certification. To accomplish this mission for systems that
implement Tactical Data Links (TDLs), JITC conducts, witnesses, or verifies
interoperability and standards conformance testing during the development,
acquisition, and maintenance of Information Technology (IT) and National
Security Systems (NSS).

This Joint Interoperability Test Plan (JITP) establishes the concept and
methodology for testing IT/NSS implementing TDLs. It addresses the approach
and processes for test planning, design, execution, analysis and reporting.

JITC testing addresses both Joint Interoperability and Standards
Conformance. Joint Interoperability testing assesses whether or not tactical data
systems can properly process and interpret prescribed data while participating in
a joint tactical data network. Standards Conformance Testing verifies that
required messages, data fields, data items and all values conform to the
structure and content of the appropriate Military Standard.

The DoD requires that systems successfully complete testing in an
operationally realistic environment prior to receiving a system interoperability
certification. JITC will issue appropriate certifications in accordance with CJCSI
6212.01.
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1. JOINT INTEROPERABILITY TEST BACKGROUND

1.1 In accordance with (IAW) Chairman, Joint Chief of Staff Instruction (CJCSI)
6212.01 and Department of Defense (DoD) Instruction 4630.8 all systems
affecting joint/enterprise information exchange will be certified for net-readiness
before being placed into operation (see DoD 4630 series). This includes, but is
not limited to all Information Technology (IT) and National Security Systems
(NSS) or services acquired, procured or operated by any component of the DoD,
to include:

1.1.1 Joint network infrastructure system components (e.g., voice switches for
Defense Switched Network (DSN), encryption devices, network routers, network
firewalls).

1.1.2 Each increment of an evolutionary acquisition strategy.

1.1.3 Systems with changes (e.g., Doctrine, Organization, Training, Materiel,
Leadership, Personnel and Facility (DOTMLPF), hardware or software
modifications, including firmware) affecting net-readiness, similar changes to
interfacing systems, or systems with revoked certifications or J-6 validation, or
systems with expired certifications.

1.1.4 All systems — Acquisition Category (ACAT), non-ACAT, and fielded
systems — must be evaluated and certified prior to (initial or updated) fielding,
and periodically during their entire life — as a minimum, every four (4) years.

Joint interoperability testing and certification is a continuous process that must be
managed and resourced throughout the system lifecycle.

2. TACTICAL DATA LINK DESCRIPTION

2.1 Link 11. Link 11 is a half-duplex, netted link that normally operates by roll call
from a Data Net Control Station (DNCS). Link 11 can also operate in the
broadcast mode. The roll call mode of operation used in the Link 11 interface
requires that each Participating Unit (PU) respond in turn while all other stations
are receiving. A DNCS initiates the roll call by addressing and transmitting an
interrogation message to a specific PU that then responds by transmitting its
data. The DNCS then interrogates the next PU in the prescribed roll call. Link 11
can be transmitted on High Frequency (HF) and/or Ultra High Frequency (UHF)
bands. Data speed can be selected from bit rates of 2250 or 1364 bits per
second (bps). Dual sideband diversity operation and Doppler shift correction
features improve reliability and accuracy of data exchange. Some Data Terminal
Sets (DTS) provide the option to select either the Conventional Link 11
Waveform (CLEW) or the Single tone Link 11 Waveform (SLEW). SLEW and
CLEW are not compatible waveforms. SLEW, among other enhancements,
provides increased propagation and a more powerful Error Detection and
Correction (EDAC) algorithm. While the option exists to operate in either CLEW



or SLEW, all participants in a given Link 11 net must select the same waveform
to achieve connectivity between units. Link 11 is defined in Military Standard
(MIL STD) 6011, Tactical Data Link (TDL) A/B Message Standard.

2.2 Link 16. Link 16 is a secure, high-capacity; jam-resistant, node-less data link
which uses the Joint Tactical Information Distribution System (JTIDS) or
Multifunctional Information Distribution System (MIDS) transmission
characteristics and the protocols, conventions, and fixed-length message
formats. Link 16 provides for the real/near-real-time exchange of air, space,
surface, subsurface, land tracks as well as orders and commands among
participating units. Link 16 uses the principle of Time Division Multiple Access
(TDMA), an architecture that employs time slot interleaving to provide multiple,
simultaneous communications nets. Link 16 is defined in MIL-STD-61016,
Tactical Data Link (TDL) J Message Standard.

2.3 Variable Message Format (VMF). VMF is the DoD mandated standard for
fire support information digital entry device exchange over tactical broadcast
communications systems. The use of VMF has been extended to all war fighting
functional areas. VMF messages shall be used for information transfer between
systems in communications bandwidth constrained environments. VMF is a
message format designed to support the exchange of digital data between
combat units with diverse needs for volume and detail of information using
various communication media. Individual messages are composed of data
elements that are adjusted in length to suit the information content of that
particular message. Although bit-oriented, VMF can also accommodate
character-oriented message (COM) encoding. VMF is the primary messaging
component of Army and Marine Corps Battlefield Digitization initiatives. VMF is
defined in MIL-STD-6017, Interface Standard Variable Message Format

2.4 Joint Range Extension Application Protocol (JREAP). The JREAP
enables tactical data to be transmitted over digital media and networks not
originally designed for tactical data exchange. Formatted tactical digital
messages are embedded inside of JREAP messages as data fields within
available commercial and government protocols, such as those used over
satellites and terrestrial links. Specialized management messages are also
provided to transport data not contained in the formatted messages, in order to
support TDL unique functions. Capabilities are provided that include: 1)
extending the range-limited tactical networks to beyond LOS while reducing their
dependence upon relay platforms, 2) reducing the loading on stressed networks,
3) providing backup communications in the event of the loss of the normal link,
and 4) providing a connection to a platform that may not be equipped with the
specialized communications equipment for that TDL. For media that does not
support Open System Interconnection (OSI) network and transport layers, the
JREAP provides network and transport layer functionality. For media supporting
OSI network and transport layers, the JREAP is encapsulated within those
layers. JREAP software can be integrated into a host system or into a



Stand alone processor. The appropriate interface terminals are required at each
end of any JREAP alternate media link. JREAP is defined in MIL-STD-3011,
Department of Defense, Interface Standard for the Joint Range Extension
Application Protocol.

2.5 Integrated Broadcast Service (IBS). The IBS is theater-tailored
dissemination architecture with global connectivity using a standardized format
(IBS CMF - MIL-STD 6018) and is designed to be fully interoperable with current
and future tactical and strategic systems. The IBS architecture focuses on
tactical information requirements and on the requirements of strategic decision-
makers. At full operational capability (FOC), users expect the Global IBS
Network Server (GINS) and the Theater Interface Nodes (TINS) to communicate
over networks using the CMF, the format transmitted by all producers and
received by the Warfighter’s Tactical Data Processors (TDPs). See Appendix |
for a detailed System Functional Description, Test Purposes, Requirements, and
Methodology for testing systems that incorporate IBS.

2.6 United States Message Text Format (USMTF). The USMTF Program is a
set of character-oriented message text formats used in support of Command and
Control (C2) systems for the exchange of information. The objectives of the
USMTF Program are to:

2.6.1 Produce messages that are both machine processable and human
readable.

2.6.2 Reduce the time and effort required drafting, transmitting, analyzing,
interpreting, and processing messages.

2.6.3 Improve information exchange through vocabulary control.

2.6.4 Provide uniform reporting procedures to be used in all defense conditions
from peacetime through crises, war, and post-attack.

2.6.5 Facilitate exchange of information between the United States (U.S.) and
allied commands and reduce or eliminate dual reporting by U.S. units when they
operate with allied commands or units or after their change of operational control
to allied nations or organizations. USMTF is defined in MIL-STD-6040, U.S.
Message Text Formatting Program



3. PURPOSE

3.1 IAW Chairman, Joint Chief of Staff Instruction (CJCSI) 6212.01 and
Department of Defense (DoD) Instruction 4630.8 this Joint Interoperability Test
Plan (JITP):

3.1.1 Establishes the concept and methodology for Tactical Data Link (TDL) Joint
Interoperability Testing (JIT) which encompasses testing of Link 11, Link 16, IBS,
JREAP, and VMF. USMTF is not part of TDLs but is tested as required.

3.1.2 Defines the basis for detailed Pre-Test Planning/Preparation, Test
Execution, and Post-Test Analysis.

3.1.3. Provides guidance to Systems Under Test (SUTs) and Participating Units
(PUs)

4. APPLICABILITY

4.1 This JITP applies to systems in the JIT process sponsored by the following
Department of Defense (DoD) Commands and Service Agencies (S/A):

4.1.1 United States Army (USA)

4.1.2 United States Navy (USN)

4.1.3 United States Marine Corps (USMC)

4.1.4 United States Air Force (USAF)

4.1.5 Combatant Commands (COCOM)

4.1.6 Department of Defense Agencies, as defined by CJCSI 6212.01

4.1.7 Joint Interoperability Test Command (JITC)

4.1.8 Other DoD components as designated

5. TYPES OF TESTING

5.1 General. JITC Tactical Data Link Branch conducts Joint Interoperability
Testing and MIL-STD Conformance Testing of all IT/NSS that implement TDLs
and USMTF.

5.2 Tactical Data Link Joint Interoperability Testing (TDL JIT). All IT and NSS

must have a Joint Staff (JS) J-6 1&S certified Net-Ready Key Performance
Parameter (NR-KPP) before JITC will issue a Joint Interoperability Test



Certification. The JS J-6 may waive the requirement for an NR-KPP on a case-
by-case basis. If waived, JS J-6 will specify the source of interoperability
requirements. JITC can use the Joint C4l [Command, Control, Communications,
Computers, and Intelligence] Program Assessment Tool-Empowered (JCPAT-E)
to determine if the system has JS J-6 certified requirements. JITC will use an
Information Support Plan (ISP), ISP Annex, or Tailored ISP (TISP) as the primary
interoperability requirements source. The J-6 Certified Capability Development
Document and Capability Production Document may also be used. The JS J-6
must certify these documents before they can be used to support a Joint
Interoperability Test Certification.

5.3 JITC’s role is to evaluate a capability, system, or service’s ability to meet the
threshold and objective levels of each NR-KPP element when testing a system
for joint interoperability certification. The threshold level requires that the
capability, system, or service must fully support execution of joint critical
operational activities and Information Exchanges (IEs). The objective level
requires that the capability, system, or service must fully support execution of all
operational activities and IEs.

5.4 Net-Ready Key Performance Parameter (NR-KPP) Overview. The NR-
KPP compliance statement in Chairman of the Joint Chiefs of Staff Instruction
(CJCSI) 6212.01 states that, at a minimum, the capability, system, or service
must fully support execution of operational activities and IEs identified in the DoD
Information Enterprise Architecture and solution architectures (based on
integrated DoD Architecture Framework (DoDAF) content) must satisfy the
technical requirements for transition to net-centric military operations. The
following five elements summarize the minimum (threshold) requirements.

5.4.1 Solution Architecture. Solution architecture products must comply with
the current DoDAF version, guided by the regulations and policies of the
Department of Defense (DoD) Information Enterprise Architecture (IEA), and
demonstrate operationally effective IEs.

5.4.2 Net-Centric Data and Services Strategy Compliance. The capability,
system, or service must comply with the DoD Net-Centric Data Strategy, the DoD
Net-Centric Services Strategy, and the principles and rules identified in the DoD
IEA.

5.4.3 Global Information Grid Technical Guidance. The capability, system, or
service must comply with Global Information Grid (GIG) Technical Guidance
(GTG) as necessary to meet all operational requirements specified in the DoD
Information Enterprise Architecture and solution architecture views. The GTG
includes IT standards identified in the Technical View-1 and implementation
guidance of GIG Enterprise Service Profiles.

5.4.4 Information Assurance. The capability, system, or service must comply
with Information Assurance (IA) requirements and must have an Authorization to



Operate or Interim Authorization to Operate, issued by the Designated
Accrediting Authority. The IA requirements include availability, integrity,
authentication, confidentiality, and non-repudiation.

5.4.5 Supportability. The capability, system, or service must comply with
supportability requirements to include Selective Availability Anti-Spoofing
Module, Spectrum, and Joint Tactical Radio System requirements. For systems
that implement TDLs, JITC requires Bit-Level information.

5.5 Joint Interoperability Testing is the part of the overall system certification
process that characterizes the expected interoperability capabilities in an
operational environment and assesses the expected operational impact of any
discrepancies.

5.6 During a TDL JIT, JITC will verify the TDL operational capabilities and
information exchanges of a SUT in a Joint Interoperability environment. Once the
SUT has completed a TDL JIT, JITC will issue a Joint Interoperability Test and
Evaluation Support Memorandum to the associated JITC Action Officer for
inclusion in the overall Joint Interoperability Certification.

5.7 Based on the results of the TDL JIT, the participating S/As, via the Joint
Analysis Review Panel (JARP), reference Appendix G, JARP Process, will
provide a Service position to the Commander of JITC. The JITC Commander
considers each Service position while making an independent certification
decision. Because it is neither feasible nor cost effective to test all conceivable
IT/NSS configurations, interoperability testing provides a reasonable and
affordable confidence vice an absolute guarantee of interoperability. Systems
will be tested in a configuration which represents their typical operational
environment.

5.8 Military Standards Conformance Testing (SCT). JITC Tactical Data Link
Branch conducts MIL-STD Conformance Testing on IT/NSS that implement TDL,
JREAP, and USMTF. Standard compliance is confirmation that an IT and NSS
has undergone standards testing and exhibits a specified degree of standards
conformity. JITC will issue a Standards Conformance Certification letter
providing technical testing against published standards/standards profiles
documented in the Technical View-1 (TV-1) and TV-2 created in the DoD IT
Standards Registry (DISR) online tool. JITC will accept Service Level Test (SLT)
results (including a review of SLT test procedures), Service standards
conformance letters and any other documentation validating a system was tested
IAW with the latest approved TDL military standards.

5.8.1 Standards conformance testing is resource intensive. Testing is only
practical for a fraction of the standards in a well-formed TV-1. Maximum use
must be made of available developmental testing and commercial verification
activities, in addition to formal DoD conformance certification. For standards that



are critical to the capability being evaluated, and that may be high risk due to
relative immaturity of the standard or the underlying technology, formal
conformance certification is the preferred approach.

5.8.2 Standards conformance certification results from testing a
system/component for conformity with standards/standards profiles (for
information processing, content, format, or transfer). Conformity is characterized
with a matrix showing whether an implementation (the hardware/software under
test) meets the individual mandatory and optional requirements specified in the
standard/standards profile. Certification is confirmation that the system and
component meets - as a minimum - all of the mandatory and implemented
optional requirements.

5.8.3 JITC maintains Standards Conformance Master Test Procedures (MTP)
designed to exercise specific TDL and USMTF transactions and mission threads.
The TDL MTP is continually updated as Interface Change Proposals are
approved. JITC and the S/As are jointly involved in maintaining comprehensive
MTPs.

5.9 TDL JIT ENTRANCE CRITERIA

5.9.1 Table 1 shows the mandatory entrance criteria for entry into a TDL JIT.

Table 1. TDL JIT Entrance Criteria

ITEM TDL JIT ENTERANCE CRITERIA

Request for Information

Joint Interoperability Participation Fee

Service Level Testing

JCIDS Documentation, Certified by the Joint Staff
BIT-Level Implementation Data

Plan of Action and Milestones Signature
Integration and Communications Checks

N[O WIN|F

Legend:

JIT — Joint Interoperability Test

JCIDS - Joint Capabilities Integration and Developments System
TDL — Tactical Data Link

5.9.1.1 The following paragraphs provide details for each entrance criteria for
entry into a TDL JIT with the expectation of receiving a Joint Interoperability Test
and Evaluation Support Memorandum or a Standards Conformance Certification.

5.9.1.1.1 Request for Information (RFI). One of the most important documents
leading to a successful JIT is the Request for Information form. This form is a
checklist that provides engineers of the JITC Test Director and Distributed
Testing Operations Center (DTOC) information necessary to start the preparation
for TDL JIT, test procedure development, and network engineering. A completed
RFI is required to include Points of Contact, Security Accreditation
/Documentation, System Information, and Sensor Simulation/Stimulation



requirements. It is the responsibility of the PTUC to ensure the RFI is completely
filled in and returned to JITC 100 days prior to the start of a TDL JIT.

5.9.1.1.2 Joint Interoperability Test Participation Fee. The Joint
Interoperability Test Command is a Major Range and Test Facility Base
(MRTFB) facility in accordance with (IAW) DoD Directive 3200.11, enclosure
E.2.4. As a MRTFB facility JITC is financed through a combination of
appropriated funds and user charges IAW DoD 7000.14-R. In accordance with
these directives, JITC requires a Participation Fee of $20,000 to fund TDL JIT
costs unique to programs that are currently going through an acquisition cycle or
programs requiring an interoperability/NR-KPP certification. The fee provides
funding for the analysis of JCIDS documentation to include researching TDL
related information exchange requirements, review of system implementation
along with capabilities and limitations, development of TDL mission threads, and
development of an integrated architecture traceability matrix.

5.9.1.1.2.1 The participation fee is also applicable to legacy systems that have
newly approved Joint Staff certified documentation and systems with major
software upgrades. Participation fees shall be coordinated through the JITC
Action Officer responsible for the certification of the system and the system’s
Program Office prior to the system being nominated for a JITC test event.

5.9.1.1.3 Service Level Testing (SLT). Interoperability evaluation or SCT
require results from SLT. The SLT is scheduled and coordinated through the
Service Participating Test Unit Coordinator (PTUC) and the results shall be
delivered to JITC prior to entry into a TDL JIT. Table 2 shows the required
documents that shall be submitted to JITC.

Table 2. Service Level Documentation Requirements

ITEM DOCUMENT REQUIREMENT
1 SLT Standard Compliance Certification Letter, Test Reports
2 Service Interoperability Testing Certification Letter (if applicable), Test Reports
3 Service Level Trouble Reports
4 Service Level Test Procedures and /or Test Plan and data recordings
5 Concept of Operations, if available

ADDITIONAL REQUIREMENTS (when applicable)

[N

Service Difference Document/Approved RFEs

N

Platform Requirements Specification and Platform Requirements Difference Document

3 ISmart/ESmart

Legend:
SLT — Service Level Test

At the discretion of JITC, systems that do not meet JIT entrance
criteria or provide required Service level documentation may be allowed to
participate as a system under test during a TDL JIT.

5.9.1.1.4 Joint Capabilities Integration and Developments System (JCIDS).
JITC requires SUTSs, through their respective service PTUC, to provide valid
certified J-6 documentation prior to entry into a TDL JIT event. Without approved




Joint Staff documentation, JITC is unable to provide a Joint Interoperability Test
and Evaluation Support Memorandum.

5.9.1.1.5 Bit-Level Implementation. Bit-level implementation requirements
identify the data exchange requirements which must be implemented by
Service/Agency (S/A) systems participating on a tactical data link. The fulfillment
of these joint data exchange requirements is mandatory to establish and maintain
the TDL interface and to facilitate interoperability within a specific functional area.
The transmit and receive implementation requirements are required to ensure a
minimum level of interoperability at the operator level. Bit-level implementation
requirements can be submitted to JITC in any format providing it details the
implemented Message Type, Data Field Identifier/Data Use Identifier (DFI/DUI),
DUI/Data Identifier (DI) Name, DI Bit Code, and DUI/DI.

5.9.1.1.5.1 When submitting bit-level implementation for United States Message
Text Format messages, details shall include: Field Format Index Reference
Number (FFIRN) Field Use Designator (FUD), Message mandatory sets,
segments, fields, and data items. Additional requirements will include the use of
conditional and operationally determined sets/segments/fields/data items.

5.9.1.1.5.2 Without bit-level information JITC is unable to issue a standards
conformance certification letter.

5.9.1.1.6 Plan of Action and Milestones (POA&M). The POA&M defines the
actions and responsibilities of JITC, SUTs, and Participating Units necessary to
conduct a TDL JIT. The POA&M will provide network configuration diagrams,
Internet Protocol (IP) addresses, and Voice over IP phone numbers for
integration, dry-runs and test conduct. Prior to a TDL JIT event a POA&M will be
drafted and published to each Service PTUC. The PTUCs will review, edit as
applicable, and return. JITC will re-distribute final copy and PTUCs will sign and
return to JITC. Service PTUC signature on the POA&M is mandatory for entry
into a TDL JIT. Appendix D is contains an example of a POA&M.

5.9.1.1.7 Integration and Communication Checks. Prior to test execution,
JITC will conduct integration and communication checks. SUT participation is
required.

5.9.1.1.7.1 Integration Checks. Integration checks are conducted two weeks
prior to the execution of the JIT. Integration checks are a desk-top test to ensure
Internet Protocol (IP) addresses are correctly programmed IAW the published
Plan of Action and Milestones document. JITC network personnel will "ping"
routers and switches for both SUTs and participants to ensure network
connectivity. Voice communication will be established via the Voice over IP
(VolP) network to test connectivity. The VolP secure voice will also be utilized
for coordination during integration checks.



5.9.1.1.7.2 Communication Checks. Communication checks are completed
one week prior to the scheduled JIT. The JITC Test Director (TD) and support
personnel will connect the network IAW the JIT configuration diagrams and
ensure SUT and participants are able to communicate in the TDL data network.
Test scenarios will be passed during the communication checks to verify test-bed
hardware and software is functioning correctly. These checks will confirm the
status or condition of the test-bed before the test event.

5.9.2 ADDITIONAL REQUIREMENTS

5.9.2.1 The following documents may also be submitted to JITC for test planning
purposes, when available:

5.9.2.1.1 Service Difference Document (SDD). The SDD once approved
and/or developed will define the difference between the MIL-STD requirements
and specific Service TDL requirements to fulfill the Services and national data
link philosophy and operational needs. Each service SDD shall be reviewed and
approved by the Joint Multi-TADIL Configuration Control Board (JMTCCB).
Approved SDD requirements shall become part of the current MIL-STD baseline
and shall be considered in developing certification requirements and analyzing
test results for the platforms of the service. JITC and JARPs will take the
approved SDD requirement into account when making a determination on
whether to certify a TDL system.

5.9.2.1.2 Platform Requirements Specification (PRS) and Platform
Requirements Difference Document (PRDD). The PRS shows the intended
individual platform Link 16 protocol and bit-level implementation data. The PRDD
documents the planned deviations from the protocols and provides justification
for the deviations. JITC will take the approved PRDD requirement into account
when making a determination on whether to certify a TDL system.

5.9.2.1.3. IAW the Joint iISMART Handbook the Integrated Process Team
formed by the Program Office determined which messages and protocols will be
implemented to support the Information Exchange requirements of systems.
SDDs, PRS, and PRDD will be routed through the Tactical data Enterprise
Service Interoperability Authority.

6. SCOPE

6.1 This Joint Interoperability Test Plan (JITP) establishes the concept and
methodology for testing IT/NSS implementing TDLs. It addresses the approach
and processes for test planning, design, execution, analysis and reporting.
6.1.1 JITC testing addresses both Joint Interoperability and Standards

Conformance. Joint Interoperability testing assesses whether or not tactical data
systems can properly process and interpret prescribed data while participating in
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a joint tactical data network. Standards Conformance Testing verifies that
required messages, data fields, data items and all values conform to the
structure and content of the appropriate MIL-STD.

6.1.2 TDL Testing. JITC employs the Joint Interoperability Modular Evaluation
System (JIMES) to support the execution of TDL JITs. The JIMES connects with
S/A Tactical Data Systems (TDSs) located at Operational Facilities throughout
the Continental United States (CONUS). Sensor stimulators are used to
generate sensor inputs to S/A TDSs. JITC also employs the latest technology in
terms of test tools. Test tools have the capability to generate, receive, and
collect test data. JITC employs test tools such as: Battlefield Operations
Support System (BOSS), Joint Semi-Automated Forces Simulator (JSAF),
Network System Integration & Test Environment (NSITE), Joint Air Defense
Systems Integrator (JADSI) and the Automated Test Case Generator (ATC-GEN)
to send, receive and generate TDL simulation and also perform data collection
for data analysis. Appendix K provides details concerning network requirements
and system connectivity.

6.1.3 VMF Testing. VMF interoperability testing included the exchange of VMF
messages between the VMF capable systems and VMF capable Link 16-VMF
forwarders. JITC will use the mission-thread methodology referred to in the TDL
JITs section. JITC will analyze the systems’ ability to properly originate, send,
receive, parse, encode/decode, database, store and display VMF messages in
accordance with the applicable VMF related standard (e.g. MIL-STD-6017B, MIL-
STD-6020 Appendix D, MIL-STD-2045-47001). JTDL’s test tools for VMF
analysis are: VMF Test Tool (VTT) and JIMES. JITC will also analyze the
accuracy, timeliness, and completeness of the information exchange, to support
the measures of effectiveness/performance (MOEs/MOPSs) for the system under
test.

6.1.2.1 VMF standards conformance testing is conducted in accordance with
Appendix J.

6.1.3 USMTF Testing. JITC conducts USMTF standard conformance and
interoperability testing. When this type of testing is required, it is imperative that
the SUT provide detailed information on their USMTF message implementation.
JITC will develop test procedures based on this information and the USMTF
information exchange requirements of the SUT. The information exchange
requirements detail what other systems the SUT exchanges USMTF information
with and how those messages will be exchanged. JITC will provide test
procedures to the SUT for review and to allow them to conduct their own pre-test
activities. JITC will design the test procedures to test each USMTF message type
used by the SUT and JITC-built test procedures will consist of events requiring
representative samples of the segments, sets, fields, and data items
implemented by the SUT. Testing will include the transmission and receipt of pre-
built, manually-entered, or system-generated messages (based on system
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capabilities and requirements). Testers will observe, document, and analyze
results of testing through the use of visual displays, graphical user interfaces
(GUIs), hard copy printouts, output from system databases, or other available
means. Testers will use JITC-certified USMTF test tools or message processors
to determine the compliance of all USMTF test messages with Military Standard
6040. The methodology used for USMTF testing and data collection will be
based on the requirements of the SUT and the availability of resources to
conduct the event. JITC can also observe/review the results of USMTF testing
activity that occurs at any test event, exercise, or operation. Due to the varying
nature of these events, JITC will determine data collection requirements and
methods on a case by case basis.

7. LIMITATIONS

7.1 The TDL JIT is conducted in a controlled laboratory environment. Because of
this, the operational realism of sensor input, operator interaction, sensor
registration effects and environmental propagation are not available. In addition,
emulators such as; simulators, sensor stimulations, communication loads and
scenario densities, and tactical communications equipment are used vice TDL
system terminals; therefore, most of the network management and host/terminal
requirements will not be evaluated during a TDL JIT.;

7.1.1 Sensor Stimulation. The test network supports sensor stimulation for only
some of the test participants; therefore, JITC will use a Link 16 simulator to test
systems for MIL-STD compliance with requirements predicated by a common
tactical picture, including automatic track correlation. Correlation is the analysis
of track reports to select those tracks representing the same object, a process
that Command and Control Interface Units (IUs) normally accomplish
automatically, but which the operator may also accomplish manually. Problems
in this area can intensify the number of dual designations where two 1Us report
the same object using two different track numbers. The Link 16 simulator
replicates the environment necessary to adequately test the correlation
capabilities of the systems under test; therefore this limitation poses a low level
of risk to the warfighter.

7.1.2 Communications Loads and Scenario Densities. The TDL JIT will not
include communications loads and scenario densities that may occur in a
stressed tactical environment. JITC uses operationally realistic multi-TDL test
configurations; however, test scenarios will use loads of less than 12 tracks per
event to support real-time message analysis. This testing, when combined with
Service-level testing, provides reasonable assurance the systems under test will
operate effectively in a stressed tactical environment; therefore this limitation
poses low level of risk to the warfighter.

7.1.3 Tactical Communications Equipment. Participating systems will be able
to transmit and receive Link 11, Link 16, JREAP, and VMF messages over IP-
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based standard communications circuits without the use of tactical radios or Joint
Tactical Information Distribution System/Multifunctional Information Distribution
System (JTIDS/MIDS) terminals. The TDL JIT will not be able to test the Link 16
Network Manager functional area because the test configuration does not include
JTIDS/MIDS terminals. Users constantly evaluate these media capabilities in the
field and during live exercises; therefore, this limitation poses a low level of risk to
the warfighter.

8. METHODOLOGY

8.1 JITC will develop test procedures and execute test events designed to test
the joint critical mission threads of the SUT. JITC will use the Department of
Defense Architectural Framework (DoDAF), current version, part of the NR-KPP
element (Solution Architecture), to trace a SUTSs critical operational activities from
the Operational View — 6 (OV-6) to the OV-5, OV-3, Systems and Service Data
Exchange Matrix - 4 (SV-4), SV-6, and Technical View-1 (TV-1). JITC will have
SUTs and participating units execute test events detailed in the test procedure at
the direction of JITC TD. Operators will transmit and receive messages, verify
correct message format, verify mission success, and record notes in the test
procedure for post-test analysis. JITC will conduct analysis using system
displays, reports, and software test tools.

8.2 Joint Interoperability Testing will occur in 3 phases: Pre-Test, Test Execution,
and Post -Test Analysis. Test phases allow for coordinating the preparation,
execution, evaluation and reporting of testing for each JIT. Each phase will
consist of one or more of the activities outlined below depending upon the
procedural interface being tested. See Appendix B for JITC TDL JIT Policies.

9. PRE-TEST PLANNING/PREPARATION

9.1 Test Scheduling. Test scheduling is coordinated between JITC and
participating S/As and PTUCs. PTUCs maintain schedules for their respective
SUTs and Patrticipating Units. JITC conducts detailed test scheduling
conferences for TDL testing on a semi-annual basis. These scheduling
conferences are conducted in conjunction with scheduled JARP meetings. The
detailed test schedule specifies the JITC TD, type of test, test dates, JARP dates,
JITC Test Director (TD), supporting Test Lead, Preliminary Trouble Reports
(PTRs) due dates, test participants and interfaces being tested. Table 3 is an
example of the JIT Test Schedule.

13



Table 3. Example JIT Test Schedule

JIT 09-05
TEST DIRECTOR TBD
TEST LEAD TBD
TEST LOCK DATE 7 JUN 08

DISTRIBUTE REQUEST FOR INFORMATION 13 JUN 08

REQUEST FOR INFORMATION RESPONSE DUE | 27 JUN 08

INTEGRATION CHECKS 29 SEP - 3 0CT 08

SYSTEM INTEGRATION/DRY RUN 7—-90OCT 08

TEST DATES 13-24 OCT 08

TEST HOURS 1500 — 2300 GMT

PTRs DUE 25 NOV 08

JARP 9—-12 DEC 08
PARTICIPANTS

ADSI

BOSS

Legend:

ADSI — Air Defense System Integrator

BOSS - Battlefield Operation Support Simulator
DEC - December

FWD- Forwarder

GMT — Greenwich Mean Time

JARP — Joint Analysis Review Panel

JREAP — Joint Range Extension Appendix Protocol
JUN - June

JIT — Joint Interoperability Test

OCT- October

PTR — Preliminary Trouble Report

NOV — November

TBD — To Be Determined

9.1.1 Changes to this schedule can be requested at any time but it is
recommended that changes be sent to JITC as soon as possible. S/A and
PTUCs can make changes to the schedule by contacting the JIT TD or TDL

Branch Chief.

9.2 Test Procedures. TDL test procedures detail information exchanges,
mission thread requirements, support and technical information required, and
provides the guidance for test conduct from initiation to completion. They are in
sufficient detail to provide each test participant with a clear understanding of the
planned test activities. The test procedures are based on a system's
implementation requirements using certified Joint Capability Integration &
Development System (JCIDS) documentation that are approved by the Joint

Staff J-6. Procedures are designed using Do
traceability with JITC developing an integrate

DAF products for mission thread
d architecture and tractability matrix

to ensure mission capabilities of each SUT are exercised during a JIT. When a
system’s implementation requirements change or a new system requires
certification, the implementation and a system description must be provided to

JITC prior to development/modification of the

test procedure. If the system JS

certified implementation requirements and description are not available prior to

test procedure development, JITC may resch

edule the SUT to another test

window. The test procedures will also include events to test existing and
nominated Trouble Reports in order to validate the problems have been

corrected.

14




9.2.1 Test procedures are posted on the Secret Defense Knowledge Online web
site at www.us.army.smil.mil/suite/page/17102) for all S/A participants to review

and provide comments.

9.3 Mission Thread Development Methodology. The joint critical mission
threads are determined by the SUTs operational capabilities and information
exchange requirements. The joint critical operational activities are traced through
the DoD Information Enterprise Architecture and Solution Architectures from the
Operational Views (OV) to the Systems and Service View Products (SV)
culminating in the Technical Views (TV) for standards compliance.

9.3.1 The below tables show mission thread development and traceability of
system implementation found in the DoDAF products for a SUT. Table 4 is an
example of an OV-6¢ Operational Event-Trace description. The OV-6¢ provides
a time-ordered examination of the information exchanges between JIT SUTs and
their operational nodes. Table 4 indicates the Critical Operational Mission
threads of a SUT with capabilities of striking both moving and stationary targets.
Within Table 4, Strike Stationary Targets will be used as an example of a JITC
TDL mission thread. Strike Stationary Target in the OV-6c¢ is tied to the OV-5
operational activity of being able to perform Suppression of Enemy Air Defenses
(SEAD). Notice in the results column there is 1 critical, 2 moderate, and 7 minor
trouble reports associated with this mission and these results are traced
throughout the DoDAF product examples.

Table 4. Critical Operational Mission (OV-6c¢)

OPERATIONAL MISSION

TRANSMIT

RECEIVE

EVENT

RESULTS

Strike Moving Targets

15 Minor Trouble Reports
(Partially Mission Capable)

*Pre-Flight

*In-Flight

*Post-Flight

Strike Stationary Targets

1 Critical 2 Moderate and 7 Minor Trouble Reports
(Not Mission Capable))

*Pre-Flight

*In-Flight

*Post-Flight

Legend:
OV — Operational View

9.3.1.1 The next step for developing a TDL mission thread is analysis of the
Operational Activities OV-5, Table 5. The OV-6¢ and the OV-5 are closely related
in that the OV-5 describes the operational activities that are conducted in the
course of achieving a mission capability. In Table 5 the Operational Activities of
the SUT are to perform Electronic Warfare, Offense Counter Air, Defensive
Counter Air, and Suppression of Enemy Air Defenses. Each of the activities can
be traced back to the OV-6¢ and be associated with a critical operational
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mission. Again keeping with our example the Operational Mission, strike
stationary target, in the OV-6c¢ is now traced to the OV-5, Operational Activity,
Perform SEAD.

Table 5. Operational Activities (OV-5)

OPERATIONAL ACTIVITIES | TRANSMIT | RECEIVE | EVENT RESULTS

No Problems Noted

Perform EW (Fully Mission Capable)

8 Minor Trouble Reports

PRI A (Partially Mission Capable)

7 Minor Trouble Reports

P D (Partially Mission Capable)

1 Critical, 2 Moderate, 7 Minor Trouble Reports
(Not Mission Capable)

Perform SEAD

Legend: OCA - Offensive Counter Air
EW — Electronic Warfare OV - Operational View
DCA — Defensive Counter Air SEAD — Suppression of Enemy Air Defenses

9.3.1.2 The SV-4ais the OV-5 counterpart. The primary purpose of SV-4ais to
develop a clear description of the system data flow that are input (consumed) by
and output (produced) by each system, ensuring that the functional connectivity
is complete (i.e., that a system’s required inputs are all satisfied), and make
certain the functional decomposition reaches an appropriate level of detail. Table
6, Joint Capabilities/Areas/System Function (SV-4a) outlines the Joint
capabilities of the SUT such as: Joint Land Operations, Joint Air Operations and
Joint Battlespace Awareness. As we continue with our example, we trace the
critical mission, Strike Stationary Targets, from the OV-6¢ to the OV-5
Operational Activity, Perform SEAD, and now to the SV-4a, Table 6, System
Function of Joint Land Operations. Notice the same results appear in the
Results column as in the OC-6¢ and the OV-5.

Table 6. Joint Capabilities/Areas/System Function (SV-4a)

JOINT CAPABILTIY
AREAS/SYSTEM TRANSMIT | RECEIVE | EVENT RESULTS
FUNCTIONS

1 Critical 2 Moderate and 7 Minor Trouble Reports

Joint Land Operations (Not Mission Capable)

15 Minor Trouble Reports

T A O (Patrtially Mission Capable)

No Problems Noted

Joint Battlespace Awareness (Fully Mission Capable)

9.3.1.3 The Systems and Service Data Exchange Matrix (SV-6) provides details
of system or service data elements being exchanged between other systems or
services and the attributes of that exchange. System data exchanges express
the relationship across the three basic architecture data element of an SV
(system, system functions, and system data flows) and focus on the specific
aspects of the system data flow and system data content. In Table 7, Universal,
Joint Task List, TA 3.2.4, Needline #19, is an example of the SV-6 indicating the
Information Characteristics, Sending and Receiving Nodes, the format of the data
used in the exchange, along with timelines requirements for the exchange.

16




When developing mission threads, JITC will utilize this product to trace the
Needline(s) for each SUT and determine the data exchange requirements
applicable to the send and receive systems. Continuing with the example, from
the SV-4a, System Functions, Joint Land Operations can be traced to the SV-6
as Needline 19, TA 3.2.4 Conduct Joint Suppression of Enemy Air Defenses.
Needline 19 indicates the SUT neutralizes, destroys, or degrades enemy surface
based air defenses with target engagement-coordination processes. This
Needline ties in with the OV-6c¢, the OV-5, the, SV-4a and the SV-6 DoDAF

product.
Table 7. Universal Joint Task List Needline (SV-6)
UJTL Information Sending Receiving o
. Event L Format | Timeliness | Results
Needline # Characteristics Node Node
Conduct joint 1 Critical 2
19 TA3.2.4 operations that Any <4 sec Moderat_e
. neutralize, . Any N and 7 Minor
Conduct Joint Targeting — L Participating update rate
: destroy, or Participating . Trouble
Suppression i Engagement c2 C2 or non-C2 Link16 when
of Enemy Air temporarily Coordination or non- Ground or Air established Reports
Defenses degrade enemy €2 Unit Unit in the net (N.Ot.
surface based Mission
air defenses Capable)
Any 15 Minor
5.TA 122 Strike Tactical Targeting — Participating Any non-C2 <4 sec Trouble
Conduct Joint | and Strategic Air Unit - update when Reports
Airborne Targets with Air Engagemgnt Any C2 Unit Part_lmpa‘tlng VMF established in (Partially
- 9 Coordination Air Unit o
Operations Firepower Any non-C2 the net Mission
Unit Capable)
13TA2.4
- . No
Disseminate Problems
Tactical Distribute Situational Any Any Noted
Warning Surveillance Awareness: Participating Participating Link 11 As Required (Full
Information Data Threat Data Unit Unit Missic))/n
and Attack
Assessment Capable)
Legend: SV - Systems View
C2 — Command and Control TA — Tactical

Sec — Seconds

VMF — Variable Message Format

9.3.14 Once the Needline is determined, JITC will then match the requirement to
the applicable standard as found in the Technical Standards Profile (TV-1).
Table 8 is an example of a TV-1 and based on our example the critical mission
thread can be traced to Service Area column, Link 16 Standards, and the results
of the SUT critical mission thread produced result of “Not Mission Capable.”
Once this Critical Mission and Operation is traced, JITC will develop a test thread
to test and measure this capability of the SUT.

Table 8. Technical View 1 (TV-1)

VMF Message Standards

VMEF platforms

MIL-STD-6017

MIL-STD-6017A

Service Area Service Standard Standard Tested Event/Results
Link-16 Message Interoperability among ) ) ) ) JIT 10-04
Standards Link 16 platforms MIL-STD-6016C MIL-STD-6016D Not Mission Capable
Link-11 Message Interoperability among ) ) ) ) JIT 09-04
Standards Link 11 platforms MIL-STD-60118 MIL-STD-6011C Fully Mission Capable

Interoperability among JIT 10-01

Partially Mission Capable

Legend: JIT — Joint Interoperability Test

MIL-STD — Military Standard

TV — Technical View
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10. TEST EXECUTION

10.1 The JITC TD controls the JIT execution in coordination with the S/A TDs.
The JITC TD will ensure the JIT is in the correct configuration and all SUTs and
Participants can transmit and receive data prior to starting the JIT. Appendix B
explains the roles and responsibilities of the JITC TD along with the SUT and
participating TD’s activities. Appendix H is a detailed procedural guide for JIT
TDL Protocol.

10.2 Each SUT will be exercised by exchanging messages based on the mission
thread developed for each test event. During TDL test execution, the S/As and
JITC monitor, record, and extract test data IAW the "Multi-TDL Data Extraction &
Reduction Guide" (DERG) (Reference L-19 of Appendix L) to support post-test
analysis. Test Data is reduced and uploaded on a daily basis to a JITC TDL web
page on the Secret Internet Protocol Router Network (SIPRNET). The test
participants also perform on-line, or real-time, analysis, enabling a TD to
determine if test events that produced unexpected results should be repeated.
Participating systems shall not be altered during a test without concurrence of
JITC and S/A TDs. If a SUT is capable of operating simultaneously on multiple
data links (e.g., perform concurrent operations), providing data translations from
one message standard to another, (e.g., Link 11/16, VMF, and/or CMF
forwarders) parsing, or relaying messages to/from USMTF systems, these
capabilities will be evaluated during the JIT. The appropriate TDL personnel will
validate their respective areas.

11. POST-TEST ANALYSIS

11.1 Definitive analysis addresses all issues for which the testing was conducted.
This includes identifying all conflicting implementations or violations of the
standards by the SUT or any other participating system. JITC and S/As will write
Preliminary Trouble Reports (PTRS) in the format described in Appendix E.
PTRs are consolidated by JITC and published as an agenda for review by the
JARP. JITC convenes the JARP to review and finalize the disposition of the
PTRs identified as a result of testing and to recommend certification or non-
certification for each SUT. JITC documents test results and conclusions in a
Joint Interoperability Test and Evaluation Support Memorandum following
completion of the JARP. The memorandum summarizes the level of
interoperability certification achieved based on any outstanding actions or
substantive issues. The JARP may also make a recommendation for
decertification of any participating system based on test data that results in a
violation of standards.

12. ANALYSIS and RESULTS

12.1 Near-Real-Time and Post-Test analysis are used to evaluate the degree of
interoperability achieved on the specified interface.
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12.1.1 Near-Real-Time Analysis. During a TDL JIT, JITC and S/A analysts
perform on-line near-real-time analysis. This includes a check of message
protocols, origin of messages, message transitions/sequences, and positional
displays of tracks. When problems are noted during a specific test event the
JITC TD will direct a re-execution of the event to validate the problem is
repeatable. This query will assist in the final determination for assigning impacts
to PTRs.

12.1.2 Post-Test Analysis. Following a TDL JIT, JITC and S/A analysts will
review data recorded during the test as a means of determining whether the
stated objectives were met. For this to happen, the raw recorded data is reduced
into the man-readable format specified by the DERG and shared among all test
participants for comparison with truth data. Truth data will be captured in parallel
when the source is live data; injected archived data can be utilized as truth data
when used by data producers including transmit, receive and network data.

12.1.2.1 Problems and discrepancies identified during Near-real-time and Post-
Test Analysis will be documented as PTRs and posted to the JITC TDL
SIPRNET Web site: www.us.army.smil.mil/suite/page/17102).

12.1.2.2 During TDL testing, the time of extraction, time tags, origin of data
extraction and identification of data link or medium over which the message was
exchanged can be added in order to provide complete traceability and
chronology at the time of data conversion and reduction. The common formats
necessary to meet analysis requirements for TDL testing are detailed in the
DERG. All TDL systems will reduce their data IAW the DERG. PTRs are written
against systems which do not comply with system or MIL-STD requirements.
Table 9 is an example of a Link 16 Trouble Report (TR) Summary that the total
number of Open Trouble Reports from the current JIT, previous JITs, and service
level PTRs that become Joint TRs as determined by a JARP.

Table 9. Link 16 TR Summary

Implemented TDL SLT/JIT 09-05 TRs Total Open TRs
Functional Areas Critical Moderate Minor Other Critical Moderate Minor Other
Basic 12 17
Platform
Situational 1 5 1 5
Awareness
Bomber 23 2 26
Total 1 40 3 48

Legend:

JIT - Joint Interoperability Test

SLT — Service Level Test Trouble Reports

Note: *Includes implementation documentation and other TRs of a general nature that do not fall into a particular functional area.

TDL - Tactical Data Link
TR - Trouble Report
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12.1.2.3 Included in the TDL JIT, the SUT will submit to JITC TRs that have been
fixed and require testing for closure. The results, including supporting data for
closure, of all TRs will be discussed and the TR closed with JARP concurrence.
Table 10 is an example of a Closed TR Summary.

Table 10. Closed TR Summary

Implemented PREVIOUSLY OPENED TRs CLOSED DURING JIT 09-05
Functional Areas TR Number Critical Moderate Minor Other
Basic JJ12345 1 1
Platform Situational Awareness JJ23451 1
Bomber JJ54632 1
Other* JJ45367 1
Total 5 1 1 1 2

Legend:
JIT - Joint Interoperability Test

TR - Trouble Report

Note: *Includes implementation documentation and other TRs of a general nature that do not fall into a particular functional area.

13. JIT REPORTS, MEMORANDUMS, AND LETTERS

13.1 Table 11 lists the Reports, Memorandums and Letters that JITC will issue,
depending the results of a TDL JIT or Standards Conformance Test.

Table 11. Report/Memorandum/Letters

ITEM REPORT/MEMORANDUM/LETTERS
1 Quick Look Report
2 Test Report
3 TDL Joint Interoperability Test and Evaluation Support Memorandum
4 Standard Conformance Certification Letter
5 TDL Assessment Memorandum

13.1.1 Quick Look Report. JITC will publish, via email, a Quick Look Report for
each SUT approximately three working days after receipt of the Service
certification recommendations. The Quick Look report will include:

13.1.1.1 JARP Results. The JARP will assign TRs as discovered during the
TDL JIT. The results will be recorded as new TRs opened during the TDL JIT,
TRs from previous TDL JITs that are tested and closed during the TDL JIT, and
the total number of TRs from both SLT and TDL JITs.

13.1.1.2 Test Conclusion. The test conclusion will summarize the JARP results
and provide a narrative relative to the implemented functional areas and the
interoperability status of the SUT in a Joint network.

13.1.1.3 Recommendation. JITC will provide a tentative certification
recommendation based on the Service position papers

13.1.2 Test Reports. JITC publishes and distributes a test report approximately
four weeks after the conclusion of the JARP. The test report contains the
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recommendation of the JARP and the independent decision of the JITC
commander, as to whether the SUT is certified for use in a joint operational
environment and any restrictions on its planned use. It is the responsibility of the
S/A PTUC to distribute test reports to their operational components.

13.1.2.1 Test Report Format. JITC will develop a test report for each TDL JIT
event, providing an overview of the test objectives, test configuration, overall
execution of the event, and a summary of any issues found during testing.

13.1.3 Memorandum and Certification Letters. JITC will issue a TDL Joint
Interoperability Test and Evaluation Support Memorandum, a Standards
Conformance Certification letter, or a TDL Assessment Memorandum predicated
on the results of the SLT, TDL JIT, and/or based on the level of Joint Staff
approved documentation.

13.1.3.1 TDL Joint Interoperability Test and Evaluation Support
Memorandum. JITC will issue a TDL Joint Interoperability Test and Evaluation
Support Memorandum when the system under test has certified J-6
documentation. The memorandum will indicate that the SUT was evaluated for
interoperability and given an overall certification status.

13.1.3.2 Standards Conformance Certification Letter. JITC will issue a
Standards Conformance Certification Letter (SCL) that certifies a SUT conforms
to the applicable requirements for tactical data link operations as identified during
TDL JIT event. A SCL will be based on the results of the S/A SLT, Bit-Level
information, and the TDL JIT.

13.1.3.3 TDL Assessment Memorandum. JITC will issue a TDL Assessment
Memorandum as conforming to the applicable MIL-STDs. This memorandum is
issued when a SUT does not meet the JIT entrance criteria or does not have
certified JCIDS documentation in support of a NR-KPP certification.
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ACAT
ACT SYS
ADSI

AF
AFC2IC
AFB
AMCOM
ATC
ATC-Gen
ATO

BDA
BOSS

Cc2
C4l

CBRNE
CCB
CCBD
CCI/SIA
COA
COP
CTP

CE
CECOM
CELCMC

CIB
CJCSI
CLEW
CMF
CMP
COCOM
COM
CONOPS
CONUS
CTL NO
CuUs

DAA
DB

APPENDIX A
ACRONYMS

Acquisition Category

Action System

Air Defense Systems Integrator

Air Force

AF Command and Control Integration Center
Air Force Base

Air and Missile Command

Authority to Connect

Automated Test Case Generator

Authority to Operate

Battle Damage Assessment
Battlefield Operations Support System

Command and Control

Command Control, Communications, Computers, and
Intelligence

Chemical, Biological, Radiological, Nuclear and Explosive
Configuration Control Board

Configuration Control Board Directive

Combatant Commanders/Services/Agencies

Course of Action

Common Operational Picture

Common tactical Picture

Continuous Evaluation

Communications and Electronics Command
Communications-Electronics Life Cycle Management
Command

Common Interactive Broadcast

Chairman, Joint Chief of Staff Instruction
Conventional Link 11 Waveform

Common Message Format

Common Message Processor

Combatant Commanders

Character-oriented Message

Concept of Operations

Continental United States

Control Number

CIB Uplink Site

Designated Approving Authority
Database

A-1



DCA
DERG
DI

DIA
DIS
DFlI
DISA
DITPR

DNCS
DoD
DoDAF
DoDI
DOTMLPF

DSN
DTOC
DTS
DUI
DX

EDAC
EW
EUCOM

FFIRN/FUDN
Number

FH

FOC

FMC

FUD

FWD

GCCS
GINS
GIG
GMT
GPS
GTE
GTG
GW

APPENDIX A
ACRONYMS (continued)

Defensive Counter Air

Multi-TDL Data Extraction and Reduction Guide

Data Identifier

Defense Intelligence Agency

Distributed Interactive Simulator

Data Field Identifier

Defense Information Systems Agency

Department of Defense Information Technology Portfolio
Repository

Data Net Control Station

Department of Defense

DoD Architectural Framework

Department of Defense Instruction

Doctrine, Organization, Training, Materiel, Leadership,
Personnel and Facility

Defense Switch Network

Distributed Test Operations Center

Data Terminal Set

Data Use Identifier

Data Extract

Error Detection and Correction
Electronic Warfare
European Command

Field Format Index Reference Number/Field Use Designator

Fort Huachuca

Full Operational Capability
Fully Mission Capable
Field Use Designator
Forwarder

Global Command and Control System
Global IBS Network Server

Global Information Grid

Greenwich Mean Time

Global Positioning System

Gateway Terminal Emulator

GIG Technical Guidance

Gateway
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HF
HPCMPO

A
IAW
IBS
IBS-LOS
IBSSO
ICP
ICP
ICTO
IDS
IE
IEA
IER
IMP
INFO
INTEL
ISP
ISR
ITP

IT

W
IWL

JADSI
JARP
JCIDS
JCPAT-E
JIEO
JIMES
JIT

JITC
JTIDS
JIT

JITP
JITPP
JMAL
JMETC
JMPTR
JMTCCB
JOCAT

APPENDIX A
ACRONYMS (continued)

High Frequency
High Performance Computer Modernization Program Office

Information Assurance

In Accordance With

Integrated Broadcast Service

IBS Line of Site

BS Support Office

Interface Change Proposal
Interoperability Certification Panel
Interim Certificate to Operate
Intrusion Detection System
Information Exchange

Information Exchange Architecture
Information Exchange Requirements
Implementation

Information

Intelligence

Information Support Plan
Intelligence, Surveillance, and Reconnaissance
Interoperability Test Panel
Information Technology
Integrated Waveform
Interoperability Watch List

Joint Air Defense Systems Integrator

Joint Analysis Review Panel

Joint Capabilities Integration and Developments System
Joint C4l Program Assessment Tool-Empowered

Joint Interoperability & Engineering Organization

Joint Interoperability Modular Evaluation System

Joint Interoperability Test

Joint Interoperability Test Command

Joint Tactical Information Distribution System

Joint Interoperability Test

Joint Interoperability Test Plan

Joint Interoperability Test Plan and Procedures

Joint Message Analysis Laboratory

Joint Mission Environment Test Capability

Joint MTF Preliminary Trouble Report Processing System
Joint Multi-TADIL Configuration Control Board

Joint Operational C4l Analysis Team

A-3



JPTR
JREAP
JS
JSAF
JTDL
JTT-Sr
JICS

KG

MAGTF
MCE
MIDS
MIN
MILSATCOM
MIL-STD
MGT
MLST3
MOU
MSG
MSGID
MNS
MRTFB
MTP

NBC
NETOPS
NOC
NORTHCOM
NOV
NR-KPP
NRT
NSA
NSANet
NSITE
NSS

OCA
OPFAC
OPR
OPS

APPENDIX A

ACRONYMS (continued)

Joint Preliminary Trouble Report Processing System
Joint Range Extension Application Protocol

Joint Staff

Joint Semi-Automated Forces simulator

Joint Tactical Data Link Laboratory

Joint Tactical Terminal — Senior

Joint Worldwide Intelligence

Data Encryption Devise

Marine Corps Air to Ground Task Force
Military Communications-Electronics Board
Multifunctional Information Distribution System
Minimum

Military Satellite Communications

Military Standard

Management

Multi Link System Test and Training Toll
Memorandum of Understanding

Message

Message ldentity

Mission Needs Statement

Military Range and Test Facility Base
Master Test Procedure

Nuclear, Biological, and Chemical
Network Operations

Network Operation Center

Northern Command

November

Net Ready-Key Performance Parameter
Near-Real-Time

National Security Agency

National Security Agency Network
Network System Integration & Test Environment
National Security Systems

Offensive Counter Air
Operational Facilities

Office of Primary Responsibility
Operations
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(ON]!

ORD
ORIG NO
ov

PC
POC
POA&M
PKI
PRS
PRDD
PTR
PTU
PTUC

R5
REV
RFI
RX

S/A

SADL

SEC
SENSOREP
SCT

SDS
SDREN
SDD

SDN

SEAD
SIMD
SLEW

SLT
SIPRNET
SPAWAR
SSC Pacific
STP

SUT

SV
SYSCON

TA

APPENDIX A
ACRONYMS (continued)

Open system Interconnection
Operational Requirements Document
Originator Number

Operational View

Personal Computer

Point of Contact

Plan of Action and Milestones

Public Key Infrastructure

Platform Requirements Specification
Platform requirements Difference Document
Preliminary Trouble Report

Participating Test Unit

Participating Test Unit Coordinator

Reissue 5

Revision

Request for Information
Receive

Service/ Agency

Situation Awareness Data Link

Software Engineering Center

Sensor Tactical Contact Report

Standards Conformance Testing

Source data Specification

Secure Defense Research and Engineering Network
Service Difference Document

Service Delivery Node

Suppression of Enemy Air Defense

Single Instruction, Multiple Data

Single Tone Link 11 Waveform

Service-level Test

Secret Internet Protocol Router Network

Space and Warfare Center Systems Center
Space and Naval Warfare System Center Pacific
System Tracking Program

System Under Test or Systems Under Test
Systems View

System Control

Tactical
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TAB
TACREP
TACELINT
TCP/IP
D

TDL
TDIMF
TDMA
TDP
TDS
TENA
THAAD
TIAC

TIDP-TE
TIN

TR

TV

UHF

U

USA
USAF
USJFCOM
USMC
USMTF
USN

VMF
VTC
VTT

WAN
WWW

XML

APPENDIX A
ACRONYMS (continued)

Tabular

Tactical Report

Tactical Electronic Intelligence

Transmission Control Protocol/Internet Protocol
Test Director

Tactical Data Link

Tactical Data Inter-computer Message format
Time Division Multiple Access

Tactical Data Processor

Tactical Data System

Test and Training Enabling Architecture
Terminal High Altitude Air Defense

Theater Air and Missile Interoperability Assessment
Capability

Technical Interface Design Plan (Test Edition)
Theater Interface Node

Trouble Report

Technical View

Ultra High Frequency

United States

United States Army

United States Air Force

United States Joint Forces Command
United States Marine Corps

United States Message Text Format
United States Navy

Variable Message Format
Video Teleconferencing
VMF Test Tool

Wide Area Network
World Wide Web

Extensible Markup Language
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APPENDIX B

TACTICAL DATA LINK TEST CYCLE AND POLICIES

B-1. GENERAL. This appendix provides supplemental details to facilitate the
maintenance of current and future Tactical Data Link (TDL) standards and the
certification of interoperable Information Technology (IT) and National Security Systems
(NSS) system software for use on operational TDL networks. Figure B-1 show a typical
test cycle for a Joint Interoperability test (JIT).

Table B-1. TDL Test Cycle

Timeline HEES e Event/Action
After Test
Week 1 -21 Implementation and Test TRs received at JITC
Weeks 1-13 -21 Test Procedure Developed
Weeks 13-14 -8 S/A Review of Draft Test Procedure
Weeks 15-16 -6 Comments Incorporated
Week 17 -4 Final Test Procedure Distributed
Week 18 -3 Distribute Plan of Actions and Milestone (POA&M
Week 19 -1 Dry Run Conducted
Weeks 21-23 +0 Test Conduct (DX loaded to JITC TDL Web Board Daily
Weeks 24-26 +3 Post-Test Analysis (PTRs written by S/As and JITC)
Week 27 a4 PTRs loaded to JITC TDL Web Board (All analyze their PTRs — JITC consolidate
PTRs for JARP Agenda)
Week 29 +6 Conduct JARP
Weeks 30-32 +9 Complete Test Report
Week 33 +10 Complete Certification Letter and Summary
Week 34 +11 Update TR Status Database
LEGEND:
DX — Data Extract S/A — Service/Agency
JARP — Joint Analysis Review Panel TDL - Tactical data Link
JITC - Joint Interoperability Test Command TR - Trouble Report

POA&M — Plan of Action and Millstone
PTR - Preliminary Trouble Report

NOTE: This schedule is approximate. The exact schedule may vary although this sequence will always be followed.

B-2. TEST POLICIES.

B-2.1 The following are policies effecting participation, conducting, and operational
requirements for a JIT:

B-2.1.1 Participation:

B-2.1.1.1 Uncertified software versions are not allowed to participate in JITs, with the
exception of the SUTSs, except in rare instances and with the approval of the Joint
Interoperability Test Command (JITC) and the Service/Agency (S/A) Participating Test
Unit Coordinator (PTUC).

B-2.1.1.2 Each PTUC will provide certified IT/NSS or an approved test tool as a
participant in each TDL JIT, when available.

B-1




B-2.1.1.3 As systems implement new emerging TDL standards and the number of
operational systems implementing those standards is limited, they will be tested as
thoroughly as possible until other operational systems are available.

B-2.2 Conducting:

B-2.2.1 During a TDL JIT the Systems Under Test (SUT) and Participating Units will
begin to bring up their systems one hour prior to test time.

B-2.2.1 At any time during the test, the Test Director of the SUT, after coordination with
the S/A PTUC may determine it appropriate to discontinue testing and declare a NO
TEST. Normally this declaration automatically cancels the post-test analysis and the
JARP for the SUT.

B-2.2.2 Data Extraction (DX) software corrections may be verified during JITs, as
necessary.

B-2.3 Operational Requirement/No Test:

B-2.3.1 If only one system is under test, the test can be downgraded and continued as
an informal test if JITC and participating S/As agree. The TD of the SUT may request
that PTRs be written and an informal JARP will be held to validate them as deferred
PTRs.

B-2.3.2 If there are other SUTs and the NO TEST SUT has previously certified
software, the NO TEST SUT cannot “stand down," but must continue the test with the
previously certified software. If previously certified software does not exist, testing will
continue without the system.

B-2.3.3 For a multiple-SUT JARP, when one SUT has declared a NO TEST, TRs will
not be assigned against that SUT, but may be assigned against the SUT’s previously
certified software used to complete the test. No vote will be taken for the NO TEST
system and the test report will reflect the NO TEST declaration.

B-2.3.4 When a JIT is not completed and a SUT did not declare a NO TEST, the
analysis and JARP continues on schedule. It is the JARP's responsibility to determine if
enough testing was accomplished to validate the SUT's software.

B-2.3.5 If the JIT is validated by the JARP, a certification or non-certification
recommendation will be made to the JITC.

B-2.3.6 If the JIT is considered incomplete, TRs will still be assigned during the JARP.
If there are no changes to the SUT software, the next test of the system will test only
those areas not previously completed. If software changes are made, a new JIT is
required. The incomplete test status remains in effect until the 48-month test window is
exceeded, at which time the partial test becomes invalid.
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B-2.3.7 The JITC is obligated to issue a test report once formal testing has begun. Test
reports are issued on any test with or without a JARP once formal testing has begun.

B-2.3.8 It is acceptable to verify TR corrections for systems not under test in either of
the following instances as long as it is coordinated with the JITC prior to the JIT.

B-2.3.8.1 When a system is patrticipating in a TDL JIT that allows for the right conditions
to test a TR that was not available during the original certification test.

B-2.3.8.2 DX software corrections may be verified during TDL JITs as necessary.

B-2.3.8.3 TRs found during exercises may be tested to confirm validity of the problem.
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APPENDIX C
TROUBLE REPORT ASSESSMENT DEFINITIONS

C-1 General. The Joint Interoperability Test Command (JITC) and
Service/Agencies (S/As) will determine if a Trouble Report (TR) documents a
problem with a potential to degrade an essential mission capability or an
operational function. During the Joint Analysis Review Panel the JITC and each
S/A will assign a priority and a probability level to every TR. The combination of
priority and probability level determines the TR's overall risk to the essential
mission capability, system functionality, or operational activities. For example, a
TR assigned a priority of 1 and a probability level of A will result in a risk
assessment and an operational impact of extremely high, where an immediate
resolution is mandatory. Each TR will be assigned a JITC TR number and added
to the JITC TR database. Appendix E provides detailed PTR Instructions.

C-1.1 The Risk Assessment Matrix, Figure C-1, provides the criteria to determine
the potential impact on essential mission capability, system functionality, or
operational activities. The Risk Assessment Matrix supports the JITC Standards
Conformance assessment or certification decision.

C-2. Risk Assessment. Table C-1 lists the possible combinations of priority
and probability level associated with the risk assessment matrix.

Table C-1. Risk Assessment Matrix

PROBABILITY PRIORITY
LEVEL

Moderate

Moderate Moderate

E Moderate Moderate
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C-2.1 Priority. Table C-2 lists the four priorities and definitions associated with
the JITC risk assessment matrix.

Table C-2. Priority Definitions

PRIORITY DEFINITION

A critical error that prevents the accomplishment of a critical mission capability, system function, or operational activity.

1 Loss of life or permanent disability may occur. Loss of major or mission-critical system or equipment. Mission-critical
security failure. Unacceptable collateral damage.
A significant error that degrades the accomplishment of a critical mission capability, system function, or operational

2 activity. Personnel injury or temporary disability may occur. Extensive damage to equipment or systems, Security risk.
Possibility of collateral damage.

3 An error that disrupts or delays the accomplishment of a non-critical mission capability, system function, or operational
activity. May reduce system functionality.

4 An error with little or no adverse impact on the accomplishment of mission capability, system function, or operational

activity. An operator inconvenience or annoyance.

C-2.2 Probability. Table C-3 lists the five probability levels and associated
definitions associated with the JITC risk assessment matrix.

Table C-3. Probability Definitions

PROBABILITY DEFINITION

A Likely to occur daily during the service life of an item. Expected to occur 90 -100% of the time over the duration of a
specific mission or operation.

B Likely to occur weekly during the service life of an item. Expected to occur 75 - 89% of the time during a specific
mission or operation.

c Likely to occur monthly during the service life of an item. Expected to occur 50 - 74% of the time during a specific
mission or operation.

D Likely to occur infrequently during the service life of an item. Expected to occur 25 - 49% during of the time during a
specific mission or operation.

E Occurrence unlikely, but can assume will almost never occur in service life of an item. Expected to occur <25% of the

time during a specific mission or operation.
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C-2.3 Operational Impact. Table C-4 lists the Operational Impact and
associated definition with the JITC risk assessment matrix.

Table C-4. Operational Impact

IMPACT DEFINITION

Unacceptable level of risk that results in the failure of a critical mission capability, system function, or

Critical operational activity, and/or loss of life or permanent personnel injury may occur. Requires immediate resolution.

Degradation to critical mission capability, system function, or operational activity, which may result in personnel

Moderate injury or temporary disability. Requires resolution as soon as possible.
Minor Degradation to a non-critical mission capability, system function, or operational activity. Resolution desirable
but management should weigh the risk and prevent any negative outcomes.
Other Little or no affect on the mission capability, system function, or operational activity. Acceptable without review by

management.

C-3 Mission Status. JITC will also report overall system mission statues. This
determination is based on a system being capable of accomplishing all its
assigned missions/operational activities/systems functions enabled by TDLs; the
system is capable of accomplishing all critical mission/operational
activities/systems functions enabled by TDLs with limitations as noted, or system
cannot accomplish one or more critical missions/operational activities/system
functions enabled by TDLs as noted. Table C-5 lists the Mission Status
definitions.

Table C-5. Mission Status

MISSION STATUS DESCRIPTION

The system is capable of accomplishing all its assigned
missions/operational activities/systems functions enabled by TDLs.
The system can perform all duties/roles/responsibilities assigned to the
platform by any applicable operation plans or CONOPS.

Fully Mission Capable

The system is capable of accomplishing all critical mission/operational
activities/systems functions enabled by TDLs with limitations as noted.
The system may not be able to accomplish one or more non-critical
missions/operational activities/system functions. The system cannot
perform one or more duties/roles/responsibilities assigned to the
platform by any applicable operation plans or CONOPS.

Partially Mission Capable

The system cannot accomplish one or more critical
missions/operational activities/system functions enabled by TDLs as
noted. The system also may not be able to accomplish one or more
non-critical missions/operational activities/system functions enabled by
TDLs. The system cannot perform multiple duties/roles/responsibilities
assigned to the platform by any applicable operation plans or CONOPS

Not Mission Capable

Legend:
CONOPS - Concept of Operations
TDLs- Tactical Data Links
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APPENDIX D
PLAN OF ACTION AND MILESTONES

D.1 General. This appendix contains an embedded example of a Tactical Data
Link (TDL) Joint Interoperability Test (JIT) Plan of Action and Milestones
(POA&M) document. The POA&M will be distributed to Service Agencies and
Participating Test Unit Coordinators for approval and signature prior to the start
of a TDL JIT.

POA&M
Example.docx
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APPENDIX E
TACTICAL DATA LINK PRELIMINARY TROUBLE REPORT INSTRUCTIONS

E-1. General. The JITC provides Service/Agencies (S/A) with the Joint
Preliminary Trouble Report (JPTR) database application designed to standardize
the Preliminary Trouble Report (PTR) preparation and exchange process and to
automate, as much as possible, the tasks associated with processing PTRs. The
current version of JPTR is accessible on the SIPRNet Defense Knowledge
Online at the following location: www.us.army.smil.mil/suite/page/17102). S/A’s
and authorized personnel will require login and password to access this
application. The S/As and the JITC will have the authority to upload PTRs.
PTRs, which do not include all required information, may be returned to the
originator without further review/action by JITC and the Joint Analysis Review
Panel. Figure E-1 is a modified copy of the TDL PTR Form and Table E-1
describes the fields and field descriptions associated with this PTR form.

OPR/ACT JARP TEST TYPE* TEST* ORIG CTL
SYS* DATE* NO.* NO.
RELATED PAGE* EVENT* TIME* DAY*
MESSAGES*

MIL-STD / DOCUMENTATION REFERENCE*

CERTIFIED JCIDS DOCUMENTS
OV- SV- TV-

( ) PROBLEM STATEMENT*
SHORT TITLE:* (U)

(U) SEVERITY PRIORITIES/OPERATOR IMPACT STATEMENT(1-4)*
(U) PROBABILITY OF OCCURRENCE (A-E)*

() SUPPORTING DATA*

( ) RESOLUTION

TR NO.

(Notes on the next page)
Figure E-1.Tactical Data Link Preliminary Trouble Report Form
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Figure E-1. Tactical Data Link Preliminary Trouble Report Form (continued)

NOTE: The * indicates these are mandatory fields that will completed by the Originator

REFERENCE: JIEO Circular 3010, February 1998

CLASSIFICATION: All portions of this PTR are DERIVED UNCLASSIFIED unless marked with a higher classification
DECLASSIFY ON: Upon Service/Agency declassification of system implementation and vulnerability data.

Table E-1. Preliminary Trouble Report Fields and Field Descriptions

Field

Field Description

OPR/ACT SYS

The Office of Primary Responsibility/Action System is completed by the originator. Maximum of
14 characters. This block identifies the system the PTR is written against. Only one system is
allowed per PTR.

JARP date is completed by the originator. Maximum of 11 characters. The program prompts for

YaRiEIanlS the JARP Date when starting up and inserts it in each PTR automatically.
Completed by the originator. Maximum of 26 characters. This identifies the test type, i.e., JIT or
TEST TYPE SLT. The program prompts for the Test Type when starting up and inserts it in each PTR
automatically, e.g., JIT and SLT
Completed by the originator. Maximum of 5 characters. This identifies the JIT test number in
TEST which the trouble was discovered, The program prompts for the Test when starting up and inserts
it in each PTR automatically..
ORIG. NO Originatpr Number is cpmpleted by the originato_r. Maximur_n Qf 4 characters. This is the
) sequential number assigned by each CC/S/A prior to submission to the JITC.
CTL NO A Control Number is assigned by the JITC as a cross-reference of PTRs for the JARP agenda.
RELATED Completed by the originator. Maximum of 25 characters. This indicates which TDL messages
MESSAGES are involved in the PTR.
Completed by the originator. Maximum of 8 characters. This identifies the page in the test
PAGE procedure where the trouble occurred, e.g., B-25. Every PTR should have a page to indicate
where the problem occurred.
Completed by the originator. Maximum of 8 characters. This identifies the event from the test
EVENT procedure where the trouble occurred, e.g., 1.1.a. Every PTR should have an event to indicate
where the problem occurred.
Completed by the originator. Maximum of 4 characters. This is the 4-digit Greenwich Mean Time
TIME (to the whole minute) when the trouble occurred or began, e.g., 0014. Every PTR must have a
time when the problem started.
Completed by the originator. Maximum of 2 characters. Completed by the originator. This
DAY identifies the JIT test day (starting with 1) on which the trouble occurred. Every PTR must have a
test day entered.
MIL-STD - . .
DOCUMENTATION Completed by the originator. Maximum of 70 characters. PTRs require a page and paragraph
REFERENCE number as well as the identity of the document, e.g., MIL-STD-6016C, P. 20, and Paragraph. 2.a.

Certified JCIDS

Provided by the Program Office. Documents such as the Information Support Plan and

Documents Capabilities Development Document that have been certified by the Joint Staff
Completed by the originator. The body of the statement can be a maximum of 14 lines of 70
characters each. Each PTR contains only one problem. This block has two parts:

PROBLEM Part one: Short Title. This is a short, unclassified sentence defining the problem. The Short Title

STATEMENT/ is a mandatory field of the PTR. Short Titles do not contain the system names.

Aol Part two: Provides an accurate description with track numbers and circumstances surrounding

OPERATIONAL S - . o ; )

IMPACT the trouble. The originator assigns a security classification after careful consideration of the
material IAW JIEO Circular 3010.
Network/Operational Impact statements are completed by the original and will be detailed to
justify the assigned JITC Risk Assessment Priority and Probability

SEVERITY Priorities are entered here and range from 1 through 4. All PTRs should have a severity entered.

PRIORITIES (1-4).

(See Appendix C for Priorities).
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Table E-1. Preliminary Trouble Report Fields and Field Descriptions

(continued)

Field

Field Description

PROBABILITY OF
OCCURRENCE (A-E)

The probability of the trouble occurring is entered here. All PTRs should have a probably
entered. (See Appendix C for Probability Definitions)

SUPPORTING DATA

Completed by the originator. Maximum of 15 lines. This section indicates which S/As DX was
used when the trouble was discovered, along with precise times and DX contents. Several S/As
DX may be listed. This section is also classified IAW JIEO Circular 3010

RESOLUTION Completed during the JARP

TR NO Completed during the JARP

Legend: OPR - Office of Primary Responsibility
ACT — Action ORIG - Origin

DX — Data Extract

IAW — In Accordance With

JARP — Joint Analysis Review Panel

JIEO — Joint Interoperability Engineering Organization
MIL-STD — Military Standard

NO - Number

PTR — Preliminary Test Report
SLT — Service Level Test

SIA — Service/Agency

SYS - System

TDL — Tactical Data Link

TR — Trouble Report

E-2. SERVICE/AGENCY PRELIMINARY TROUBLE REPORT IDENTIFIERS

E-2.1 S/A Problem Trouble Report Identifiers consists of one alphabetic
character which identifies the initiator's S/A three numeric characters which
identifies the PTR. PTR numbers are assigned sequentially using their assigned
block of numbers for each test. PTRs should be arranged and numbered in the
order of the test procedure, i.e., section, page, event, and time, prior to number
assignment. S/A identifiers and PTR number block assignments are shown in

the Table E-2 below.

Table E-2. Service/Agency Preliminary Trouble Report Number Block

Service/Agency

PTR Number Blocks

United States Army

A001 - A199

United States Navy

NOO1 — N199 (SPAWAR)

N200 — N399 (SUT)

United States Air Force

FOO1 — F199 (AFC2IC)

F200 — F299 (Other AF Systems)

United States Marine Corps MO001 - M199
National Security Agency S001 - S199
Joint Interoperability Test Command JO01 - J199

Legend:

AF - Air Force

AFC2IC - AF Command and Control Integration Center
AFB — Air Force Base

PTR - Preliminary Trouble Report
SPAWAR - Space and Warfare Center

SUT — System Under Test




E-3 JOINT TDL TROUBLE REPORT STATUS DATABASE.

E-3.1 The JITC provides configuration management of all assigned TRs, to
include publishing the Joint TDL TR status database following each JARP. This
database contain all assigned TRs arranged by systems for each S/A. JITC
posts database updates on the JITC TDL SIPRNet Web site.
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APPENDIX F
CLASSIFYING TROUBLE REPORTS

F-1. General. Trouble Reports (TRs) can be closed or modified at each Joint
Analysis Review Panel (JARP). TRs against a System Under Test (SUT) can
only be closed by the JARP, unless test circumstances warrant administrative
closure. Each Service/Agency (S/A) Participating Test Unit Coordinator (PTUC)
has one vote, with a simple majority of the votes carrying each issue. The PTUCs
will submit their service position papers to the JITC one week after the
completion of the JARP via e-mail. Deferred votes or abstentions are not
allowed. This requirement applies to all issues voted including JARP
recommendations for or against incorporating an Interface Change Proposal into
the Military Standard (MIL-STD) or certification, non-certification of a SUT or
decertification of any other participating system. As the Joint Staff designated
independent standards conformance and interoperability test certification
authority, JITC has the final say on whether a system is joint interoperable or
standard compliant. If a PTUC disagrees with the JITC they may contact the
Joint Staff J6 and present their arguments to the Interoperability Certification
Panel (ICP) in accordance with the CJCSI 6212.01.

F-1.1 If the JARP determines that the PTR requires action, a TR number is
initiated. The JITC assigns a two-letter prefix to each TR. The first letter identifies
the venue in which the TR resulted and the second letter identifies the interface
associated with the TR. Table F-1 lists the TR prefixes and definitions.

Table F-1. Trouble Report Prefix Definitions

FIRST LETTER VENUE
C Combined Interoperability Test
J Joint Interoperability Test
(©) Operational Exercise or Test
S Service-level Test or Standards Conformance Test/Assessment
SECOND LETTER ASSOCIATED INTERFACE
C Cursor—on-Target
J Link 16 or Link 16 Forwarding between Tactical Data Links
M United States Message Test Format
R Joint Range Extension Application Protocol
T Link 11, Link 11B, or Link 11/11B Forwarding
V Variable Message Format

F-1.2 The JITC also assigns a one-letter suffix to each TR that indicates the TR
class. The TR classes identify the general nature of the problem. Table F-2 lists
the TR suffix and class description.




Table F-2.

Trouble Report Class Descriptions

SUFFIX CLASS DESCRIPTION

Problems with the Military Standard. An example of this class of problem
would be an ambiguity in the Military Standard or the failure of a message
format to meet operational requirements. This class of Trouble Report

A Interface requires that the Office of Prime Responsibility generate an Interface
change Proposal and forwarded to the appropriate Joint Multi-Tactical
Data Link Configuration Control Board (JMTCCB) for action. The
JMTCCB is considered to be the final authority on standards issues
Identifies program coding errors or system design problems which require
corrections to affect compliance with the Military Standard or to meet

B Systems and/or Software interoperability requirements. Also included are software errors that
impact the interface, or failure of an automated system to interface as
specified.
This class identifies any errors associated with test procedures,

© Test interpretation of test procedures, or operator errors that result in
incomplete or improperly executed events.

Simulator, Data Extraction,
D Gateway, and/or other Problems or limitations with the laboratory hardware and/or software used
Laboratory Software and during testing
Hardware Problems

E Non-implemented ICPs Problems with a system that has not implemented an approved ICP.

F Forwarding Problems or limitation with the forwarding between Tactical Data Links

H Hardware Problems This cla_s_s id_entifies pro_b_lems or limitations with IT/NSS hardware, which
impact joint interoperability.

| Implementation Problems with a systems implementation specification of the system

Specification description document
Deficiencies in joint doctrine or procedures that were identified during
testing. If this class of Trouble Report is assigned, the Commander, Joint
. . Interoperability Test Command, will forward a letter to the Interoperability

L Joint Doctrine/Procedures Policy Test panel of the Military Communications-Electronic Board
identifying a problem that is beyond the scope of the Joint Analysis Review
panel.

Legend:

ICPs- Interface Change Proposals
IT — Information Technology

JMTCCB - Joint Multi-Tactical Data Link Configuration Control Board
NSS — National Security Systems

F-2. DECERTIFICATION PROCESS

F-2.1 Occasionally, testing may reveal critical IT/NSS system problems that
warrant the decertification of a previously certified system. During a JARP, the
JITC and PTUC will review decertification of a system. Decertified system will be
referred to the Interoperability certification panel and placed on the
interoperability watch list. When the JITC or a PTUC believes a system should
be considered for decertification, a PTR will be written stating the rationale for
decertification, e.g., number of significant TRs, etc. The JARP will discuss the
rationale and make a recommendation to the Commander, JITC.

F-3. EXAMPLES

F-3.1 Due to limited resources, a test did not include participants from all Service
Agencies, but it still resulted in the certification of a SUT. During subsequent
testing with participation from all S/A significant interoperability and compatibility
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problems were found. The JARP may determine these problems warrant
decertification of the system. Under these circumstances, the JARP assigns TRs
documenting the new problems and JITC issues a decertification letter.

F-3.2 Systems may also become decertified when uncorrected TRs cause it to
no longer remain interoperable. For example, a system becomes certified and
continues to participate in testing, however, it does not come back in for a
certification because the software has not been updated. As testing progresses,
TRs continue to be assigned to the system while it is a test participant. When the
TRs assigned have an adverse impact on the network, the system must be
examined and it may be recommended for decertification.

F-3.3 One week after the conclusion of the JARP, the PTUC will submit
certification position papers to JITC via e-mail.  For JIT testing, the JARP
recommends certification or non-certification of the version of system software to
operate in the joint network, based on technical and operational evaluation. The
JARP may also make a recommendation for decertification of any participating
system based on test data that results in a violation of standards. The JARP can
recommend a retest of the areas that were not adequately evaluated during a
test.

F-3.4 Decertified after a thorough JITC evaluation and analysis of fielded
operational problem(s) reported.

F-3.5 Certification expires after 4 years or upon changes that impact
interoperability.

F-4. CERTIFICATION RECOMMENDATION.

F-4.1 Each PTUC provides JITC with a certification position paper via e-mail.
The recommendations will contain, as a minimum:

F-4.1.1 Overall impression, including a certification, non-certification or
decertification recommendation.

F-4.1.2 Recommendations for non-certification should be considered when the
deficiencies identified by the open TRs assigned to the SUT indicate that the
system cannot perform its operational mission (as identified in its system
description) in the joint network and/or degrades the operations of another
system. TRs that remain open against the SUT, which were not ready for test,
will be reviewed by the JARP prior to voting to determine overall impact on the
network.

F-4.1.3 Recommendations to decertify participating systems will also identify the
deficiencies identified by open TRs that indicate the system cannot perform its
operational mission (as identified in its system description) in the joint network



and/or it degrades the operations of another system.

F-4.2 If JITC believes a SUT certification or non-certification recommendation by
the JARP should be reversed, the issue will be brought back to the PTUC,
usually via email. The PTUC will have the opportunity to review the JITC position
and provide additional input. If there is still disagreement, a meeting will be held
(via secure voice or Video Teleconference (VTC) if possible) to discuss the issue.
If no agreement can be reached, the issue will be documented by JITC with
CC/S/A input to be forwarded to the Joint Staff J6 for resolution by the ICP. The
ICP will report back to the JARP chairman, who will report ICP action to the
JARP when it is available.

F-4.3 In the event an IT/NSS system/software version is not certified, all TRs that
were tested shall remain open. In addition, the TRs written against the version
that failed certification will remain in effect until future versions demonstrate that
these problems no longer exist, or they are administratively closed.

F-4



APPENDIX G
JOINT ANALYSIS REVIEW PANEL PROCESS
G-1. GENERAL

G-1.1 The Joint Analysis Review Panel (JARP) is convened approximately four
to six weeks after each Joint Interoperability Test (JIT) event. The JARP
accomplishes various tasks associated with identifying and resolving problems
noted during a JIT event.

G-1.2 The JARP analyzes Tactical Data Link (TDL) JIT test results in order to
make a recommendation for or against certification of the System(s) Under Test
(SUT) and its ability to operate in a joint TDL network. The JARP may also
recommend decertification of any system based on JIT test results and analysis.

G-2. JARP ORGANIZATION

G-2.1 The JARP consists of a Joint Interoperability Test Command (JITC)
chairman, one voting member from each Service/Agency (S/A), Participating
Test Unit Coordinator (PTUC), and any additional supporting personnel the
PTUC deems as necessary. All members attending the JARP should have
sufficient expertise to adequately address technical evaluations and
network/operational impact statements. Additional personnel from the JITC will
attend a JARP to provide technical and administrative support.

G-3. JARP ACTIVITIES

G-3.1 Prior to a JARP, JITC and S/A personnel will document problems identified
during a JIT as Preliminary Trouble Reports (PTR). JITC will collect all PTRs and
combine them into a JARP Agenda. The JARP Agenda includes current and
deferred PTRs from previous JARPs. The JARP will discuss each PTR and
determine whether the PTR is valid or invalid and assign a Trouble Report (TR)
number and an action Office of Primary Responsibility (OPR) for each valid PTR.
The JITC can be assigned as an OPR for a TR for items such as test tool
problems, test procedure errors, or network problems. All PTRs on the Agenda
must be addressed and given a status by the end of the JARP. If an impasse
occurs, the JARP is polled and the majority opinion determines the status for the
PTR in question. JITC is the final authority to override any decision made by the
JARP participating members.
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G-4. JIT PLANNING

G-4.1 Each JARP will include three JIT planning discussions; Initial, Mid-term,
and Final.

G-4.1.1 Initial Planning Discussion: This discussion will be the initial planning for
a JIT three cycles in the future. Discussions will include SUTs and Participating
Units, TDL networks to be tested, and requesting the Request for Information
work sheet be completed in its entirety. Additional items will be added to the
discussion as required.

G-4.1.2 Mid-Term Planning Discussion: This discussion will be the Mid-Term
planning for a JIT two cycles into the future. A review to include SUTs and
Participating Units, configuration diagrams, and additional items will be added to
the discussion as required.

G-4.1.3 Final Planning Discussion: This discussion will center on the next JIT
and provide a final update.

G-5 JARP RESPONSIBILITIES
G-5.1 JITC Commander Responsibilities
G-5.1.1 Appoint the JITC JARP chairman, normally the JITC JIT Test Director.

G-5.1.2 Publish and distribute the Quick Look reports, test report, and
certification, non-certification or decertification letters.

G-6 JARP Chairman Responsibilities
G-6.1 Ensure all attendees have the proper security clearances.

G-6.2 Prepare the JARP Agenda and ensure the Agenda is available for all
attending PTUCSs or their designated representative.

G-6.3 Ensure reference documentation and Data Extraction (DX) from the JITC
and S/As are available for use during the JARP.

G-6.4 Conduct the JARP, ensuring all PTRs are discussed and properly
processed, as well as any other discussion items and ensure discussions are
recorded and reflected in the JARP minutes.

G-6.5 Ensure the TR database is updated as well as the JITC System Tracking
Program.
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G-7. PTUC Responsibilities

G-7.1 Provide advisors, as required, to the PTUC. The advisors must have
sufficient expertise to discuss problems found and to address
network/operational impact statements.

G-7.2 Advise the JARP Chairman of the identity and security clearances of all
attendees. Clearances are to be on file in the JITC Security Office prior to the
beginning of each JARP.

G-7.3 Ensure timely submission of PTRs and DX to the JITC and other
participants, as required.
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APPENDIX H

TEST PROTOCOL

H-1. TEST PROTOCOL

H-1.1 General The proper execution of Joint Interoperability Test and a
thorough and accurate posttest analysis depend on positive communication
among all participants at all times. The following procedures facilitate positive
communication and provide system operators and test participants with
standardized procedures.

H-2. JITC TEST DIRECTOR (TD)
H-2.1 The JITC TD will control all aspects of the test.

H-2.2 The JITC TD will allow enough time between scripted events and table
items to ensure periodic transmissions are completed correctly.

H-2.3 At times during the test, the TD will call a "Test Hold" and specify the time
the Hold starts, the approximate duration of the Hold, and the reason for the
Hold. This indicates testing will stop temporarily. This usually occurs when a
unit is having problems such as a system crash or when links go down. All units
must acknowledge the Hold: e.g., "call sign COPIES HOLD." PTRs against
units for erroneous transmissions during Holds will not be recorded.

H-2.4 For events that call for all operators or test participants to verify (ALL:
Verify...), the TD will voice "BANDOLEER, VERIFY event number." Use the
term “BANDOLEER” when referring to all units. This indicates all units (as able)
must verify receipt of the specified data. That is, units that implement the
specified data will voice, "call sign VERIFIES" or "call sign NO JOY," if they
could not verify. If not prompted to verify, then only speak up when an error is
found or something did not reach your unit.

H-2.5 The TD will call the “Hold Off" after all units have checked in. All units
must acknowledge the Hold is called OFF before the TD will resume the test:
e.g., "call sign COPIES HOLD OFF."

H-3. SYSTEM OPERATORS AND TEST PARTICIPANTS

H-3.1 Will execute scripted events or take system actions that will affect the test
only after directed to do so by the TD.
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H-3.2 When the TD directs a system operator or test participant to execute an
event or take an action, the unit should reply to the TD with a "ROGER" to
indicate you heard the TD.

H-3.3 When an operator or test participant completes a directed action, it should
voice "COMPLETE."

H-3.4 Operators or test participants must be familiar with the test procedure and
should know the appropriate switch actions to accomplish scripted events.

H-3.5 Operator errors occasionally happen, e.g., the wrong switch action or an
inadvertent action is taken. All units must voice operator errors: e.g., "THIS IS
call sign, WE HAD AN OP ERROR." This precludes analysts from writing
unnecessary Preliminary Trouble Reports (PTRS).

H-3.6 Upon receiving information (alerts, etc...), operators and test participants
must voice reception: e.g., "THIS IS call sign, WE RECEIVED AN ALERT."

H-3.7 When the test procedure calls for JITC to disclose video to a unit (JITC:
Disclose video to . . .), that unit is thereby directed to take the designated track in
common/local. Units that do not receive radar stimulus from JITC must provide
their own radar stimulus as required, or just enter the track at the location.

H-3.8 All units must check in on the voice net once the Hold duration is over:
e.g., "call sign CHECKING IN."

H-3.9 If a participating unit requires a Hold, that unit should voice the requirement
to the TD and specify an approximate duration and a reason for the Hold. The
TD will decide whether or not to call a Test Hold or wait for a more opportune
time.

H-3.10 To assist posttest analysis, analysts should make written notes directly on
their test procedure. The margins of the test procedure are intentionally wide to
facilitate note taking. Notes should include the ZULU (GMT) time each event
was accomplished, op errors, transmission or reception verifications or
discrepancies, anomalies, holds, standbys, system problems voiced by any test
participant, etc.... Notes should include any data that might help an analyst
remember, understand, or verify a sequence of events.
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APPENDIX |
INTEGRATED BROADCAST SERVICE

I-1. GENERAL. This appendix provides supplemental details to facilitate the
maintenance of current and future operational Common Message Format (CMF) and
legacy message standards and the certification of interoperable information technology
(IT)/National Security Systems (NSS) for use on operational Integrated Broadcast
Service (IBS) networks.

I-2. SYSTEM FUNCTIONAL DESCRIPTION.

IBS is theater-tailored dissemination architecture with global connectivity using a
standardized format (IBS CMF (Military Standard (MIL-STD) 6018)) and is designed to
be fully interoperable with current and future tactical and strategic systems. The IBS
architecture focuses on tactical information requirements and on the requirements of
strategic decision-makers. At full operational capability (FOC), users expect the Global
IBS Network Server (GINS) and the Theater Interface Nodes (TINS) to communicate
over networks using the CMF, the format transmitted by all producers and processed by
the Warfighter’'s Tactical Data Processors (TDPs).

I-2.1 The IBS Support Office (IBSSO) uses the GINS to disseminate Intelligence,
Surveillance, and Reconnaissance (ISR) information from producers to warfighters in
support of ongoing tactical operations, planning, and in-depth intelligence analysis. The
Combatant Commanders (COCOMSs) use their TINs to disseminate all pertinent ISR
data to theater warfighters.

[-2.2 IBSSO maintains responsibility for managing information flowing between theaters.
The GINS receives data from national, second party, and theater-based ISR producers
and develops filtered and unfiltered data streams for distribution. The GINS
disseminates all available data to selected network users and to the COCOM TINs for
direct incorporation on the Common Interactive Broadcast (CIB) (an Initial Operational
Capability (I0C) requirement) for national, theater, and second party consumers and
producers. The GINS provides the network interface for Secret data to and from
second party partners.

I-2.3 The IBS architecture has several major elements:

[-2.3.1 The CIB on an Ultra High Frequency (UHF) satellite channel, in a MIL-STD
Demand Assigned Multiple Access (DAMA) compliant waveform, line-of-sight using the
wideband networking waveform (WNW), and Joint Tactical Terminal (JTT)/Common
Integrated Broadcast Service-Modules (CIBS-M).

[-2.3.2 A GINS that receives data from each theater and provides an integrated,
worldwide picture to network connected consumers/producers.

[-2.3.3 A COCOM TIN where out-of-theater and local consumers not directly receiving
the CIB can receive the data via Transmission Control Protocol/Internet Protocol
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(TCP/IP) network. Additionally, the TIN will receive and inject data onto the CIB from
producers that do not have direct access.

[-2.3.4 CMF; a Tactical Data Link (TDL), MIL-STD 6018, replaces legacy intelligence
broadcast message formats and facilitates the exchange of IBS and Link-16 data in
accordance with MIL-STD 6020, Appendix F.

I-2.4 IBS satisfies the warfighter’s requirements for timely Threat Warning and
Situational Awareness information.

I-2.4.1 This information is continually updated from strategic, operational, and tactical
sensors and producers. IBS consumers/producers can correlate data by using the
Global Track Number (GTN) assigned to each IBS message.

[-2.4.2 IBS disseminates SECRET releasable data and will adhere to national policy
when providing data to the following second party members: Australia, Canada, Great
Britain, and New Zealand. Figure I-1 shows the IBS operational architecture.

CciB

Theater X

Theater
—> Producers / / Producers €
JTT-Sr / JTT-Sr
Warfighter Warfighter
TDPs £ cus TDPs

1BS
VAN

JWICS! COCOM 1B 185 COoCoM JWICS)
Rty TINs [ wan (GINS West e | TINSs SIpRNE:

NORTHCOM Cheyenne Mt Ft Meadte CENTCOM
PACOM EUCOM
1‘ JwICS] 1‘
NSANet/ N3/let
JWICSH JWICSH
SIPRNet SIERNeL SIPRNet
National 20 Party
Producers Partners
LEGEND:
CENTCOM Central Command JWICS el Wor'ldw_lde EEREE
Communications System
CiB Common Interactive Broadcast NORTHCOM Northern Command
COCOM Combatant Commander NSANet National Security Agency Network
Cus CIB Uplink Site PACOM Pacific Command
EUCOM European Command SIPRNet SECRET Internet Protocol Router Network
GINS Global IBS Network Server TDP Tactical Data Processor
IBS Integrated Broadcast Service TIN Theater Interface Node
JTT-Sr Joint Tactical Terminal - Senior WAN Wide Area Network

Figure I-1. IBS Operational Architecture
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I-3. TEST PURPOSES

The Joint Interoperability Test Command (JITC) will conduct testing to determine
the extent IBS consumer/producer systems satisfy Service-level Information Exchange
Requirements (IERs) and system data exchanges as identified in IBS and system
requirements documents.

[-3.1 Consumer/Producer Systems. All IBS consumer systems require IBS
certification to receive operational keying materials. All IBS producer systems shall be
certified by the IBSSO as a producer prior to being allowed to participate on the IBS-N
and/or CIB. Compliance to the MIL-STD 6018, Concept of Operations (CONOPS), and
a successful Joint Interoperability Test (JIT) are required for certification.

I-4. REQUIREMENTS

I-4.1 Common Interactive Broadcast. IBS migrates the existing legacy UHF
broadcast systems IBS-Simplex (IBS-S), IBS-Interactive (IBS-I), and IBS-Line-of-Sight
(IBS-LOS) to the CIB. The CIB is a collaborative effort led by the Defense Information
Systems Agency (DISA). DISA developed and delivered the common use DAMA MIL-
STDs for the Integrated Waveform (IW) and Data Control Layer. The target radio for
initial CIB operations is the JTT-Senior (JTT-Sr). DISA and the JTT program office
integrated CMF processing, the IW, and the CIB Data Control Layer (MIL-STD-188-
186).

The CIB provides time sensitive threat data and other essential information to tactical
users participating in combat and other military operations. It maximizes the use of
limited UHF bandwidth by implementing new MIL-STDs. The CIB enables theater,
tactical, and national producers to directly input survival information into a theater-
tailorable prioritized broadcast for direct receipt by the warfighters. The CIB also
enables producers to amplify and update reports from other producers and to conduct
collaboration, sensor cross-cueing, and track amplification.

[-4.2 Common Message Format (CMF). IBS migrates legacy message formats (e.g.,
OILSTOCK, Source Data Specification (SDS), Tabular-37 (TAB-37), Tactical Data Inter-
computer Message Format (TDIMF), United States Message Text Format (USMTF)
Tactical Report (TACREP) and Tactical Electronic Intelligence (TACELINT) etc.) to
CMF. CMF provides a message format to balance bandwidth usage, a GTN scheme for
larger capacity and contact identification, and an inter-computer format for IBS
operations.

I-4.3 Legacy Broadcasts

I-4.3.1 IBS-S: The IBS-S provided timely global surveillance information for sensor
cueing and Indications and Warnings. Data is forwarded from sensor to
communications gateway and/or relay for dissemination to worldwide military users via
geosynchronous UHF satellite links. IBS-S data sources include national and tactical
sensor systems.



[-4.3.2 IBS-I: The IBS-I provided Near-Real-Time (NRT) situational awareness
information from a network of interactive participants using multiple sensors and
sources. IBS-l used UHF MILSATCOM assets for network operation and for the relay
of out-of-theater specific information into the tactical user’s area of operations. IBS-I
participants included a wide variety of national, airborne, surface, and subsurface
platforms.

[-4.3.3 IBS-LOS: The IBS-LOS provided high accuracy targeting data to multi-
service/Joint Services Command, Control and Intelligence (C2I) users. IBS-LOS
network supported full-duplex data connectivity between user terminals and was
designed to provide NRT intelligence reports focused on high payoff ground threat to
joint forces battle managers at all echelons to support maneuver, threat avoidance,
targeting, mission planning, and sensor cueing.

[-5. NETWORK SERVICES

I-5.1 The IBS GINS/TINs design incorporates the ability to receive large volumes of
intelligence data from national and theater intelligence producers. GINS/TINs provide
the consumer the capability to dynamically tailor and manage user profiles. User
profiles provide filtered and prioritized subsets of intelligence data in specified message
formats via preferred communications paths (Broadcast, Secure Telephone Equipment
(STE) and Secure TCP/IP).

I-5.2 Data Forwarding. Interoperability is enhanced by data exchange between Link-
16, Joint Range Extension Applications Protocol (JREAP), Variable Message Format
(VMF), and IBS. The forwarding capability for approved message transfer is
documented in MIL-STD 6020.

I-6 SCOPE

JITC will evaluate System(s) Under Test (SUT) in an operationally representative
environment during test events. JITC collects truth data to compare with the information
that is disseminated by each producer system and received, processed, and accurately
displayed by each consumer system. This data comparison provides details of
consumer/producer system capabilities to meet the accuracy, throughput reliability,
timeliness, and usability criteria necessary for Joint Interoperability Test Certification.
JITC collects truth data for all required message formats and interoperability data from
all available consumer TDP interfaces using TCP/IP and CIB during joint
interoperability, developmental and operational test events. IBS interoperability testing
involves the JITC TIN for receipt, translation, and dissemination of CMF and legacy
message formats.

-7 METHODOLOGY

[-7.1 JITC determines the interoperability status of SUTs by evaluating
consumer/producer system capabilities to satisfy data accuracy, throughput reliability,
timeliness, and usability of IBS data and information exchanges. Information and data
exchange requirements are derived from the Joint Staff approved Operational
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Requirements Documents (ORD) for IBS and the Joint Tactical Terminal (JTT) and
Common Integrated Broadcast Service Modules (CIBS-M). JITC utilizes test tools to
compare collected truth data with messages received and processed by the SUT, while
observing TDP displays and reviewing message logs.

[-7.1.1 SUT. SUT interoperability test results will be presented in narrative text similar
to Tables I-1 through I-5.

Table I-1. Sample SUT Accuracy Results

NUMBER OF NUMBER OF
MESSAGES MESSAGES MET
MESSAGE WITH ERRORS
suT FORMAT  [SENT | o (Ves or Noj | COMMENTS
RECEIVED FROM BY LOG | DISPLAY (See Note)
JITC SUT FILES FILES
TIN
CMF
OILSTOCK
SUT Name °DS
TAB-37
TDIMF Rev F
USMTF

NOTE: The SUT must receive, process, and display 99.99 percent of required message formats without character errors that
affect the ability to correlate, fuse, process, and/or display data.

LEGEND:

CMF Common Message Format SUT System Under Test

JITC Joint Interoperability Test Command TAB-37 Tabular-37

Rev Revision TDIMF Tactical Data Inter-computer Message Formats
RX Received TIN Theater Interface Node

SDS Source Data Specification USMTF United States Message Text Format
SENSOREP  Sensor Tactical Contact Report




Table I-2. Sample SUT Throughput Reliability Results

SUT

MESSAGE
FORMAT
RECEIVED

NUMBER OF
MESSAGES

MET CRITERIA
COMMENTS

SENT FROM

JITC TIN

RXBY
SUT

(Yes or No)
(See Note)

CMF

OILSTOCK

SDS

SUT Name

TAB-37

TDIMF Rev F

USMTF

NOTE: The SUT must receive, process, and display 99 percent of required message formats without character errors that affect
the ability to correlate, fuse, process, and/or display data

LEGEND:
CMF Common Message Format SUT System Under Test
Rev Revision TAB-37 Tabular-37
RX Received TDIMF Tactical Data Inter-computer Message Formats
SDS Source Data Specification TIN Theater Interface Node
SENSOREP Sensor Tactical Contact Report USMTF United States Message Text Format
Table I-3. Sample SUT Timeliness Results
MESSAGE TRANSFER
MESSAGE MET CRITERIA
SuT FORMAT JITC TIN (Yes or No) COMMENTS
TIME S
CMF
OILSTOCK
SDS
SUT Name
TAB-37
TDIMF Rev F
USMTF

NOTE: The SUT must receive, process, and display 99 percent of required message formats without character errors that affect the

ability to correlate, fuse, process, and/or display data.

LEGEND:

CMF Common Message Format SUT System Under Test

JITC Joint Interoperability Test Command TAB-37 Tabular-37

Rev Revision TDIMF Tactical Data Inter-computer Message Formats
RX Received TIN Theater Interface Node

SDS Source Data Specification USMTF United States Message Text Format
SENSOREP Sensor Tactical Contact Report




Table I-4. Sample SUT Usability Results

NUMBER OF MESSAGES MET
MESSAGE CRITERIA
SUT FORMAT (Yes or COMMENTS
RECEIVED RX Processed | Displayed No)
With Error | With Error (See Note)
CMF
OILSTOCK
SDS
SUT Name
TAB-37
TDIMF Rev F
USMTF

NOTE: The SUT must receive, process, and display 99 percent of required message formats without character errors that affect the
ability to correlate, fuse, process, and/or display data.

LEGEND:
CMF Common Message Format TAB-37 Tabular-37
Rev Revision TDIMF Tactical Data Inter-computer Message
RX Received Formats
SDS Source Data Specification TIN Theater Interface Node
SENSOREP Sensor Tactical Contact Report USMTF United States Message Text Format
SUT System Under Test
Table I-5. Sample SUT Interoperability Status
SUT MESSAGE IBS NETWORK(S) INTEROPERABILITY
?
ReQUIREMENT | ST | e (e Note
CiB SIPRNet
CMF
OILSTOCK
i D
Receive, process, T — SDS
and display TAB-37
TDIMF Rev F
USMTF

NOTE: The SUT must receive, process, and display 99 percent of required message formats without character errors that affect the
ability to correlate, fuse, process, and/or display data.

LEGEND:
CiB

CMF

IBS

Rev

RX

SDS
SENSOREP

Common Interactive Broadcast
Common Message Format
Integrated Broadcast Service

Revision
Received

Source Data Specification

Sensor Tactical Contact Report

Secret Internet Protocol Router Network

Tactical Data Inter-computer Message Formats

SIPRNet

SUT System Under Test
TAB-37 Tabular-37

TDIMF

TIN Theater Interface Node
USMTF

United States Message Text Format
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APPENDIX J
VARIABLE MESSAGE FORMAT STANDARDS CONFORMANCE
J-1 PURPOSE

J-1.1 The purpose of Variable Message Format (VMF) Standards Conformance
Testing (SCT) is to ensure that each system under test correctly implements the
message functions as specified in the applicable Military Standard for the system
under test. This appendix provides Service/Agencies (S/A) with an approach for
test planning, test procedure development, test conduct, data analysis, and
reporting the results of VMF SCTs.

J-2. STANDARDS CONFORMANCE TEST REQUIREMENTS

J-2.1 Applicable Military Standards and Other Pertinent Documents. MIL-
STD-6017B (current version) provides S/As with joint interoperability standards,
including message, data element, and protocol standards. The standard applies
to all Tactical Data Systems (TDSs) required to interoperate with one or more
other TDSs using VMF over any media. Future versions of this plan might also
include VMF-XML requirements, when defined, and VMF forwarding
requirements; e.g., VMF to Link 16 and VMF to IBS.

J-2.1.1 Although MIL-STD-6017B is the current VMF standard, many Department
of Defense (DoD) systems are still implementing previous versions of the VMF
standard. Table J-1 shows two previous VMF standards which Service Program
Offices are using to support VMF operations.

Table J-1. Previous VMF Standards

SHORT TITLE LONG TITLE

Variable Message Format (VMF) Technical Interface Design

UlEEEUS S Plan (Test Edition) Reissue 5, 18 January 2002
MIL-STD-6017 Variable Message Format (VMF) MIL-STD-6017, 1 April 2004
LEGEND:
MIL-STD - Military Standard TIDP-TE - Technical Interface Design Plan (Test Edition)

R5 - Reissue 5

J-2.1.2 In addition to the VMF standard, the following documents are pertinent to
VMF SCT:

J-2.1.2.1 MIL-STD-2525B, Change 1, "Warfighter Symbology."

J-2.1.2.1.1 MIL-STD-2525B, Change 1, provides common warfighting symbology
along with details on its display and plotting to ensure the compatibility and, to
the greatest extent possible, the interoperability of C4l systems.

J-2.1.2.1.2 After receiving certain VMF messages, some VMF-capable systems
process the incoming VMF message and automatically display MIL-STD-2525B
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symbols and graphics on the system under test display. Table J-2 shows VMF
messages systems typically receive, process, and display as MIL-STD-2525B
warfighter symbols or tactical graphics. Testers evaluate a system under test
ability to display symbols and tactical graphics against the MIL-STD-2525B and
implementation requirements shown in the system’s interface requirements
documentation (i.e., Interface Control Document (ICD), Interface Requirements
Specification (IRS), Interface Design Document (IDD), etc.).

Table J-2. VMF Messages that Display Warfighter Symbology

MESSAGE NUMBER MESSAGE TITLE
K04.1 Spot/Salute or Observation Report
K04.2 Land Route Report
K04.3 Obstacle Report
K04.9 Bridge Report
K05.1 Position Report
K05.2 NBC-1
K05.4 NBC-3
K05.6 NBC-5
K05.13 Threat Warning
K05.17 Overlay
K05.19 Entity Data

LEGEND:
NBC - Nuclear, Biological, and Chemical VME - Variable Message Format

J-2.1.2.1.3 MIL-STD-2045-47001D, "Connectionless Data Transfer Application
Layer Standard."

J-2.1.2.1.3.1 MIL-STD-2045-47001D addresses part of the communications
protocol and procedures for the exchange of digital data among Data Message
Transfer Devices (DMTDs), between DMTDs and C4l systems, and among C4l
systems participating in inter- and intra-Service tactical networks. This standard
defines the minimum, essential data communications parameters and protocol
conventions that are necessary to support the handling and exchange of single
messages or concatenated messages [a series of messages that are combined
together in a single user data block for delivery to the same destination(s)] over
sub networks and point-to-point links. Developers of VMF systems must
incorporate the requirements of this standard into their systems because it is
essential for the exchange of VMF between VMF-capable systems.

J-2.1.2.1.3.1.2 The VMF SCT will include MIL-STD-2045-47001D conformance,
because VMF-capable systems use MIL-STD-2045-47001D headers to
exchange VMF messages across digital networks.

J-2.1.2.1.4 The VMF Interface Operating Procedures Supplement to the Joint
Multi-Tactical Digital Information Link Operating Procedures (JMTOP), Chairman
of the Joint Chiefs of Staff Manual 6120.01D-3. The JMTOP provides a general
description, planning guidance, and standard operating procedures for employing
TDSs that exchange information using VMF messages and complements other
VMF documentation.
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J-2.1.2.1.4.1 Joint Tactical Data Enterprise Services Management Plan (JTMP).
The JTMP describes how the critical functionality of data links, including VMF,
will migrate to the Global Information Grid Enterprise. According to the JTMP,
the XML-IMSG, under the direction of the IMTCCB/IJMSWG, is exploring a proof
of concept for migration of the binary forms of the TDL, VMF and the
Connectionless Data Transfer Application Layer standards to an XML
implementation.

J-3. Data Field Identifiers and Data Use Identifiers. MIL-STD-6017B uniquely
specifies the VMF data elements by two numbers, the Data Field Identifier (DFI)
and its Data Use Identifier (DUI). The DFI includes a single concept and is the
generic representation of the DUIs grouped under it. The DUIs, representative of
the DFI concept, contain the Data Items (DIs) used to compose the data element.
MIL-STD-6017B, Appendix B, Data Element Dictionary, includes alphabetical
and numerical indexes of the DFIs and DUIs. The JITC test messages will
contain a representative sampling of Dls for each DFI/DUI in MIL-STD-6017B.

J-4. Variable Message Format Minimum Implementation. The VMF Minimum
Implementation (MIN IMP) is the minimum data exchange requirements for
system participation on any VMF interface. The VMF MIN IMP, as defined in
MIL-STD-6017, includes the minimum set of message cases and data fields in
each VMF message type.

J-4.1 The MIN IMP has four levels and all systems must meet the mandatory
MIN IMP requirements. Table J-3 shows the levels of MIN IMP requirements.

Table J-3. Levels of MIN IMP Requirements

# MIN IMP REQUIREMENT

1 The minimum set of messages required to meet the minimum IER across functional areas for any participant on
any VMF network. The use of a MIN IMP message does not constitute participation in a functional area.

5 The minimum set of messages within a functional area required to meet the IER in specified sub functional
areas defined for those functional areas that can be decomposed into distinct sub functions.

3 The minimum set of message cases (only in multi-purpose messages) required to meet the IER (when there are
multiple purposes for a message, at least one case shall be defined for minimum implementation).

4 The minimum set of data fields in each message required to meet the IER. The field level MIN IMP for each
message is always required for implementation.

NOTE: Item numbers do not imply order of significance. Numbers are for reference purposes only.

LEGEND:

IER - Information Exchange Requirement VMF - Variable Message Format
MIN IMP - Minimum Implementation

J-4.2 Additional MIN IMP requirements:

J-4.2.1 When a system implements an optional message within a function, the
MIN IMP requirements at all lower levels shall be met.

J-4.2.2 When a system implements either a mandatory or an optional DUI, it
shall implement all data items for that DUI.
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J-4.2.3 The minimum implementation for the VMF syntax fields (indicators) is
defined as:

J-4.2.3.1 A transmitting system shall account for all applicable syntax fields for a
message, including the appropriate accounting for nested indicators when the
indicator for the parent group is specified "1" (PRESENT).

J-4.2.3.2 A receiving system shall have the capability to receive and process all
syntax fields for a message regardless of the implementation of the information
field(s) that follow in the message.

J-4.2.4 At a minimum, all S/A systems implementing the VMF message standard
are required to transmit and receive the messages in Table J-4 for VMF standard
message level minimum implementation. The JITC cannot issue a certification of
a system not able to conform to the VMF standard message level minimum
implementation, unless the S/A has obtained a waiver in accordance with the
applicable version of the VMF standard.

Table J-4. VMF Standard Message Level MIN IMP

VMF MESSAGE PURPOSE

KO01.1 Free Text To provide information that does not fall into a structured format.

To verify, request, or distribute a unit reference number or unit

K01.2 Unit Reference Query/Response
name.

K05.1 Position Report To provide friendly unit location data.

NOTE: SUTs must transmit and receive all three of the above messages to satisfy the VMF standard message level minimum implementation requirement.
LEGEND:

MIN IMP - Minimum Implementation VMF - Variable Message Format

SUT - System Under Test

J-4.2.5 System proponents may submit a Request for Exception (RFE) to the
Joint Multi-Tactical Data Configuration Control Board (JMTCCB) if they require a
temporary or permanent deviation from minimum implementation requirements.
If the IMTCCB approves the RFE, the SCT will not include the exempted MIN
IMP requirement(s). Refer to the CCB Terms of Reference for details regarding
the procedures for submitting RFEs.

J-4.5 Request and Response Transmit Rules. MIL-STD-6017 specifies that
some messages require a reply, which the system under test must demonstrate
during the VMF SCT. For example, upon receipt of a Survey Control Point
Information Request (K02.20) message, the addressee must respond by
transmitting a Survey Control Point (K02.7) message with the appropriate data.

J-4.6 MIL-STD-6017B specifies the response requirements in either the
"Expected Response” or "Special Considerations" sections of each message
specification. In addition, paragraph 4.1.4.2 of MIL-STD-6017B (General
Transmit/Receive Rules) requires the following messages be transmitted in
response to either a standing request or a specific request for information:



J-4.6.1 KO2.2 Registration Data

J-4.6.2 KO2.3 Fire Support Meteorological Data
J-4.6.3 K02.7 Survey Control Point

J-4.6.4 K02.9 Target Data

J-4.6.5 K02.11 Ammunition Inventory

J-4.6.6 K02.15 Fire Support Coordination Measures
J-4.6.7 K02.18 Fire Unit Status

J-5 Machine Acknowledgements. MIL-STD-6017B defines machine
acknowledgments and operator acknowledgments. Table 5.8-1 of MIL-STD-
6017B lists each message type, acknowledgement requirements, and the default
precedence and classification of each message. The system under test must
generate a machine acknowledgement when it receives a message that requires
an acknowledgement.

J-6 Variable Message Format System Implementation. The SCT
requirements process includes the S/A system proponent identifying the VMF
message implementation of their VMF-capable system (the system under test).
The S/A system proponents publish interface requirements documentation (i.e.,
ICDs, IRSs, IDDs, etc.) to detail specific VMF system implementation information
unique for their systems, including system restrictions and limitations. Testers
must thoroughly read all system interface requirements documentation and
ensure applicable requirements are documented in the test plan and
incorporated in the test procedure and test messages.

J-6.1 To ensure the SCT properly addresses all required VMF message
capabilities, the S/A requirements documentation should specify the message
implementation to the lowest possible level, e.g., data field or data item.
Message-level implementation is useful to testers and system developers for
determining if the system has implemented valid test messages for the functional
areas the system under test will support, e.g., Fire Support Operations or Air
Operations. MIL-STD-6017, Appendix D, provides detailed guidance on system
implementation.

J-6.2. Systems normally implement only operationally-relevant VMF messages,
cases, conditions, special considerations, groups, repeats, and fields required to
meet operational information exchange requirements. For example, a system
under test may not implement or process VMF data values defined as "ILLEGAL"
or "UNDEFINED." This is acceptable, but testers need to know how the system
under test will react upon receipt of messages that contain these values, e.g.,
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does it process all other data elements in the message or does it discard the
entire message.

J-7. Linking Mission Requirements to System Variable Message Format
Message Implementation. At the conclusion of testing, the JITC and the S/A
validate Trouble Reports (TRs) against a system under test. The JITC and the
S/A system proponent must determine the operational impact to the warfighter
for each TR. To determine the operational impact and risk of TRs, the JITC and
the S/A system proponent must discuss and determine how to associate the
system under test VMF message implementation with the operational
requirements identified in the system under test system the Systems Data
Exchange Matrix (SV-6), the Operational Information Exchange Matrix (OV-3),
and the Operational Activity Model (OV-5) Architecture Products located in the
system Capabilities Production Document (CPD), Information Support Plans
(ISP), or the Tailored-ISP. Table 5 is a sample table showing the relationship
between specific message types and input/output mission threads for a specific
mission activity derived from system acquisition architecture products. Analysts
can use a table like Table J-5 to assist with determining mission impact of
anomalies and deficiencies discovered during the VMF SCT.

Table J-5. Example VMF Messages to Input/Output Threads Table

MSG

DESCRIPTION

INPUT THREADS

OPERATIONAL
ACTIVITY

OUTPUT THREADS

K04.3

Obstacle Report

Nav Info, Threat Warning, NBC
Event, and COP Data

Exercise C2 and Protect
Force

Updated COP and Threat
Mitigation

K04.4

Airborne Artillery Fire
Control Reports

MAGTF COP and Supplemental
Tactical Data

Prepare Plans & Orders,
Conduct Rapid
Response, and Deliberate
Planning

Plans, Orders, and COAs

K05.19 | NBC Report of NBC Protect Force Threat Mitigation
Updated CTP Data, MAGTF
Land Ops, Air Ops, Fire Support Pass,
KO05.17 | Overlays Mgt COP, Intel Mgt, and MAGTF | Develop CTP Service Data Location
Coordination Data Information, and
Updated COP Info
K03.2 Engagement Report/ | Supplemental Tactical Data and Conduct Planning COA Development, Plans,

BDA

MAGTF COP

and Orders

J-6




Table J-5. Example VMF Messages to Input/Output Threads Table

(continued)

NSl NBC Ops Information

NBC Report and Land Combat

Protect Force and
Conduct CBRNE

Threat Mitigation Information

LEGEND:

C2 - Command and Control

BDA - Battle Damage Assessment

CBRNE - Chemical, Biological, Radiological, Nuclear and Explosive
COA - Course of Action

COP - Common Operational Picture

CTP - Common Tactical Picture

Info - Information

Intel - intelligence
MAGTF - Marine Corps Air to Ground Task Force
Mgt - Management
MSG - Message

Nav - Navigation

NBC - Nuclear, Biological, and Chemical
Ops - Operations

VMF - Variable Message Format

J-8. SCOPE

J-8.1 Testers typically conduct VMF SCTs in a laboratory environment. Figure J-
1 shows a typical test network for conducting a VMF SCT, using a United States
Army (USA) Variable Message Format Test Tool (VTT) for sending and receiving
VMF messages. Testers use Aggregator Tap to passively monitor VMF
messages exchanged between the VTT and system under test. Testers use
JITC Theater Air and Missile Defense Interoperability Assessment Capability to
record all message traffic leaving and entering the system under test.

Ethernet Switch

oo

SINGLESIRam™ . — ., o0 5§
A Sele e
S = e @i

Aggregator Tap
VTT Client /
CMP
TIAC Client
SUT
LEGEND:
CMP - Common Message Processor
SUT - System Under Test VMF - Variable Message Format
TIAC - Theater Air and Missile Defense Interoperability Assessment Capability VTT - VMF Test Tool

Figure J-1. Typical VMF SCT Configuration
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J-9. LIMITATIONS

J-9.1 Messages. A VMF SCT will typically not test every group, field, or data
code possible in each VMF message type. The JITC test messages will include
multiple versions of each implemented message and test every case, condition,
and repeated field/group, but will not test every data item. Although the set of
test messages will not test every value of every field, the quantity of test
messages is large and varied enough that the risk of significant, undetected
systems conformance problems will be low. Therefore, this limitation poses
minimal risk to the warfighter.

J-9.2 Communications Loads. A VMF SCT will typically not include
communications loads that may occur in a stressed tactical environment. Test
events will consist of operators transmitting messages one at a time to support
real-time message analysis. The VMF SCTs, when combined with Service-level
interoperability testing, provides reasonable assurance a system under test will
operate effectively in a stressed tactical environment. Therefore, this limitation
poses minimal risk to the warfighter.

J-9.3 Public Key Infrastructure and Public Key-Enabled Application
Requirements. The JITC does not have the capability to test digitally signed
acknowledgements via Public Key Infrastructure (PKI) Public Key-Enabled
Application requirements in accordance with MIL-STD-2045-47001D, paragraphs
5.7.2.1.7 (Case 7) and 5.6.3.4 (Signed Acknowledgement Requested) with its
current VMF suite of test tools.

J-10. TEST METHODOLOGY

J10.1 General. This section outlines information a tester must consider when
developing a system-specific methodology.

J10.2 Variable Message Format Test Tools. Test tools are essential for
conducting VMF SCTs because test tools provide a broad capability for testing
VMF MIL-STD requirements. Several VMF test tools are available to assist
testers with conducting a VMF SCT. Ideally, the chosen test tool will generate,
transmit, receive, and validate VMF messages in accordance with (IAW) the
latest VMF MIL-STD. The test tool should record all VMF message activity
during the SCT. Table J-6 shows the test tools JITC certified for the indicated
VMF baselines and currently uses for conducting SCTs of C4l systems.
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Table J-6. VMF Certified Test Tools

DATABASES VMF
NAME | VERSION PERATIN YSTEM DATE CERTIFIED
9 © Gars USED BASELINE ©
. . ms6017A_VttE-r4 MIL-STD-6017A
VTT 9.0 V\\f\'/ri‘gg(‘;"viszggopfg?éizisé?]’;?'sizz MS6017-VHtE-r5 MIL-STD-6017 23 September 2010
TIDP-R5_VHE-r6 TIDP-TE R5
Windows 2000 Professional SP2 MIL-STD-6017A
CMP 8.0 Windows XP Professional SP2 NA MIL-STD-6017 17 June 2008
Windows Vista TIDP-TE R5
LEGEND:
CMP - Common Message Processor SP - Service Pack
MIL-STD - Military Standard TIDP-TE - Technical Interface Design Plan (Test Edition)
NA - Not Applicable VMF - Variable Message Format
R5 - Reissue 5 VTT - VMF Test Tool

J-10.3. Common Operating Environment Message Processor. The USA
Communications-Electronics Life Cycle Management Command (C-E LCMC)
Software Engineering Center (SEC)-developed Common Operating Environment
Message Processor (CMP) can generate, transmit, receive, and validate VMF
messages. The CMP provides the capability to manually input, edit, validate,
and import/open VMF messages.

J-10.4 Variable Message Format Test Tool. The C-E LCMC SEC-developed
VTT can verify and validate messages for proper format against multiple versions
of the VMF message standard. The VTT can also generate, transmit, receive,
validate, import, and edit VMF messages. The VTT, Version 8.0 and above,
supports message file transfer, message compression and decompression, and
saving messages as XML files. The tool is database-driven and provides support
for various VMF specifications. The VTT is currently the most widely used VMF
test tool by the S/As.

J-10.5 Variable Message Format Databases. Standards management
personnel and software developers use VMF databases to support standards
management and system development, respectively. The following are
descriptions of commonly used VMF databases:

J-10.5.1 Variable Message Format Integrated Database. C-E LCMC SEC
produces the VMF Integrated Database (VID). The VID is MIL-STD-6017 in
Microsoft Access database format and defines the possible data fields and their
associated parameters, structure, and the message cases and conditions. For
machine acknowledgements, the VID reflects more messages (K00.4, K02.8,
K02.17, K02.55, K02.58, K03.2, K05.20, and K10.2) than is shown in the
standard.

J-10.5.2. Variable Message Format Test Tool Databases. The C-E LCMC
generated the VTT database from the VID. The C-E LCMC specifically designed
VTT databases to support the VTT application. Two standards are used in
generating the VTT database, the MIL-STD-2045-47001D and MIL-STD-6017.
The VTT database supports the Technical Interface Design Plan (Test Edition)




Reissue 5 (TIDP-TE R5) and MIL-STD-6017. Table J-7 shows the most current
VTT databases used for Joint VMF SCT when using VTT Version 9.0.

Table J-7. VTT Database Information

VMFE BASELINE

VMFE BASELINE DATE

VTT DB BASELINE

VTT DATABASE DATE

MIL-STD-6017A

19 July 2006

ms6017A VHtE-r4

19 August 2008

MIL-STD-6017

1 April 2005

ms6017-vttE-r5

15 September 2008

TIDP-TE RS

18 January 2002

TIDP-R5_VttE-r6

16 September 2008

LEGEND:

DB - Database

MIL-STD - Military Standard
R5 - Reissue 5

TIDP-TE - Technical Interface Design Plan (Test Edition)

VMF - Variable Message Format
VTT - VMF Test Tool

J-10.5.3 Joint Interoperability Modular Evaluation System. The JITC-
developed Joint Interoperability Modular Evaluation System (JIMES) supports
data collection, real-time, and posttest analysis of transmitted VMF messages.
The current system supports only a subset of the VMF message standard. The
JIMES can dynamically evaluate these messages for TIDP-TE R5, TIDP-TE
Reissue 6, and MIL-STD-6017 based on the use of the MIL-STD-2045-47001
header. The JIMES displays VMF entities graphically using symbology defined
in MIL-STD-2525B, "Common Warfighting Symbology," evaluates minimum
implementation requirements, stores and retrieves messages through query or
XML transfer capability, performs preliminary analysis with report generation, and
includes critical event alert notification. The JITC has not yet certified JIMES for
conformance to TIDP-TE R5, MIL-STD-6017 or MIL-STD-6017A.

J-11. TEST MESSAGE DEVELOPMENT

J-11.1 Test Message Overview. The JITC developed a test message set based
upon the mandatory requirements listed in MIL-STD-6017A and MIL-STD-2045-
47001D. The JITC uses the JITC-certified VTT and CMP to develop the test
message sets. Test message sets include the following:

J-11.2 All message types. The message set includes all message types the
system implements in MIL-STD-6017.

J-11.2.1 All message cases. For multi-purpose VMF messages defined with
cases, the message set includes all message cases the system implements.

J-11.2.2 All message conditions. For VMF messages that include
conditionality statements, the message set will include valid VMF messages that
meet all conditions and invalid VMF messages that break one or more condition
statements.

J-11.2.3 All repeated groups and fields. Many VMF messages are defined
with fields and groups that are repeatable. The message set includes messages
with no repeats and multiple repeats. Where practical, the message set includes
messages with the maximum number of repeats as defined in MIL-STD-6017,
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invalid messages that exceed the maximum number of repeated groups or fields,
and invalid parameters in all iterations of the repeated groups and fields.

J-11.2.4 Data Item Break Points. For each data item, MIL-STD-6017 defines
ranges valid, invalid, and undefined values. In some instances, MIL-STD-6017
defines specific enumerated values. Since not every possible value for every
field can be included in the message set, a sampling approach that includes
boundary values for legal, illegal, and undefined fields should be used. The
breakpoint approach methodology tests the following values:

J-11.2.4.1 Lowest legal value in a range

J-11.2.4.2 Highest legal value in a range

J-11.2.4.3 Lowest illegal or undefined value in a range
J-11.2.4.4 Highest illegal or undefined value in a range
J-11.2.4.5 Lowest no statement value in a range
J-11.2.4.6 Highest no statement value in a range

J-11.3 Optional Data Fields. When practical, message developers should
complete all optional fields for case and conditions when building test messages.

J-11.4 Warfighter Symbology. Using MIL-STD-2525B implementation
guidance from S/A-provided ICD, IRS, IDD, or other interface requirements
documents, the testers will ensure applicable test messages use the correct
DFI/DUI Dls that will generate symbols or tactical graphics according to the S/A's
MIL-STD-2525B implementation guidance.

J-11.5 Military Standard 2045-47001D Message Headers. Testers will create
new or modify existing MIL-STD-2045-47001D-compliant test messages,
including any unique S/A MIL-STD-2045-47001D implementation guidance
obtained from system interface requirements documentation.

J-11.6 Updating Test Messages. If applicable, testers must update applicable
test messages to reflect any unique message requirements found in S/A
implementation requirements documents.

J-11.7 The JITC has a standard conformance message set for the following VMF
versions: MIL-STD-6017A, MIL-STD-6017B, and VMF TIDP-TE R5. The JITC
will provide test message sets to S/A system proponents upon request. The
S/As can develop their own message sets and upon request, the JITC will
analyze S/A-developed test message sets to determine if they satisfy MIL-STD-
6017 requirements, typically on a fee-for-service basis.
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J-11.8 The composition of the test message set will depend upon the following
conditions:

J-11.8.1 If the system under test is a VMF test tool or message processor
implementing the entire VMF standard, testers will have to develop or acquire
test messages exercising the full range of VMF messages, cases, conditions,
special considerations, groups, repeats, fields, etc.

J-11.8.2 If the system under test is an operational system implementing a subset
of the MIL-STD, then the tester will have to develop or acquire a specific subset
of VMF messages, cases, conditions, special considerations, groups, repeats,
fields, etc.

J-11.9 Test Message Numbering. In accordance with the MIL-STD-6017, the
"Kn.m" is the numbering convention for a VMF message where "n" is the two-
digit functional area designator (00 through 10), and "m" is the message number
(1 through 127). Therefore, "Kn.1" is the first defined message of all currently
defined messages within a functional area. For example, the first message of the
Fire Support Operations functional area is the "K02.1 Check Fire" message.

J-11.10 Test Message Naming. The JITC uses a naming convention to develop
its VMF test message sets. When naming VMF test messages, test analysts use
a name that is as specific as possible so they can visually determine the purpose
of the test message from its name. The name of each test message file follows a
format similar to the test messages:

J-11.10.1 KOO_01BP0O1.VMB

J-11.10.2 KOO_01Casel.VMB

J-11.10.3 KO1_03Cond1Neg.VMB

J-11.10.4 KO1_03Condlverl.VMB

J-11.10.5 KO1_03Condlver2.VMB

J-12. The first part of the file name provides the specific VMF message number
("KOO_01" equates to "K00.1," Network Monitoring message) and the last part of
the message name provides the specific message focus (in the above examples
"BPO1" for breakpoint number 1, "Casel" for message case being tested,
"Condl" for message condition being tested, "Neg" to indicate the message will

perform negative testing, and "ver" for version number). Examples and
explanations for test message naming conventions are shown in Table J-8.
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Table J-8. VMF Test Message Naming Convention

TEST MESSAGE

FILE NAME DESCRIPTION

KO00_01 equals the message number and BP01 specifies that the first breakpoint, considering all

e possible data fields and elements of the implemented message is the focus of this test message.

K00_01 equals the message number and Casel specifies that the first case of the implemented

N e U2 message is the focus of this test message.

K00_01 equals the message number and Cond1Neg specifies that the first Condition of the
K01_03Cond1Neg.VMB | implemented message is the focus of this test message, but in a way in which it is meant to violate
the Condition (a negative test).

K00_01 equals the message number and Condlverl specifies that the first Condition of the
K01_03Cond1lverl.VMB implemented message is the focus of this test message and verl denotes that there are multiple
tests for this particular Condition.

K01 03Condlver2.VMB | See the explanation for the previous item. This would be second version of the test message.

NOTE: Each file contains the .VMB file extension which indicates it was developed using the VTT.
LEGEND:

BP - Break Point VMF -Variable Message Format
Cond -Condition Ver -Version
Neg —Negative VTT -VMF Test Tool

J-12.1 Table J-9 is an example of the data definition for a notional data item from
MIL-STD-6017. This example would use the values 0, 179, 180, 254, and 255 as
breakpoints included in the message set. In some cases, the illegal or undefined
values will intermix with the legal values. At each transition from legal to
illegal/undefined values, the lowest/highest value approach will determine the
required breakpoints.

Table J-9. Example MIL-STD-6017 Data Definition

DATA FIELD IDENTIFIER/
DATA USE IDENTIFIER (DFI/DUI) VALUE TYPE LOW VALUE HIGH VALUE
1806/001 Information 0 179
1806/001 lllegal 180 254
1806/001 No Statement 255 255

J-13 TEST CONDUCT

J-13.1 A VMF SCT conduct typically consists of testers using a test message set
and test procedure that exercise the functionality of the system under test as
specified in the system's under test VMF implementation documents, which
typically includes generation, transmission, reception, display, and processing.
Testers provide the test messages (via floppy, memory stick, compact disk, or
connection with a certified test tool such as VTT) and transmit them to the

system under test (via a typical communications means such as Transmit Control
Protocol/Internet Protocol over a network).

J-13.2 Testers import the test message set into a test tool such as VTT and
transmit the messages to the system under test. The system under test displays
received messages in real-time and testers visually validate that the system
under test processed and/or correctly displayed the data and record their
observations on data collection sheets. Additionally, testers create VMF
messages using the system under test, transmit those messages to the VTT, and
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validate the messages using the VTT. The JITC uses the VTT to examine and
validate each received message for proper format against the message
requirements specified in MIL-STD-6017.

J-13.3 Test conduct comprises the following steps:

J-13.3.1 Batch validating benchmarked test messages on the system, if the
system under test does batch processing.

J-13.3.2 Collecting the results from the system under test and comparing with
expected results for all messages.

J-13.3.3 Manually building, modifying, and validating selected test messages.
J-13.3.4 Documenting test observations by exception.

J-13.3.5 Using the VMF test tool to double check test messages when actual
results differ from expected results.

J-13.3.6 Using a logical means of creating, saving, naming, and archiving log
files, transmitted and received test messages, error reports for the system under
test, the VMF test tool, and any other system used to conduct the SCT.

J-13.3.7 Documenting anomalies using Preliminary Trouble Reports (PTRS).
Appendix E contains instructions for completing a PTR form.

J-13.4 Warfighter Symbology. For systems implementing VMF messages that
display Warfighter Symbology (symbols and tactical graphics), the VMF SCT will
test the system for expected response and processing according to the guidance
in the S/A implementation documentation. Testers will check symbol and tactical
graphics conformance, as required in MIL-STD-2525B, during the VMF SCT.

J-13.5 Military Standard 2045-47001 Headers. For systems implementing MIL-
STD-2045-47001, testers will send header test messages to the system under
test and evaluate system under test processing of the messages.

J-13.6 Data Analysis During Test Conduct. An SCT involves a lengthy testing
process, depending upon the capabilities of the system under test. After
observing and documenting an anomaly, testers should reproduce the anomaly
to ensure it is valid. If the anomaly cannot be reproduced, then the test director
will decide if further analysis after completion of test conduct may be required. To
support determination of operational impact of exceptions, testers should
determine if a workaround exists for exchanging the required data.
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J-14. DATA COLLECTION

J-14.1 Testers must collect necessary test data to support results and
conclusions that will be documented in the VMF SCT report. During the test
planning phase, testers should determine the types of data they will collect during
the SCT. The following are additional considerations for the types of data
collection elements:

J-14.1.1 Truth Data

J-14.1.1.1 Test scripts - does the system under test have the ability to run test
scripts?

J-14.1.1.2 Test messages - what is the format for the test messages? Usually
the system under test operator will save VMF messages as a Bit-oriented
Measures file; however, the test message might also be saved in a man-readable
format.

J-14.1.2 System Data

J-14.1.2.1 Screen Captures - a very quick and reliable means of capturing data,
especially for recording observed anomalies.

J-14.1.2.2 Message/Error Logs - systems under test will typically have a
message log as well as error log for operators and testers to consult.

J-14.1.2.3 Recorded Files and Database Queries - these types of data are
system dependent.

J-14.1.2.4 XML Schemas/Style Sheets - although some systems are
implementing XML, DISA has not approved a VMF-XML schema. Testers must
compare XML schemas and style sheets to the MIL-STD.

J-14.1.3 Network Data

J-14.1.3.1 Passively monitored - the JITC will sometimes use a second VMF test
tool to passively monitoring messages transmitted and received between the
system under test and the primary VMF test tool.

J-14.1.3.2 Active participation - testers will use the primary VMF test tool to
transmit messages to and receive messages from the system under test.
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J-14.1.4 Posttest Data Analysis and Problem Reporting

J-14.1.4.1 Testers use VMF test tools and the system under test to conduct data
analysis at the conclusion of the SCT. The purpose of posttest analysis is to
verify and further document any anomalies testers discovered during test
conduct. The test director will approve all PTRs.

J-14.1.4.2 The test director will schedule a Technical Review Board (TRB) with
the S/A system proponents to validate each PTR and assign TR numbers.
Appendix E provides detailed guidance on PTR and TR development. During the
PTR validation process, the JITC and the S/A proponent must determine mission
impact of each TR and ensure the mission impact of each TR is identified in the
test report and certification documentation. The JITC bases its certification
evaluation on the impact of TRs.
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APPENDIX K
TDL TEST NETWORK CONFIGURATION
K-1. GENERAL

K-1.1 The Joint Interoperability Test Command (JITC formulates, implements, and
directs a Command, Control, Communications, Computers, and Intelligence (C4l)
systems test and evaluation program. The test and evaluation program's goals are to:

K-1.1.1 Provide comprehensive, objective, and accurate C4l system assessments to
the warfighter.

K-1.1.2 Strengthen the operational effectiveness of the warfighter by providing C4l
system assessments and guidance during exercises and contingencies.

K-1.2 JITC Joint Tactical Data Link (TDL) Branch is responsible for ensuring systems
that implement TDLs Joint Range Extension Application Protocol, and United States
Message Text Formatting are interoperable and comply with the applicable joint
standards.

K-2. JOINT INTEROPERABILITY TESTING NETWORK SUPPORT
K-2.1 Joint Interoperability Testing (JIT) will receive network support from:

K-2.1.1 Secure Defense Research and Engineering Network (SDREN) Network
Operations Center (NOC) Manager Charleston, SC.

K-2.1.2 Joint Mission Environment Test Capability (JMETC) System Control (SYSCON)
Patuxent River NAS, MD.

K-2.1.3 High Performance Computer Modernization Program Office (HPCMPO)
Network Operations (NETOPS) Washington, DC.

K-2.2 HPCMPO NETOPS, JMETC SYSCON, and each patrticipating site, will configure
the appropriate network devices to allow connectivity on the SDREN network
infrastructure. Figure K-1 is a notional joint interoperability network architecture
configuration diagram for SDREN connectivity. Figure K-2 is a notional diagram for a
TDL configuration with Systems Under Test and participating units. Figure K-3 is JIT
notional TDL configuration diagram.
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Legend:

ADSI — Air Defense Systems Integrator

ATC-GEN - Automated Test Case Generator

BOSS - Battlefield Operational Support System

DI S - Distributed Interactive Simulation

GTE - Gateway Terminal Emulator

GW - Gateway

IDS - Intrusion Detection System

JSAF — Joint Semi-Automated Forces

JIMES — Join Interoperability Modular Evaluation System
JREAP C — Joint Range Extension Application Protocol C

KG — Data Encryption Device

NSITE — Network System and Integration and Test Environment
RSPAN — Remote Switch Port Analyzer

SDN - Service Delivery Node

SDREN - Secure Defence Research and Engineering Network
SIMD - Single Instruction, Multiple Data

SS E - Streaming SIMD Extension

TENA — Test and Training Enabling Architecture

Figure K-1. Notional Joint Interoperability Network Architecture
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Figure K-2. Notional Joint Interoperability SUT/Participating Units Diagram
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Figure K-3. JIT Notional TDL Configuration Diagram
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K-3. INTEGRATION, DRY RUNS, AND TEST CONDUCT

K-3.1 During Integration/Dry Run, and Test Conduct days participating sites are
expected to begin bringing up systems one hour prior to scheduled test time. The
JMETC SYSCON will resolve all joint network and system connectivity trouble tickets.
Individual participants will resolve their own respective network and system connectivity
trouble tickets with the aid of the IMETC SYSCON. The JMETC SYSCON will
correspond with the HPCMPO NETOPS as needed. The JMETC SYSCON will
coordinate trouble tickets for HPCMPO NETOPS and the JITC DTOC.

K-3.2 Router Mesh and TELCO integration week will consist of efforts between the
JMETC SYSCON and all participating locations to ensure all network connections,
router connections, multicast groups, and static routes are operational at each
applicable JIT site applicable to the JIMETC controlled networking devices. This
milestone will conclude with the successful Internet Control Message Protocol (ICMP)
response from JMETC controlled red routers and Ethernet switches. Site participation
will be limited to having one person on call to the JIMETC SYSCON in the event the
crypto system needs to be reloaded.

K-3.3 Network Integration week will consist of efforts between the IMETC SYSCON,
JITC DTOC and all participating locations to ensure local test event multicast groups
are operational and all nodal equipment is configured In Accordance With (IAW) the site
IP spreadsheets and diagrams. Site participation will be limited to having one person
on call to the JIMETC SYSCON in case the crypto system needs to be reloaded. This
milestone will conclude with the successful ICMP response from JMETC SYSCON and
site-controlled SDREN red routers and Ethernet switches. These routers and switches
will make up the JTDL Community of Interest (COI) red side nodal equipment. The
event call manager will also be configured at this time to include support for all
participating Voice over Internet Protocol (VolP) soft and hard phones as well as trunk
commands to other call managers within the test environment. The JIMETC SYSCON
will provide and administer the event call manager as well as designate and
disseminate all required VolP numbers and configurations to participating sites.

K-3.4 System Integration/Dry Run week will consist of all site participants and all
participating systems, multicast groups, and the site IP spreadsheets and diagrams.
The purpose of this step is to allow the Test Director, JITC DTOC, JIMETC SYSCON,
and site participants to validate the system traffic and application settings prior to runs
for record testing. Once all systems have provided valid evidence that they can send
and receive traffic applicable to their assigned data link the system integration period
will conclude and dry runs will commence. Dry Runs will be terminated at the discretion
of the Test Director. All network assets and host systems will remain configured with
the established baseline ready for runs for record. All lab representatives are expected
to be available to the Test Director, JITC DTOC, and the JIMETC SYSCON during the
hours specified by the Test Director during the system integration/dry run week. If a lab
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cannot support this requirement, it is up to the lab representative to contact the JIT Test
Director.

K-4. JIT PARTICIPANTS/RESPONSIBILITIES

K-4.1 This activity will involve the participants/sites listed below. There will be no
connections to the JTDL COI on JMETC other than the sites listed in a Plan Of Action &
Milestone document. To ensure a timely and successful installation, each organization
will have specific responsibilities.

K-4.1.1 The HPCMP Designed Accrediting Authority (DAA) and HPCMP Information
Assurance (IA) Manager.

K-4.1.1.1 The HPCMP DAA and HPCMP IA Manager will sign the SDREN MOA for all
connecting sites for this distributed test when all CAP requirements have been
completed by each site. The HPCMP DAA will grant an IATC or an IATTD in the case
of a tail circuit. A copy of the signed SDREN Memorandum of Agreement (MOA) will be
sent to the site’s DAA.

K-4.1.1.2 HPCMPO NETOPS:

K-4.1.1.2.1 The HPCMPO NETOPS is responsible for maintaining and troubleshooting
the black side and DREN transport equipment and will work with the JIMETC SYSCON
when identifying and troubleshooting any network issues.

K-4.1.1.3 JMETC SYSCON:

K-4.1.1.3.1 Ensure all IMETC and SDREN controlled network devices are configured
and accessible prior to a JIT event Network Integration Week to allow for network
connectivity between all participating sites across the SDREN.

K-4.1.1.3.2 Manage site security accreditation packages for all JIT participants. Inform
sites on individual requirements necessary for granting an Authority to Connect (ATC) to
SDREN. Ensure all participating sites are accredited to test on JMETC prior to the JIT
event network integration week.

K-4.1.1.3.3 Configure broadcast to multicast conversions at the JMETC controlled
router for all sites requiring a JMETC managed broadcast to multicast conversion.

K-4.1.1.3.4 Monitor JIMETC controlled networking equipment for bandwidth, latency,
network segment outages, and packet loss during the JIT event dates. Provide reports
detailing any anomalies found during the event.

K-4.1.1.3.5 Provide support during the JIT operational test hours and test setup period.
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K-4.1.1.3.6 Provide Tier 2 support for test issues. Tier 2 support will include all issues
and anomalies associated with JIMETC controlled equipment.

K-4.1.1.3.7 Provide a solution to support remote near-real-time viewing of JREAP-C
traffic from Langley, VA and Camp Pendleton, CA, and Wallops Is, VA, and Dahigren,
VA at the JITC NSITE terminal.

K-4.1.1.3.8 Provide Test and Training Enabling Architecture (TENA) Streaming SIMD
Extension (SSE) Gateways to all JIT participants who are not already equipped with one
and provide training on the TENA SSE Gateways for the proper conversion of
Distributed Interactive Simulation (DIS) broadcast to TENA multicast.

K-4.1.1.3.9 Coordinate efforts with all JIT participating sites to ensure an active JIMETC
connection is established at each location prior to the JIT event Network Integration
Week.

K-4.1.13.10 Provide an event network performance summary to the JIT Director
after the event.

K-5. JITC DTOC

K-5.1 Develop event network configuration drawings and spreadsheets for JIT.

K-5.2 For the JITC JTDL Lab, update any security accreditation documentation as
necessary and submit to the DAA for approval as required to obtain the Authorize to
Operate. Submit the DAA approved security accreditation package with the DAA ATO
approval letter to the HPCMP DAA for security review and granting of the ATC to the
SDREN for this test event.

K-5.3 Provide the JMETC SYSCON with necessary network diagrams to assist in
monitoring and troubleshooting.

K-5.4 Assist JMETC SYSCON, HPCMPO NETOPS, and participating sites during event
network integration, system integration, and verification testing as specified in this
POA&M.

K-5.5 DTOC Event Lead will coordinate all test event network and VolP problems with
the Test Director and act as the lead liaison from the Test Director to JIMETC SYSCON.

K-6 All participating sites:

K-6.1 Ensure compliance with SDREN connection approval office security procedures.
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K-6.2 Ensure laboratory and personnel are available to support facility
integration/participation in JIT, to include full time support for system integration and on-
call crypto system support for network integration.

K-6.3 Submit work orders and requests as applicable to support participation in the JIT.
K-6.4 Update security accreditation documentation as necessary and submit to the DAA
for approval as required to obtain the ATO. Submit the DAA approved security
accreditation package with the DAA ATO approval letter to HPCMP DAA for security
review and granting of the ATC to the SDREN for this test event.

K-6.5 Provide terminal emulator integration for required tactical data links on the
SIMPLE J (Link 16), SIMPLE A (Link 11) and SIMPLE gateway multicast groups

K-6.6 Provide terminal emulator operator.

K-6.7 Identify to the JIMETC SYSCON system engineering all equipment that will
require IP number assignments to connect with the multicast groups such as:

K-6.7.1 Cisco Switches

K-6.7.2 Date Link Gateway

K-6.7.3 Gateway Manager

K-6.7.4 CCD in Data Distribution System Mode
K-6.7.5 Data Extraction/Data Reduction Tools

K-6.8 Identify to the JIMETC SYSCON all systems with the ability to send and or receive
data via broadcast ONLY for conversion to multicast.

K-6.9 Provide Global Positioning System (GPS)-distributed inter-range instrumentation
group serial time code format B timing source or network timing protocol timing to all
systems that participate in the JIT .

K-6.10 Permit designated personnel to install, configure, and maintain SDREN
Government furnished equipment (including any required cables).

K-6.11 Control configuration of the edge devices and tactical systems hardware and
software, following JITC DTOC configuration Management Plans.

K-6.12 Provide applicable Hardware-in-the-Loop and simulation equipment necessary
for the JIT architecture.
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K-6.13 All sites using the Link 16 Space and Naval Warfare Systems Center Data Link
Gateway will ensure that the software version used for JIT is version 9.0.1 The old
version, 8.7.1 will not be used in JIT and is not compatible with version 9.0.1 software.
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