DEFENSE INFORMATION SYSTEMS AGENCY

P.O. Box 4502
ARLINGTON, VIRGINIA 22204-4502

rerento. GIG Combat Support (GS 23) 30 May 2008
MEMORANDUM FOR DISTRIBUTION

SUBJECT: Removal from the Unified Capabilities Approved Products List (UCAPL) of
the Cisco CallManager (CCM) Version 4.1(2) Service Release (SR) 1, with
Internetwork Operating System (I0S) Software Release 12.4(4) T, for Private
Branch Exchange (PBX)1 and PBX2, TN 43051

Reference: (a) DoDI 8100.3, “DoD Voice Networks,” 16 Jan 2004.

1. The Unified Capabilities Connection Office (UCCQO) has removed the Cisco
CallManager (CCM) Version 4.1(2) Service Release (SR) 1, with Internetwork
Operating System (I0S) Software Release 12.4(4) T, for Private Branch Exchange
(PBX) 1 and PBX 2, TN 43051 from the UCAPL due to vulnerabilities addressed in
IAVA 2008-A-0032 - Cisco Unified Communications Manager. Please refer to the
DSN UCAPL for official posting of this notice at the following URL.:
http://jitc.fhu.disa.mil/tssi/apl.html.

2. Vulnerable versions are as follows:
Windows:
Cisco Unified CallManager 4.1 versions prior to 4.1.3SR7
Cisco Unified Communications Manager 4.2 versions prior to 4.2(3)SR4
Cisco Unified Communications Manager 4.3 versions prior to 4.3(2)

3. This product is no longer authorized for purchase. Please contact the Unified
Capabilities Connection Office (UCCOQO) for concerns or questions with this notice.
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